degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO

MO gupexTopa (pu3TeX-MIKOJIBI
PAJIMOTEXHUKH M KOMIIBIOTEPHBIX
TeXHOJIOTHH

J.A. T'agpusion

Pabouast nporpamMma JMCIMIIMHBI (MOXYJIsT)

o AMCHUIIJIMHE: HH(bOpMaHHOHHaSI 0e30MmacHOCTh
0 HANIPaBJICHUIO: HH(bOKOMMYHHKaHHOHHBIe TCXHOJIOTHH U CUCTEMBI CBA3HU
HpO(l)I(lJIb MnoATrOTOBKMU: TGJ'ICKOMMYHI/IKaI_H/IOHHLIC CCTHU U CUCTCMbI

Oustex-mkona Paguorexuuku nu Komnsrorepubix TexHonoruii
kadenpa nHPOKOMMYHUKAIIMOHHBIX CHCTEM U CeTeH

Kypc: 1
KBAJM(PUKAIMA: MarucTp

CemecTpsl, HOPMBI IPOMEKYTOYHON ATTECTAIMH:
1 (ocennuit) - JIncdhepeHimpoBaHHbIi 3a4eT

2 (BeceHHMI) - DK3aMeH

AynUTOpPHBIX YacoB: 75 BCEro, B TOM YHCIIE:
nexuuu: 60 yac.
ceMuHapsl: 15 vac.
naboparopHsie 3ansTus: 0 Jac.

CamocrositensHas pabora: 75 gac.
[ToaroroBka k sk3ameny: 30 yac.

Bcero gacos: 180, Bcero 3au. en.: 4

[Iporpammy cocrtaBui: B.I'. IlpombicnoB, kanz. $hu3.-Mart. HayK, CTapIIMKA IpernogaBaTelib

[Iporpamma obcyxneHa Ha 3acefanny Kadeapbl THPOKOMMYHUKAITMOHHBIX cUCTeM H ceTer 15.03.2022



AHHOTANMA
JaHHBII KypcC IpeqHa3HayeH I IOJAYYEHHs] CTYAEHTaMM 3HAaHUA O Hay4YHO-HUCCIIENOBATEIbCKON
NEeSITEIbHOCTH, MPAKTUYECKUX HABBIKOB W KOMIIETEHIMH B 00MacTH (yHIAMEHTAIbHBIX M MPHUKIAIHBIX
npobinemM wuH(POpPMANMOHHOW 0E30MacHOCTH, TaKUX KaK JKCIepTH3a, CcepTUGUKAMs ¢  KOHTPOIb
3alUIIEHHOCTH HHpOpManud M OOBEKTOB HH(POpPMATH3alMK; METOAbl M CPEACTBA IMPOCKTUPOBAHMSA,
MOZEIMPOBAaHMUSA M OIKCIEPUMEHTAJIbHOM OTPAOOTKM CHCTEM, CPEACTB M TEXHOJIIOTHH oOecredeHus
nH(POPMALMOHHOHN 0e30macHOCTH 00BbEKTOB MH(OPMATH3aLINH.
Kypc cocrout u3 aByx yacteil pacCUMTaHHBIX Ha JIBa CEMECTPA.
IlepBasg 4YacTh Kypca MO3BOJIUT CTYACHTaM OBJIAZECTh HEOOXOOUMBIMU KOMIIETCHIHSMH M 3HAHUSMH IO
COBPEMEHHBIM MOJXOZlaM M MeTofaM oOmiell Teopun MH(POpMALMOHHON 0€30IacHOCTH, TMO3HAKOMUTHCS C
(opMabHBIMU MOJIEIISIMH, OTPAXKAIOIIUMH OCHOBHBIC XapaKTEPUCTHUKU HWH(POPMALMOHHON 0e301acHOCTH
peanbHbIX OOBEKTOB U MPOLIECCOB.
Crymarenn O3HaKOMATCS C OCHOBHBIMM TIPAKTUKAaMHM HMH(OPMAIIMOHHOM 0€301macHOCTH
Poccuiickoii @enepaiiuu 1 Ha MEXKAYHAPOIHOM YPOBHE.

IIPUHATBIMHU B

Bropas wacte  mocBslIeHa 3ajade aHauM3a M pa3pabOTKH Mep 3allUThl CUCTEM U CPENCTB 00paboTKh
uH(popMaIMK, NOITyYaT yrIyOlIeHHbIC 3HaHHS 110 MATEMaTUYEeCKUM aCIIeKTaM MOJCIMPOBAHHS CHCTEM B YaCTH
CBOMCTB WH(OPMAIIMOHHOW 0€30MaCHOCTH, HAyYUT CTYACHTOB pEIIaTh 3a/Jaddl CHUHTE3a W MOCTPOCHHUS
apXUTEKTYphI 0E30MACHOCTH COBPEMEHHBIX IU(POBBIX CUCTEM YIIPABIEHUS U KHOEPHUZNIECKIX CHCTEM.
Kypc mpoBogutcss B ¢opmare JICKIMOHHBIX M CEMHHApCKUX 3aHATHH. [ ycmemrHoro ocBOeHHs Kypca
HE0OXOMMO MOCEIICHUE U KOHCIICKTUPOBAaHHE JICKIIUHA, BHITIOJTHEHHE IPAKTHYCCKUX 33/IaHUI HA CEMUHApax U
caMmoCTosTeNIbHas padoTa ¢ PEeKOMEHIOBAaHHOW JOTIOHUTEIBHON JINTEPATyPOii.

1. leau u 3apauu

eap AUCUMNIMHBI
[enbto OCBOCHHUSI AMCUUILUIMHBI SIBIsIETCS (DOPMHUPOBAHUE Y CTYJCHTOB CHCTEMbl 3HAHWH B 0OJIACTH
vH()OPMAIMOHHOW OE30MacHOCTH W TPUMEHEHHUS Ha TMPAKTHUKE METOJAOB W CPEJACTB  3alllUTHI
nHpOpMaIInH.

3axauu QUCHUNINHBI
* OBJIAJICHUU TPO(HECCHOHATHHBIMUA KOMIIETCHIMSIMUA B MTPOCKTHOM JACATEILHOCTH, CHCTEMHOTO aHAJU3
B INPUKIAAHONW 0OJIaCTH, BBISIBJICHHE YIPO3 W OLEHKE YA3BUMOCTH HH(OPMAIMOHHBIX CHCTEM,
pa3paboTka TpeOOBaHMIT U KPUTEPHEB OLICHKH MHPOPMAIIMOHHON O€30MaCHOCTH;
* 000CHOBaHME BBIOOpPAa COCTaBa, XapaKTEPUCTUK W (PYHKIMOHAIBHBIX BO3MOXXHOCTEH CHCTEM WU
cpencTB obecniedeHuss HHYOPMATMOHHON 0€30MacHOCTH OOBEKTOB 3aIIUTHl HA OCHOBE POCCHHCKHX H
MEXIyHapOIHBIX CTaHIAPTOB;
* O0y4YeHHE CTY/IEHTOB IPHHIMIAM pa3pabOTKH CHCTEM, KOMILICKCOB, CPEICTB ¥ TEXHOJOTHI
obecrieueHuss MH(GOPMAMOHHON OE30MaCHOCTH;
* o0yueHHe CTYICHTOB NPUHIMIAM Pa3pabOTKH MPOTPaMM U METOIUK, UCTIBITAHUH CPEICTB U CUCTEM
obecrnieyeHnss HHPOPMAIIMOHHOM 0€30MMaCHOCTH;
* aHanu3 (QpyHIAMEHTAIBHBIX M MPUKIAJHBIX MPOOIeM MHPOPMAIMOHHOW O€30MacCHOCTH B YCIOBHSAX
CTAHOBJICHUS] COBPEMEHHOTO HH(POPMAIIHOHHOTO O0IIECTBA;
* (GOpMUpOBaHHE TOAXOJOB K BBHIOJHEHUIO HCCICIOBAaHWN CTYICHTaMHU BBITOJHEHUE HAyYHBIX
UCCIIEIOBaHUH C NPUMEHEHHEM COOTBETCTBYIOIIMX (DU3MUECKMX ¥ MaTeMaTHYeCKUX METO/IOB;
MOATOTOBKA TI0 pe3yJbTaraM Hay4YHBIX HMCCIICJIOBAHUI OTYETOB, CTaTel, MOKIAJOB Ha HayYHBIX
KOH(EepeHIUIX B paMKax BBIITYCKHBIX pabOT Ha CTENEHb MAarucTpa.

2. llepedyens popmMupyemMbIX KOMIETeHIMH

OcBoeHue TUCIUILTUHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONINX KOMITETEHITHIA:

Kox 1 HauMeHoBaHHE KOMIIETEHIIUHA

WNHaukaTopsl JOCTHKEHHS KOMIIETEHIIMH

YK-1 CriocoGeH ocymecTBIsTh KpUTHIECKUN
aHaJn3 TpOOJIEeMHBIX CUTyalluii HA OCHOBE
CHUCTEMHOTO TI0/IX0/1a, BBIpadaThIBaTh
CTpaTeruro AecTBui

VYK-1.2 OcymiecTBisger MOUCK BapHaHTOB
MOCTAaBJICHHOM  NpoOJIEMHOW  CHUTyallud  Ha
JOCTYIHBIX HCTOYHUKOB MH(pOPMAIUN

peleHus
OCHOBE




YK-4 CriocoGeH mpUMEHSITh COBpEMEHHbBIE
KOMMYHHKATHUBHBIC TEXHOJIOTHH, B TOM YHCIIC
HAa UHOCTPaHHOM(BIX) sI3bIKe(aX), IS
aKaJIeMUYECKOro U Mpo(ecCHOHATBEHOTO
B3aNMOJCHCTBUS

VYK-4.4 CrniocobeH HCIoNb30BaTh COBPEMEHHBIE CPENICTBA
WH(POPMALIMOHHO-KOMMYHHUKAIMOHHBIX ~ TEXHOJIOTUH  JUIS
aKaJIeMHYECKOT0 M IPO(eCcCHOHAIEHOTO B3aUMOAEHCTBHS

YK-6 CriocoGeH onpenessTh U peaan30BbIBaTh
HNPUOPUTETHI COOCTBEHHOM JEATEIILHOCTH U
CIIOCOOBI €€ COBEPIICHCTBOBAHUS HA OCHOBE
CaMOOLICHKH

YK-6.1 YmMmeer pemarp 3a/1aud COOCTBEHHOTO JIMYHOCTHOTO
u  npoecCHOHANBHOTO  Pa3BUTHS,  ONPEHENATh |
peann30BbIBaTh MIPUOPHUTETHI COBEPIICHCTBOBAHUS
COOCTBEHHOM JESTEBHOCTH

VK-6.2 OueHuBaer CBOI ACATECIBHOCTH, COOTHOCHUT IICJIH,
CHOCOObl M CpEICTBa BBIMOJHEHUS JIESTEILHOCTH C €6
pe3yabTaramMu

OIIK-1 CriocobeH npeacTaBIsaTh COBPEMEHHYIO
Hay4YHYIO KapTUHY MHpPa, BBISBISATh
€CTECTBCHHOHAYYHYIO CYIIHOCTh MPOOIIeM
cBOEH podeCCHOHAIBHON NesITeTbHOCTH,
OTIPEJIENATh YTH UX PEIICHUS U OIICHUBATh
3((HEKTUBHOCTH CJISITAHHOTO BHIOOpA

OIIK-1.1 3gaeT W cmocoOeH — HCIOJIL30BaTh B
npoecCHOHaNBHON JCATEIIEHOCTH (PyHAaMEHTAIIBHBIE U
MPUKIAJHbIE HAy4YHbIC 3HAHUS B OONACTH €CTEeCTBEHHBIX
HayK

OIIK-1.2 Cnocoben 0000mare ¥ KPUTHYECKH OLIEHUBATH
ONBIT M PE3yJIbTaThl HAayYHBIX MCCIECJOBaHUI B 0O0JacTH
npodecCHOHAIBHON IS TeTbHOCTH

OIIK-2 CriocobeH peann30BbIBaTh HOBBIE
MPUHIIMITBL ¥ METOJIBI HCCIICAOBAHNUS
COBPEMEHHBIX MH(OKOMMYHHUKAIMOHHBIX
CHCTEM U CETEeH Pa3IMYHbIX THIIOB MEpeayH,
pacrmpeneneHus, 00padOTKU U XpaHEHHS
uHpopMaun

OIIK-2.2 Bmageer HaBbIKAMH  pealu3aliil  HOBBIX
MPUHLMIIOB M METOJOB HCCIIEJOBAaHUS B COBPEMEHHBIX
MH()OKOMMYHHKAIIHOHHBIX CUCTEMAX M CeTAX

OIIK-3 Cnocoben npuobperars, 00pabaThiBaTh
Y MCIOJIB30BaTh HOBYIO HH(OPMAIIHIO B CBOCH
HpeIMETHOH 001acTH, peIaraTb HOBBIE UICH
U TIOJIXO/IbI K PELICHUIO 3a1a4 CBOCH
npo(heCCHOHANTLHOM ESTENEHOCTH

OIIK-3.1 Ymeer HCIIONIb30BaTh COBPEMEHHBIE
WH(POPMALIMOHHbIE U KOMIBIOTEPHBIE TEXHOJIIOTUH, CPEACTBA
KOMMYHUKAallMi  0OpH  IIOUCKE  HAYYHO-TEXHUYECKOU
nH(popMaLru B CBOEH NpodeccHOHaTbHON AEATEIbHOCTH

3. IlepeyeHb NIAHMPYEMBIX Pe3y/IbTATOB 00yUeHHUsI O JUCHMILINHE (MOLYJII0)
B pesynbrare 0cBOHHS AUCLUIIIMHBI 00Yy4alOIINeCs JOIKHbBI

3HATb.

COBPEMEHHBIE 3aKOHBI, CTAaHAPThl, METObI U TEXHOJIOTMH B 00JIACTH 3aLUTHl HHPOPMALIUH;
(opMabHBIE MaTEMaTHIECKUE MOJIEITH UCTIONIb3yeMbIe [Tl MH(POpMamOHHOH 0e3011acCHOCTH;
TpeOOBaHUS K 3alIUTe HHPOPMAITUN ONPEACTICHHOTO TUTIA;

OCHOBHBIE YIPO3bl B HHPOPMAIIMOHHOW 0€3011acHOCTH;

CpeICTBAa U METO/bI IIPEIOTBPAILCHUS U OOHAPYKEHUS BTOP)KCHHUI;

TpeOOBaHMs K 3aIUTe MHYOPMALIUH ONIPEEIICHHOTO THIIA;

COBPEMEHHBIE 3aKOHBI, CTaHAPThl, METObI U TEXHOJIOTHHU B 00JIACTH 3aIUTHl HH(POPMALIUH.
TEXHHYECKHE KaHAJIbl YTCUKH HHPOPMAIIHH.

YMETB:

3(1)(1)6KTI/IBHO HCIOJIb30BATh HA MPAKTUKE TCOPCTUUCCKUC KOMIIOHCHTBI HAYKHW: IMMOHATHA, CYKACHUA,

YMO3aKITFOUCHUS, 3aKOHBI;

UCIIONIb30BaTh COBPEMEHHBIEC IPOTrPaMMHO-aNIapaTHBIC CPEICTBA 3aIIUTHl HH(OPMAIIH;
paboTaTh Ha COBPEMEHHOM DKCIIEPUMEHTATILHOM 000PY/I0BaHUM;
a0CTparupoBaTbCsi OT HECYIISCTBEHHBIX BIHMSHUN TPU MOACIMPOBAHUM WH(POPMAIIMOHHOU

0e30IacHOCTH PCaJIbHBIX CUCTEM,

UCCIIeI0BaTh Ka9YeCTBEHHBIC U KOJTMYECTBEHHBIC XapAKTEPUCTUKN CHCTEM;
no7I00paTh U 00ECTICYUTD 3aIUTy UH(OPMAIIHH.

BJIAJIETh:

BJIaJIcHHE COBPEMEHHBIMHM METOIaMU 00CCIICUCHHUS 3alIUThI HH(OPMAIIHUH;
HaBBIKAMU CaMOCTOSTEIIbHON paboThl B JlaOOparopuu Ha COBPEMEHHOM JSKCIIEPUMEHTAIBHOM

000pyIOBaHUY;

MaTeMaTHYeCKHUM MOJICITMPOBAHNEM HWH(POPMAIIMOHHBIX CUCTEM;
MeTOo/IaMu 00OCHOBAHHUS U BBIOOPA CPEJCTB 3aIUTHl HHPOPMAITHH.

HaBBEIKAMU OOECICUEHUS HH(bOpMaHHOHHOﬁ 0e30MacHOCTH OOBCKTOB 3alllrThI

Ha OCHOBC

POCCHUICKUX U MEXYHAPOIHBIX CTaHJAPTOB.




4. Conep:xkanne TMCUMIIMHBI (MOAYJIs1), CTPYKTYPHMPOBAaHHOE 1O TeMaM (pa3jesiaM) ¢ yKazaHueM
OTBEJeHHOI'0 HA HUX KOJIMYeCTBA aKaJeMHYeCKUX YacoB 1 BH/I0B YUeOHbIX 3aHATHH

4.1. Paznenbl tuctMIInHbI (MOIYJIS) U TPYAOEMKOCTH IO BUAAM yUEOHBIX 3aHATHH

TpynoeMKOCTh O BUJaM YUeOHBIX 3aHATHI, BKIIIOYAs

CaMOCTOATCIIbHYTO pa60Ty, qac.

No Tema (pazmen) TUCITUTUIHHEL
Camocr.
Jlextiun | Cemunapsr | JlaGopat. paGoOTHI
pabora

1 Beenenue B MH()OPMALNOHHYIO ) 1
0€30MacHOCTh
[IpaBoBoe u OpraHM3alMOHHOE

2 obecrieueHue MH(POPMAIIMOHHOM 2 1
0e30MacHOCTH

3 Cucrema MEHEPKMEHTa M OLIEHKH 6 3
nH(POPMALIMOHHOH 6e30MmacHOCTH
[Iporpamma OGezonacHoctu. llomuTHkw,

4 permaMeHThI u MIPOLIEAYPHI 4 2
0€30MacHOCTH.

5 dopmarbHbIe MOJIENN OE30MaCHOCTH 6 3

6 BbezomacHocTh B cpene Web ) 1
TPUIIOKECHUH.

7 BesomnacHocTh cpeabl HHTEPIPETATOPOB U ) 1
CHMBOJIbHBIX BBIYHCIICHHH.
[TporpammHbIe U anmapaTHble CPEACTBa U

8 MeToabl obecrieueHus] HHHOPMAIIMOHHON 6 3
0e30MmacHOCTH

9 Kpunrorpaguyeckie MeTOAbl  3alIUTHI ) 4
uHpopManuu
[MpuHIMTIBL 0e30macHoOro

|0 |TMPOrPaMMHPOBAHHS TPHMEHUTENLHO K 4 4 3
3ajauam WH(POPMAIIMOHHOM
0€e30MacHOCTH.

1 Mopnenu YTPO3, aHAIM3  AKTyalbHbIX 4 ) g
YSA3BUMOCTEHA.

12 be3omacHOCTh CETEBBIX MPOTOKOJIOB H 4 3
CEPBHCOB.

13 MeTonbl M TPOTOKOIBI ABTOPU3ALIUH. 4 8
Mexanu3mbl 0€30aCHOCTH Ha OCHOBE

14 |MaHAAaTHBIX CCBUIOK W  pasfelieHus 4 4 8
MIPUBUIICTUH.

15 be3omacHoCTh BUPTYyaJbHOM Cpenbl U 4 ’ ]
OONaYHBIX MPHIIOKESHHN

16 Knaccor 3aIUILEHHOCTH u 4 3 g
Kiaccu(uKanus aKTUBOB

Hroro wacos 60 15 75

[TonroToBka k 3K3aMeHy 30 gac.

OO01mas TpynoEMKOCTh

180 ygac., 4 3au.en.

4.2.

Coneprxanne TUCIUIUIAHBI (MOMYJIsl), CTPYKTYPUPOBAHHOE MO TeMaM (pa3iernam)




Cemectp: 1 (Ocennwii)
1. Beenenue B nHPOpPMAMOHHYIO O€30MaCHOCTh

HNudopmanmonnas 6e3onacHocTh. OCHOBHBIC MOHATHA. Mojenu nHGOPMAIMOHHON 0e30MacHOCTH.
WUndopmanus B puznieckom U 1uGpoBOM MUpE.

2. IIpaBoBoe n opranuzanuoHHoe obecneyeHre HHPOPMALMOHHOM Ge30macHoOCTH

OCHOBHBIE HOPMAaTHBHO-IIPABOBBIC aKThl B oONMactu MH(popMannoHHOW Oe3omacHocTH. [IpaBoBbIe
0CcoOeHHOCTH ObecriedeHrs 0€30MacHOCTH KOH(HICHIIMATBLHOW HH(OpMAIMH U TOCYIapCTBEHHON
TaitHbl. OCHOBHBIE MEXIYHApOAHbIE M POCCHICKHE CTaHZApThl 1O WH(POPMAIMOHHOW H
KnOepOe30MacHOCTH.

3. Cucrema MEHEKMEHTA 1 OIICHKH WH(GOPMAIIMOHHOHN 0€301MacHOCTH

0O0630p mponecca MEHEKMEHTa pUcka MHOOPMAIIMOHHON 0€30MacHOCTH. YCTAaHOBJICHHUE KOHTEKCTA.
Opranu3anuoHHas CTPYKTypa MEHEIKMEHTa pHCKa HWHQOPMAIMOHHOW Oe30macHOCTH. AHau3
pHCKa.

Oco0OEHHOCTH OLIEHKH PUCKa MPOMBIIIICHHBIX cHCTEM. JIByXCTyleHuaras npoueaypa OLEeHKH pUCKa
Ha JTane pa3padoTKu U nmpoekTupoBanus. Merosuka orenku yrpo3 @CTOK.

4. Ilporpamma 6e3omacHocTH. IlonnuTHKH, perlaMeHThl ¥ POLEeAyphl 0€30IaCHOCTH.

Cramuu u osTambl mporpamMMbl Oe3omacHocTu. [lomuThka OGe30MacCHOCTH YPOBHS NPEIIPUSTHS.
OnepanyoHHbIE PETNIAMEHTHI. APXUTEKTypa 0€30M1aCHOCTH, 30HbI 1 TPAKTHI.

5. ®opmMasbHbIe MOJenH 0€30MaCHOCTH
JlucKpenoHHas 1 MaHaTHAs U poJieBasi MOJUTHUKH Oe3omnacHocTH. OCHOBHBIE MOJIEIIH.
6. bezonacHocTs B cpene Web npunosxeHuit.

TpanunmonHasi apxurektypa OezomacHoctn web cepBepa (Apache). MHBeKIIMM Kolla M KOMaH]I.
MexcaiiToBast MOJ|/IeNIKa 3alpOCOB M CKpUHUHT. [lomienka 3anpocoB co cTopoHsl cepBepa. O0xon
MEXaHH3MOB ay TeHTH()UKALUK ¥ aBTOPH3ALUH.

7. be3onacHOCTh Cpelibl HHTEPIIPETATOPOB U CUMBOJIBHBIX BBIUUCICHUMN.

ViI3BUMOCTH MHTEPHPETATOPOB Koja M TUMOBbie araku Ha HuX (Perl, python, bash). Ys3pumocTu
«TIECOYHUID BBITIOJIHEHHSI ONHAPHOTO KOAA.

8. HpOFpaMMHBIe " anmaparHbIC CPpCACTBA U MCTObI o0OecreueHus I/IH(i)OpMaI_[I/IOHHOI\/’I 0e30MmacHOCTH

3ammra MHGOPMALMK OT YTEUKH IO TEXHHYECKUM KaHaiaM. CpeacTBa M METOIbI 3aIIUTHI OT
CETEBBIX KOMIIBIOTEPHBIX Yrpo3. TexXHOJOrHs MEKCEeTEeBBIX SKpaHoB. TexHosorus obecredeHus
HEJIOCTHOCTH IaHHBIX Ha ocHOBe IMA/EVM. Peanuzanust manaatHoi Mogenu qoctynma SMACK.

Cemecrtp: 2 (Becennuit)
9. Kpunrorpadguyeckue MeTop! 3aUThl HHPOPMALIUU

Kpunrorpadguyeckass cucrema, ee cBoiictBa. CHMMETPHYHBIE W aCCUMETPUYHBIC CHCTEMBI
mudposanus. [{udposeie mommucu. MHDpacTpykTypa OTKpBITHIX Kitoded. Kpunrorpaduueckue
MPOTOKOJIBI.

10. TpuHnunel 6€30MacHOr0 MPOrPaMMHPOBAHUS MPUMEHHUTEIBHO K 3aja4aM HH()OPMAIMOHHON
0Ee30I1aCHOCTH.



Pedepentnas mMonenp ynpaBiieHUs] MaMSATBIO B KOMITbIOTEpax. ATakd Ha MEPEroSHEHHE NaMsTh B
CTEK M JAMHAMUYECKH BBLAEIIeMON 00macTy. 3arpys3Ka BHEIIHErO KOa B UCIIOIHIEMYIO IPOrPaMMy.
MexaHHu3MBI 3aIUTHl 1 KOHTPOJISI TAMSITH.

11. Monenu yrpo3, aHaJIu3 aKTyaJIbHBIX YSI3BUMOCTEN.

VYrpo3sl u ysazBumoctu (Momenn DPCTOK, m mexayHapomHsle 0a3bl ys3BUMOCTEW). TumoBble
creHapun arak. I[lopsgok OIeHKH yrpo3 Oe3omacHOCTH WHGpOpManuu. Bo3MOKHBIE OOBEKTHI
BO3ACUCTBUS  yrpo3 OezomacHoctn  uHpopMmaumu. OLEHKa BO3MOXKHOCTU  peaju3aluu
(BO3HMKHOBEHHS) yrpo3 0€30MacHOCTH HH(OPMALIUH 1 ONPE/IeICHNE UX aKTyaJIbHOCTH.

12. be3onacHOCTh CETEBBIX MPOTOKOJIOB M CEPBUCOB.
bezonacuocts mpotokonos [P, UDP, TCP. Cxaneps! yA3BUMOCTEHH.
13. MeTozibl ¥ IPOTOKOJIBI aBTOPHU3AIUH.

3agaun u  Meronsl ayTeHTuukaumu. IlapombHele Mertomel  ayreHTH(uKammu. MeTomb
ayTeHTU(UKALH UCIOIB3YIOLINE TOKeHbl. buomerpuueckne MeTonbl. AHAJIN3 U CPaBHEHUE METOZOB
ayreHTH(UKanuu. [IpoTokonsl ayTeHTH(PUKAIMK. ATaka Ha IPOTOKOJIBI. Mozienb 0OMeHa JaHHBIMU B
KaHaJax MpOTOKOoJa ayTeHTH()UKALMU U aTaky B KaHasie. MHOTO(aKTopHas ay TeHTU(QHUKALINS.

14. Mexanu3mbl 0€30IIaCHOCTH HA OCHOBE MaHIATHBIX CCBUIOK U pa3AaCICHUS HpHBHHeFHﬁ.

MunumanbHble puBuiierud. Mexanusm 6e3onacHoctu UNIX, nonp3oBarenu, nmponeccsl, Gaiibl u
Gaiin 1eCKpUNTOPHI, CETEBBIC CEPBUCHI.

15. Be3onacHOCTh BUPTYaJIbHON Cpe/ibl U OOJIAUHBIX MPUIIOKEHHUN

Monens 6e3omnacHoctu B cpeie Docker konreliHepos. lonutnka Ge3omacHOCTH JUIsl BUPTYalbHON
MaIlHEI.

16. Kiacchl 3a0MIIEHHOCTH U KJTaCCU(DHUKAITIS aKTHBOB

Kareropmzammss w kimaccupukanus axTuBoB. (OCHOBHBIE — KIAcCH(HUKATOPEI. Mertombt
Kiaccu(ukanmu.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLIeCTBJIEeHHS 00pa30BaTEIHLHOIO
npouecca 1no JUCUUILInHe (MOIYJII0)

YueGHast aymuTOpHs, OCHAIICHHAS ayIUTOPHOMN TOCKOH.
6.IlepeyeHnb pekoMeHAYeMOM JIUTEPATYPHI

OcHOBHas JIuTEparypa
1. WmeitHos, B. . Mudopmanmonnas 6€30MacHOCTh U 3alIuTa HHPOPMAIIH:
TEOpHs U MpaKTUKa : yaeOHoe nocobue / Mocksa ; bepnun : {upexr-Menua, 2020. 270 c.
2. Jleesuun I1. H. Moaenu 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM.. Yueb. TocoOue sl By30B.
Mocksa: Akagemus, 2005. 144 c.
3. IlnaronoB B.B. [IporpaMMHo-anmaparHbie cpecTBa 3alIuThl HHGOPMAIIUU: YIYEeOHUK AJIsl CTYJACHTOB
BYy30B, 00y4. 110 Hanpasil. noarot. "Mudopm. 6ezonacuocts" / B. B. [lnatonos. - 2-e uzg., crep. - M. :
Axanemus, 2014. - 336 c.



JlononHuTeNbHAS TUTEpATypa
1. Andepos A.IL., 3y6os A.1O, Ky3emun A.C., Uepemymkud A.B. OcHOBBI kpuntorpadgun: YueOHOe
nocobue, 2-e u3., uctp. u aom. — M.:I'emuoc APB, 2002. — 380 c.: ui.
2. Boctpernogsa, E. B. OcHOBBI HHPOPMAITMOHHO 0€30MIaCHOCTH : y4eOHOEe TTocoOue /ISl CTY/ICHTOB
By30B / — EkarepunOypr : U3a-Bo Ypai. yn-ta, 2019. — 204 c.
3. Cmur P.3. Ayrentudukanus: ot maposeid 10 OTKpBITHIX Kimtoueid.: [lep. ¢ anmt. — M.: 3narenbckwmii
oM "Buibsamc", 2002. —432 c.: ui.
4. Mao B. CoBpemenHas kpunrorpadus: Teopus U npaktuka. :[lep. ¢ anm. — M.: M3narensckuii 1om
"Buiassamc", 2005. —768 c.
5. Ba3oBas Mojenb yrpo3 6€30MacHOCTH MEPCOHANBHBIX JJAHHBIX MTPHU UX 00paboTKe B
WH(POPMALIMOHHBIX CHCTEMaX NepCOHaNbHBIX JaHHbIX // MeTtognueckue marepuansl @CTIK. 2008.
6. Boctperosa, E. B. OcHoBbl nHpOpMAITMOHHOI 6€30MaCHOCTH: Y4eOHOE TOcOOHe ISl CTYACHTOB
By30B / — ExkarepunOypr : U3x-Bo Ypain. yausepcutera, 2019. — 204 c.

7. llepedyeHn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

1. XKypnassl no nHpopManmoHHO#H 6e30MaCHOCTH, HH(POPMAIIHOHHBIM TEXHOJIOTHSIM, TOCTYITHBIE
yepe3 Internet.

2. Hayunble 1 Hay9HO-TEXHUYECKHE XKypHAJBL: http://scitation.aip.org/, http://www.sciencemag.org/.

3. DneKkTpoHHBIE KOHCIEKTHI JICKIUH, yueOHbIe oco0us 1 COOPHUKHU 3ajiad, pa3padoTaHHbIE [T
JAHHOTO Kypca.

4. JloxyMeHTHI U pecypcbl DeaepabHOM CiTyKObI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO
(®CTOIK Poccun) https://fstec.ru.

5. http://lib.mipt.ru — snexTponnas 6udnuorexa dusrexa.
6. http://www.edu.ru — denepansusiii mopran «Poccuiickoe 00pa3oBaHuE).
7. http://benran.ru — GuONIMOTEKA MO €CTECTBEHHBIM HayKaM Poccuiickoii akajeMin HayK.

8. IlepeyeHb MH(POPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NPH OCYLIECTBJICHNH 00pa30BaTeILHOIO
npouecca 1o AMCUMILINHe (MOIYJII0), BKJII0OYasi epeYeHb He00X0AUMOr0 NPOrpaMMHOI0 olecredeHust
H HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXO0AMMOCTH)

He ncnonesyercs
9. MeTonu4yeckne yKkazaHusi JUIsl 00y4AIOIIMXCH 10 OCBOCHUIO AU CIUILTHHBI (MOXYJIs)

CryneHT, W3y4aromuid IUCIUILINHY, JODKEH C OJHOW CTOPOHBI, OBIAACTh OOIIMM IMOHSITHHHBIM
anmnaparom, a ¢ Apyroil CTOPOHbI, JOJKEH HAYUYUTHCS IPUMEHSITh TEOPETUUECKUE 3HAHUS HA TIPAKTHUKE.

B PE3YIBTATC UBYUCHUA NUCHUIUIMHBI CTYACHT JOJI?KCH 3HATh OCHOBHBIC OIIPCACIICHUA, ITIOHATH.

VYeneniHoe ocBoeHUE Kypca TpeOyeT HanpsHKEHHOM caMOCTOsATENbHOM paboThl cTyleHTa. B nporpamme
Kypca TpUBEACHO MHUHUMAJIbHO HEOOXomuMoe Bpemsl [uis paldoThl CTylIeHTa HaJ TEMOH.
CamocrosiTenpbHas paboTa BKIIOUAET B CE0s:

— YTEHHUE U KOHCIIEKTHPOBAaHNE PEKOMEH/I0BAHHOM JINTEPATYPBI;

— npopaboTKy yueOHOro Marepuana (1o KOHCIIEKTaM JICKIHiA, y4eOHOW W HAyYHOU JINTEpaType);

— MOJTOTOBKY K UG GEPEHIIMPOBAHHOMY 3a4ETy B dK3aMEHY.

PykoBOACTBO W KOHTPOJNb 32 CaMOCTOSTENBHOW paboTOM CTylaeHTa ocymiecTBisieTcss B (opme
WHJIMBUYaJbHBIX KOHCYIIBTALUH.

BaxHo 100UThCA MOHMMAHMS HW3y4aeMOro Marepuana, a He MEXaHHYeCKOro ero 3arnoMuHaHus. [Ipu
3aTPYIHCHUU HW3Y4YCHUS OTIEIBHBIX TEM, BOIPOCOB, CJIEAYeT OOpalarbesi 3a KOHCYJIBTAlUSAMH K
MPENo/IaBaTeio.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HANPABJIEHUIO: NHpoKOMMYyHHUKAIMOHHBIC TEXHOJIIOTUN U CUCTEMBI CBS3H
npopuJib NOArOTOBKHU: TeneKOMMYHUKAIIMOHHBIE CETH U CUCTEMBI
Oustex-mkona Paguorexuuku nu Komnerorepubix TexHonoruii
kadenpa nHPOKOMMYHUKAIIMOHHBIX CHCTEM U CeTeH
Kypc: 1

kBaTuuKkanus: MarucTp

CemecTpsl, HOPMBI IPOMEKYTOYHON aTTECTAIHH:
1 (ocennuit) - JIncdhepeHimpoBaHHbIH 3a4eT

2 (BeceHHMH) - DK3aMeH

PaszpatGoTunk: B.I". IlpombicioB, kauz. $hu3.-Mar. HayK, CTapIIMK IPErnogaBaTeib



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 CriocoGeH ocymecTBIsATh KpUTHUECKUN
aHaJn3 NpOoOJIEeMHBIX CUTyalluii Ha OCHOBE
CHCTEMHOTO TTOJIX0/1a, BEIPAOaThIBATh
CTPATEruIo0 NEUCTBUN

VYK-1.2 OcymiecTBisger MNOUCK BapHaHTOB
MOCTAaBJICHHOH  NpoOJIEMHOW  CHUTyalluu Ha
JOCTYIHBIX HCTOYHUKOB MH(pOPMAIUN

peleHus
OCHOBE

YK-4 CriocobGeH mpuMeHSITh COBPEMEHHbBIE
KOMMYHHKATHBHBIE TEXHOJIOTHH, B TOM YHCIIE
Ha MHOCTPaHHOM(BIX) SI3bIKe(aX), AT
aKaJIeMHYECKOTO M PO(eCcCHOHAIBEHOTO
B3aUMOJICHCTBUS

VYK-4.4 CrniocobGeH HCIONb30BaTh COBPEMEHHBIE CPENCTBa
MH(QOPMAIMOHHO-KOMMYHHUKAIIHOHHBIX ~ TEXHOJIOTHUH  JUIS
aKaJIeMUYECKOTO U MPO(EeCCHOHAIEHOTO B3aUMOJCHCTBUS

YK-6 CriocobeH onpeessTh U peaan30BhIBaTh
MPUOPUTETH COOCTBEHHOMN AEATENBHOCTH U
CIIOCOOBI €€ COBEPIIEHCTBOBAHUS HA OCHOBE
CaMOOIICHKH

YK-6.1 Ymeer pemars 3aga4u COOCTBEHHOTO JIMYHOCTHOTO
U npodeccHOHANBLHOTO  pa3BUTHS,  ONPENeNsTh |
peaTn30BhIBATH MIPUOPUTETHI COBEPIICHCTBOBAHUS
cOOCTBEHHOM AEATENHHOCTH

VK-6.2 OueHuBaeT CBOIO JIESTEIHLHOCTb, COOTHOCHUT LIE/H,
CIIOCOOBI W CPEJICTBA BBITIONHEHUS JACATEILHOCTH C e
pe3ynbTaraMu

OIIK-1 CrtiocoOeH npeaCcTaBIsITh COBPEMEHHYIO
HAy4HYIO KapTHHY MHpPA, BBISBIATh
€CTECTBEHHOHAYYHYIO CYLIHOCTh MPOOIIeM
cBOEH POQeCCHOHATBHOM JesITeTLHOCTH,
OIIPEACISTh MyTH UX PEIICHHS U OLICHUBATh

3¢ GEKTUBHOCTH CIEITaHHOTO BhIOOpa

OIIK-1.1 3HaeT HW  CIOCOOEH  HCHOJB30BaTb B
npoeCCUOHANBHON JeSITeIbHOCTH (YHJAaMEHTaJIbHBIE U
MPUKJIAIHBIE HAyYHBIE 3HAHWS B OOJACTH €CTECTBEHHBIX
HayK

OIIK-1.2 Cnocoben 0000mmars ¥ KPUTHYECKH OICHUBATH
OIBIT WM PE3yJIbTaThl HAYYHBIX HCCIENOBaHUA B 00JAaCTH
npo(heCCHOHANTBHOM ESTENbHOCTH

OIIK-2 CriocobeH peann30BbIBaTb HOBBIE
HPUHINIIBI ¥ METOJBI HCCIIEAOBAHUS
COBPEMEHHBIX HH(OKOMMYHHKAIMOHHBIX
CHCTEM U CeTeH Pa3IMYHbIX TUIIOB MepelayH,
pacnpenenenus, 00pabOTKU U XpaHEHHS
nHpopMaIuu

OIIK-2.2 Bmameer HaBbIKAMU  peajm3allid  HOBBIX
MPUHIIUIIOB M METOJOB MCCIEAOBAHUS B COBPEMEHHBIX
MH()OKOMMYHUKAITMOHHBIX CHCTEMaX U CETAX

OIIK-3 Criocoben npuobperars, 00padaTbIBaTh
Y HCIIONIb30BaTh HOBYIO HH(OPMAIIHIO B CBOCH
IpeJIMETHOM 00J1acTH, MpeaaraTh HOBbIE HICH
U MTOAXOIBI K PEIICHHUIO 33124 CBOCH
npodecCHOHAIBHON IS TeTbHOCTH

OIIK-3.1 YMmeer HCITIOJIb30BaTh COBPEMEHHBIE
MH()OPMALMOHHBIE U KOMIIBIOTEPHBIC TEXHOJIOTHH, CPEACTBA
KOMMYHHKAIIMi ~ TpU  TIOMCKE  HAyYHO-TEXHUYECKOH
nHpOpMaInu B CBOeH MpodeccHoHaTLHON AeITETbHOCTH

2. Iloka3are i OLleHUBAHUS KOMIIeTeHITHH

B pe3YIbTAaTC N3YUYCHUA JUCIIUITIIMHBL «I/IH(l)OpMaI_H/IOHHaSI 0e30MacHOCThY 06y‘laIOH_[PII>'ICH JOJIKCH:

3HAThb:

COBPEMEHHBIE 3aKOHBI, CTAaHJIAPThI, METO/IbI 1 TEXHOJIOTUH B O0JIACTH 3aIUTHI HHPOPMAIINY;
(opMasbHBIC MaTEMaTHYECKUE MOJIEIH UCIIONb3yeMble ISt TH)OPMAIMOHHOM 6€30MacHOCTH;
TpeOOBaHMs K 3aIuTe MHYOPMALIUH ONIPEEIICHHOTO THIIA;

OCHOBHBIE YTPO3bl B HHPOPMAIIMOHHOM 0€301MacHOCTH;

Cpe/ICTBa U METOJIbI IPEIOTBPALICHUS U O0OHAPYKEHHSI BTOPIKECHHIA;

TpeOOBaHUS K 3alIUTe HHPOPMAITUN ONPEACTICHHOTO TUTIA;

COBPEMEHHBIE 3aKOHBI, CTAaHIAPTHI, METOJbI i TEXHOJIIOTHH B 00JIACTH 3alIUTHI HH(POpMALIUH.
TEXHUYECKHE KaHAJIbl YTEYKH HH(POPMALIUH.

yMeThb:




3 (PEKTUBHO HCIIOIH30BaTh HA MPAKTHKE TEOPETUUECKUE KOMIIOHEHTHI HayKH: MOHATHSA, CY>KIACHUS,
YMO3aKJIIOUYEHNs, 3aKOHBI;

HCTIONIb30BaTh COBPEMEHHBIE IPOTrPaMMHO-AMIaPaTHBIE CPEICTBA 3aIINUTH MH(OPMAIIH;

paboTars Ha COBPEMEHHOM KCIIEPUMEHTAILHOM 000PYIOBAHUY;

a0cTparupoBaTbCsi OT HECYIIECTBEHHBIX BIHMSHUN NpU MOAEIMPOBAHMM HH(POPMAIMOHHON

0€30MaCHOCTH PEANbHBIX CHCTEM;

UCCJIEI0BATh KAU€CTBEHHBIE U KOJIMUECTBECHHbIE XapaKTEPUCTUKHU CUCTEM;

nofo0paTh U 00ECIEYUTD 3aIUTY WH(OPMALIHH.

BJA€Th:

BJIaJICHUE COBPEMEHHBIMH METOaMHU 00€CIICYCHHUS 3aIUThl HHPOPMAIINH;

HaBBIKAMH CaMOCTOSATENIbHOW pPaboOThl B J1a0OpaTOpUd Ha COBPEMEHHOM OKCIIEPUMEHTAIbHOM
000pyI0BaHNH;
MaTeMaTHYeCKUM MOJCINPOBaHHEM HH(OPMAIIMOHHBIX CUCTEM;
MeToJ]aMi 00OCHOBaHHMS M BEIOOpA CPEICTB 3aIUTHl HHPOPMAIIHH.

HaBbIKAMH oOecTiedeHnss WH(POPMAIMOHHON 0e30MacHOCTH OOBEKTOB 3allUThl Ha OCHOBE
POCCHIICKHX U MEXKITyHAapOJHBIX CTaH/IapTOB.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BONPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylIeMY KOHTPOJII0

C 1enpl0 KOHTPOJS OCBOCHHS OOYYaONUMUCS y4eOHOTO Marepualia MPOBOAUTCS YCTHBINM OMpPOC B
HayaJie 3aHsATHs 110 TEME MIPOIUION JICKIUU UM B KOHLE 3aHITHUS 110 POMJEHHOMN TEME.

4. [lepeyens TUNOBBIX (MPUMEPHBIX) BONMPOCOB U TeM JIJIsl IPOBeAeHUs IPOMEKYTOUHOI aTTecTalluu
o0yuarumuxcst

Hepequb KOHTPOJIBHBIX BOIIPOCOB IAJId CAa4H ,I[I/I(l)(l)epeHLII/IpOBaHHOFO 3a4cTa:

BBCI[GHI/IG B I/IH(l)OpMaLII/IOHHaH 0e30MacHOCTh

1. Tepeuuncnure nmepuoasl HHHOPMATMOHHOTO Pa3BUTHs oOmmecTBa. OxapakTepusyiTe COBpEMEHHBII
MIEPUOJ] pa3BUTHSI MHPOPMAITMOHHOTO OOIIECTBA.

2. Jlaiite ompeneneHue, 4To TMojApa3yMeBaeTcs Mo WHPOPMAIMOHHOW 0e30macHOCThi0 Poccuiickoit
deaepanu.
3. HazoBute npenmMeTHyI0 00J1aCTh TEOPUH HH(OPMALIMOHHON 0€30IaCHOCTH.

4. HazoBuTe OCHOBHBIC TIOIXO/IbI, BBIIEIIEMbIE B HH(POPMAIIMOHHOM Oe30macHocTH. OXapakTepu3ynTe
3HadYeHue obecrieueHus: 0€30MacHOCTH HHPOPMALINH.

[Tepeunciure nepcrieKTHBHBIC HAMTPABICHNUST WH(OPMAIIMOHHOM 0€30MaCHOCTH.
Kaxwue BbI 3HaeTe YeThIpe OCHOBHBIC 3aJa4d HHPOPMAIIOHHON 0E30I1aCHOCTH.
Uro npunecna teopust uapopmanyu [lllenHoHa as nHGOpMAIIMOHHON 0€30MaCHOCTH.

® N

Kakoe 3nauenue nmeeT nHQOpMAIIMOHHAs 0€30MMaCHOCTD B )KHM3HH 00IIeCTBA.

9. JlaiiTe onpeneneHnst OCHOBHBIM IlelisiM MHGOpMaIoHHOH Oe3onacHocTH, Moaens CIA (KIT).
10. Oxapaxkrepusyiite Mmoaenb MakKamoOepa.

11. Oxapakrepusyiite rekcaros Ilapkepa.

12. Oxapakrepuszyiite Mmoneiab RMIAS.

13. Oxapakrepusyiite Mozens yrpo3 Jlomnesa-lo.

14. ChopmynupyiiTe OCHOBHBIC IPUHITUITEI IOCTPOSHUE CUCTEM 3aIlUTHI.

[IpaBoBoe 1 opranuzanuonHoe obecrieueHre HHPOPMAIIMOHHOH 0€30MacHOCTH

15. Jaiite onpenenenue Mudopmarnmonnoit bezonacuoctu mo 'OCT P 50922-2006.

16. [aiite onpenenenne MuadopmarronHoit bezonacHOCTH MO MPaBOBLIM JJOKYMEHTaM.

17. OxapakTepusyiiTe CTpyKTYpy M cOCTaB MH()OPMALMOHHOTO 3aKOHOAATEILCTBA.

18. Kakume moHATHs B oOMacTH WHPOPMAIIMOHHOW OE30MACHOCTH OTHOCATCS K IPABOBBIM?
[lepeuncnure u pgaiite ompeneneHus. KakuMu OCHOBHBIMH JOKyMEHTaMH OHM OIPEICISIOTCA B
Poccuiickot @eneparuu?

19. Kakue monsiTHst B obOnactu wHPOpMAMOHHOW OE30MaCHOCTH OTHOCATCS K HOPMATUBHBIM?
[lepeuncnure ux U faiite onpexaeneHus. KakuMu OCHOBHBIMH JOKyMEHTaMHU OHH OIPEICISIOTCS B
Poccuiickoit @eneparun?



20. OxapakTtepu3yidTe MecTo HWH(POPMAIMOHHON 0e30MacHOCTH B CTpaTerud HAMOHAIBHOM
6e3onacnoctu Poccuiickoit @enepaunu.

21. Jlaiite OCHOBHBIE OIPEACICHUS OTHOCSIINECS K MH(POPMAIIMOHHOW 0€30MaCHOCTH YCTaHOBJICHHBIE
B (henepanbHoM 3akoHe «O0 mHDOpMAaIK, THPOPMAITUOHHBIX TEXHOJIOTHUSIX U O 3allIUTE HHPOPMAITUI

22. HazoBure tunsl HHGOPMAIMM B 3aBUCHMOCTH OT TMOpSAAKA €€ MPEJOCTaBICHUS WIN
pacnpocTpaHeHHUs.

23. HazoBuTe BUIBI 3aIUIIAEMON HHPOPMALIUH.

24. OxapakTepu3ydTe TOCYIapCTBEHHYIO HaLMOHAJbHYI0 NOMUTHKY Poccuiickoii ®exepaunu B
obnacti nH(GOPMAIIMOHHON OE30TaCHOCTH.

25. Uro Takoe TepcoHaNbHBIE JaHHBIE, MPO(heccCHoHaIbHAs TaiiHa, PEXUM KOMMEpPYECKOH TaiHBbI,
rocynapcTBeHHas TaiiHa?

26. OxapakTepu3yiTe Npouecc cepTuUKanuy 1Mo HHPOpMaMOHHON 0€30MaCHOCTH.

27. Kakue rocyiapCTBeHHBIC OpTaHbl 3aHUMAIOTCS CepTH(UKAIMEH CPEICTB 3aIIUThl HHpOpMAIn?

28. OxapakTepu3yHTe IpOoLEeCcC JTUIEH3UPOBAHMS CPEACTB 3aIUTHI HHPOPMAIIHH.

29. Kakue rocyapCTBeHHBIE OpT'aHbl 3aHUMAIOTCS JIMIICH3UPOBAHUEM CPEJCTB 3aIIUTHI HH(POPMAIHH?
30. Kakue OCHOBHBIE MEXIyHApOAHBIC CTaHAAPTHI B 0OJMacTd MH(OPMALMOHHON O€30MacHOCTH
CYIIIECTBYIOT?

31. Kakue ocHoBHBIE cTannapTel PO B 06mactu nHGOpMAIIMOHHON 0€30MaCHOCTH CYIIECTBYIOT?

32. Ha3oBuTe OCHOBHBIE CTAaHAAPTHI 110 HH(POPMAIIMOHHOM 0€30IaCHOCTH JUTS POMBIIIICHHBIX CUCTEM
YIIpaBIICHUS U CETEM.

33. Yro Takoe mpaBoBas/Texuuueckas/pusndeckas 3ammura nHpopmauuu (mo [OCT P 50922-2006)?
34. llepeuncnure ocHoBHBIE JOKyMeHThl PCTIK 1o nundopmanmnonHoi 6e301macHOCTH.
Cucrema MEHE)KMEHTA M OLICHKH WH(POPMALIMOHHOM 6e30macHoCTH

35. OxapakTepus3yiTe NPOIECCHBIA TOaxo[ K wuH(opMmarnuoHHoW OezonmacHoctn mo ['OCT P
NCO/M3K 27001.

36. Haiite ompejeneHusi TEPMUHAM: aKTUB, JOCTYIMHOCTb, KOH(UACHIUAILHOCTD, IEIOCTHOCTH MO
I'OCT P UICO/MDBK 27001.

37. J[laiite ompeneneHHMs W OXapaKTePH3yHTE OTIMYME MEXKAY COOBITHEM W  HHIHICHTOM
nHpopmannonnoit 6ezomacuoctu no 'OCT P UCO/MBK 27001.

38. Haiire onpenenenne CMUbB o TOCT P MCO/MBK 27001.

39. OxapakTepusyiTe cojiepaHue pa3pabOTKM CHUCTEMbl MEHEIDKMEHTa HH()OpPMaIMOHHON
6e3onacuoctu o ['OCT P UCO/M3K 27001.

40. OxapaxrepusyiTe COAEp)KaHWE BHEIPEHUS ¥ (QYHKIHMOHUPOBAHUS CHCTEMBl MEHEIKMEHTA
nHpopmannonnoit 6ezomacuoctu no 'OCT P UCO/MBK 27001.

41. Oxapakrepusyiire MpOBEJEHNE MOHUTOPMHTAa U aHaju3a CHUCTEeMBbl MEHEIKMEHTa
uHpopmaunonnoit 6ezonacnoctu no 'OCT P UCO/M3BK 27001.

42. OxapakTepusyiTe TOINCPKKY M YIYYINICHHEC CHUCTEMbl MEHEKMEHTa WH(POPMAMOHHOMN
oeszomnacHoctu o 'OCT P MCO/MDBK 27001.

43, B dyem 3akiodaeTcs TpeOOBaHMS K [OKYMEHTAIMU MPHU YIPaBICHUH HWHPOPMAIIMOHHON
oe3onacuocteio 110 TOCT P MICO/MBK 27001.

44,  OxapakTepu3ylWTe  OTBETCTBEHHOCTh  PYKOBOACTBA  OpraHW3allMd  TPU  YIpPaBICHHU
nHpopmannonHoit 6ezomacHoctbio o OCT P UCO/MBK 27001.

45. OxapaxkTepusylTe JesITeNbHOCTh IO ayJuTy CHCTeMbl MEHEPKMEHTa WH(POPMAIMOHHOM
6e3onacuoctu o ['OCT P UCO/M3BK 27001.

46. B uem 3akiioyaeTcsi aHaJIM3 CUCTEMbI MEHE/DKMEHTa HH()OPMAMOHHON 0€301MacCHOCTH CO CTOPOHBI
pykoBoactea o [OCT P UCO/M3K 27001.

47. OxapakTepusyiTe NesATeIbHOCTh M0  YAYYIICHHUIO CHCTEMbl MEHEIKMEHTa HH(OPMAIHOHHOM
oe3onacuoctu 1o OCT P UICO/MDBK 27001.

48. Hepe‘lI/ICHI/ITe ACBATH NPUHIUIIOB obccreueHus HH(I)OpMaL[I/IOHHOfI 0Ee30MaCcHOCTH.

49. JlaiiTe onpeaeneHue U MOACHUTE COllEpKaHUE TEPMUHOB JIOBEpHUE, MPO(UIb 3aIUThI, OLEHOYHBIH
ypoBeHnb nosepus, ouenka mo 'OCT P UCO 15408-1.

50. OxapakTepusyiiTe KOHTEKCT IS OIIEHOK MH(OpMaIMOHHON 0€30MacHOCTH yCTaHABIMBAEMBIN 1O
I'OCT P UCO 15408-1.

51. Oxapakrepu3yiite 001munii KOHTEKCT Oe3zomacHocTH ycraHaBnuBaembiii o 'OCT P MCO 15408-1.

52. Oxapakrepusyiite lloHsTHS, UCTIONB3yeMbIE TP OIIEHKE WH(GOPMAIMOHHONW O€30MacHOCTH, M UX
B3anMocss3b o ['OCT P UCO 15408-1.

53. Oxapaxrepusyiite nporecc ouenku OO mo 'OCT P UCO 15408-1.



54. OxapakrepuzyiiTe TocienoBarelibHoe popMupoBaHue TpeboBanuit u cnenupukamuii mo FOCT P
NCO 15408-1.

55. OxapakrepusyiTe OpraHu3alMI0 U CTPYKTYpy TpeOoBaHMN HH(POPMAIUOHHONW 0E30MAaCHOCTH 10
I'OCT P UCO 15408-1.

56. Oxapaxrepusyiite npoduib 3amutel 1o [OCT P UCO 15408-1.

57. Oxapakrepusyiite conepxkanue 3aganus o 6ezomnacHoctu o F'OCT P MCO 15408-1.

58. Ilepeuncnute ocaoBHoe npumeHeHue OTh mo 'OCT P UCO 15408-2.

59. Onummte cTpyKTYpy GyHKIHMOHANBHOTO Kinacca u cemeiictBa mo OCT P MICO 15408-2.

60. OxapakTepusyiiTe OCHOBHBIE Klacchl PyHKIIMOHANBHBIX TpeboBanuii mo OCT P UCO 15408-2

61. IlepeuncnuTe OCHOBHBIC TMPUYMHBI ysI3BUMOCTeH WHpopmanmonHoi OezomacHoctu mo OCT P
HCO 15408-3.

62. [laiite onpenenenue U oxapakrepusyiire nosepue u oueHky gosepusi 1o [OCT P MCO 15408-3.
63. Oxapakrepusyiire mkary oueHku nosepus o 'OCT P MCO 15408-3.

64. OxapaxTepusyite onieHouHbIe ypoBHU AoBepus o [OCT P MCO 15408-3 3.

[Tporpamma 6e3onacHocTH. [10MUTHKH, perIaMeHThI ¥ MIPOLEAYPbl 0€30IacHOCTH

65. [aiire ompeneneHue TMONUTHKE O€30MAaCHOCTH, MpoLeAypaM Oe30MacHOCTH M Iporpamme
6e3zomacHoctu 1o 'OCT P 56205-2014.

66. Oxapakrepu3yiTe NOJUTUKY WHGOPMAIMOHHON 0e30MacHOCTH BBICOKOTO ypoBHs. [IpuBeaute ee
MPUMEPHOE COZIEPIKaAHUE.

67. Oxapaktepu3yiTe NOIUTUKY HHPOpManuoHHON OezonacHocT ypoBHA npeanpustus no [OCT P
56205-2014.

68. OxapakTepusyiTe orneparonnble monuTuky u pernamentsl mo 'OCT P 56205-2014.

69. Oxapakrepu3yiTe 3aJlaud, pelIaeMble C IOMOIIBI0 MOMUTUK H periameHToB no ['OCT P
56205-2014.

70. [Haiite ONpENEeeHNs YPOBHSA, 30HBI, TpPaKTa, TPaHULBl, KOMMYHHUKAIIMOHHOTO IIyTH,
JEMUINTAapU30BaHHOM 30HEI B cooTBeTcTBUU ¢ [OCT P 56205-2014. IIpuBeaute ux npruMepsl.

Onenka prckoB HHQOPMAIIMOHHON O0€30MaCHOCTH

71. [Haiite onpeneneHus pucka HHGOpMAUMOHHONW OE30MACHOCTH, MNPENOTBPAILCHUS pPHCKa,
KOMMYHHKAIIMM PHUCKA, KOJTMYECTBEHHOM OIEHKHM PHCKA, WACHTHU(UKAIMU PUCKA, CHUKEHHS PHUCKa,
COXpaHeHHus pucka, neperoca pucka, no OCT P UCO 27005.

72. OnumuTe B3aMMOCBS3b KOMIIOHEHTOB HH(OPMANMOHHOW OE30MacHOCTH B KOHTEKCTE OLICHKH
pHCKa.

73. HazoBuTe u oxapaktepusyiiTe BO3MOXxHBIE cTparerusi ymnpasieHus puckamu no ['OCT P MCO
27005.

74. TlpuBenuTe KpaTKoe ONMHMCAHHE BO3MOXKHBIX METOIOB OIICHKHM PHCKAa M MX KIACCU(PHKAIMIO 110
craagapry [OCT P MCO/MBK 31010.

75. OxapakTepusyiiTe Tpolecc MeHePKMEHTa pucka uHpopmarmonHoi 6ezonacHoctr mo ['OCT P
HCO 27005.

76. OxapakTepu3yiTe yCTaHOBJICHHE KOHTEKCTA MPU OLEHKE pUcKa HHPOPMALMOHHON 0€301acHOCTH
no I'OCT P 1CO 27005.

77. OxapakTepusyiiTe aHajln3 pUCKa NpH OlleHKe prucka HHPopmMalmonHoii 6e3onacHocty o FOCT P
HCO 27005.

78. OxapakTepusyiiTe OLEHKY pucka nHpopmanuronHoi oezonacuoctu mo FOCT P UCO 27005.

79. OnummTte, YTO TaKOE OCTATOYHBIM PHUCK M MPOLECC NPHUHATHS pHUCKAa HHGOPMAIIMOHHON
oeszomnacuHoctu o 'OCT P UCO 27005.

80. IIpuBeauTe MpuMeEpHl TUIMHYHBIX yTpo3 u oxapakTepusyite ux no 'OCT P MCO 27005.

81. IlpuBenure mpuMepsl TUIIUYHBIX YSI3BUMOCTEH U METOABI MX OLEHKH M OXapaKTepu3yiTe uX IO
I'OCT P 1UCO 27005.

82. Kakue ucxomHble JaHHBIE HCIONB3YIOTCA JUIsl OLEHKM yrpo3 0e3omacHOoCTH MHGOpMalud MO
MeToauke oteHkH yrpo3 @CTIK?

83. Uro BKJIIOUAET OIpEEICHUE CLIEHApUEB pealn3alii YIpo3bl Ha JTalle 3KCIUIyaTaly 110 METOIUKE
otieHku yrpo3 ®CTOK?

84. IlpuBenure mpumep CIEHApHs pealn3alud yrpo3bl 0€30MacCHOCTH WH(POPMALMU 1O METOIMKE
otieHkH yrpo3 ®CTIOK?

85. IlpuBenute mpumep  COAEpKAHMSA MOJAENIHM Yrpo3 0e30MacHOCTH MH(GOPMAIMM IO METOIUKE
otieHku yrpo3 ®CTOK?



86. OxapakTepu3yHTe 3Tarbl OLEHKH YIpo3 0€30MacHOCTH M0 METOAMKE olleHKH yrpo3 ®CTIOK?

87. Ilepeuncnure BUIBI PUCKOB (yiiepOa) U THIIOBbIE HETATHBHBIC MOCJIEICTBUS OT pealli3aliuy yrpo3
0e30macHOCTH HH(OPMALIHH.

88. IlpuBeaute mpuMepsl ONpeneneHus: OOBEKTOB BO3IEHCTBHS M BHIIOB BO3ACHCTBUS HAa HHUX IO
MeTtoauke oneHku yrpo3 @CTIK.

89. [lepeuncnrre BO3MOXHBIC LIEJIM PEATH3aALUK YIPo3 0e30MacHOCTH UH(OPMALIUU HAPYIIUTEIEM T10
MeTouke oreHku yrpo3 @CTIK.

HporpaMMa 0e30MacHOCTH. HOJ'II/ITI/IKI/I, PCINIAaMCHTBL U MMPOLCAYPhI 0e30macHOCTH

90. [aiite ompeneneHue TMOIUTHKE O€30MacHOCTH, MpoLeAypaM Oe30MacHOCTH M Mporpamme
6e3omacHoctu 1o 'OCT P 56205-2014.

91. Oxapakrepu3yiTe NOJUTUKY WHGOPMAIMOHHON 0€30MacHOCTH BBICOKOTO ypoBHs. [IpuBeaute ee
MPUMEPHOE COZIEPIKaAHUE.

92. OxapakrepusyiiTe NOMUTUKY HH(OpMAIMOHHOK Oe3omacHocTH ypoBHs npeamnpustus no ['OCT P
56205-2014.

93. OxapaxkrepusyiiTe orneparonnble monuTuky u permamentsl mo 'OCT P 56205-2014.

94. Oxapakrepu3yiTe 3aJaud, pellaeMble C IOMOIIBI0 MOMUTUK H periameHToB no ['OCT P
56205-2014.

95. Oxapaxrepusyite 30861 Oe30macHOCTH B cooTBeTCTBUU ¢ ['OCT P 56205-2014.
96. OxapaxrepusyiiTe TpakTbl 6e3omacHocTH B cootBeTcTBUM ¢ ['OCT P 56205-2014.

dopmabHbIe MOJIENH O€30MaCHOCTH

97. llpuBenute omnpeneneHue pemetku MLS.

98. OxapakTepusyirte, YTO MPEACTABIACT COOOH MOAETH MATUMEPHOTO IPOCTPAHCTBA XapTCOHA.
99. OxapakTepu3syiiTe MpoLEecc OpraHU3ally JOCTYIa B ISITUMEPHOM [IPOCTPAHCTBE XapTCOHA.
100. OxapakTepuzyiiTe 3IeMeHTHI Moaenu XPV.

101. Pacckaxure 00 aHanu3e 6e30macHOCTH B cucteme XPY.

102. Oxapaxrepu3yiTe 3JI€MEHTHI KJaccudecKoil Monenu take-grant.

103.  OxapakrepusyiiTe  CaHKIMOHHPOBAHHOE MOJYYECHHUE MpPaB JOCTYyINa B KIACCHYESCKOW MOJEIN
take-grant.

104. PacckaxuTe 0 OXHUIICHUH TIPaB JOCTyIa B KJIaCCHUECKoi Mojienu take-grant.
105. OxapakTtepu3yidTe 53JEMEHTHI paclIMpeHHON Moenn take-grant.

106. Pacckaxxute 0 CaHKIIMOHWPOBAHHOM IIOJIy4€HHE TpPaB JOCTyNa B PAaCIIMPEHHOW MOJIENH
take-grant.

107. PacckaxxuTe O MOXHUIIEHUH MPaB OCTyNa B paclIMpEeHHON Mozenn take-grant.

108. OxapaxrepusyiTe syeMeHTHI Kiaccuueckor moaenu bemna—oIJlallagymna.

109. OxapaxrepusyiiTe cBoicTBa 6e3omacHocTH Moaenu bemra—IJlallagyna, Bkittouast TeOpeMEl.
110. OnumuTe peanuzamuto nmonutuku low-watermark B monenu bemma—1Jlallamyna.

111. Oxapaxrepusyiite moaeias RBACO.

112.  Oxapakrepusyiire mogens RBACI.

113.  Oxapakrepusyiite mogens RBAC2.

114. Oxapakrepusyiite mogens RBAC3.

115. OxapakrepusyiiTe 3eMeHTbl MOJesId aiMUHUCTpupoBanus PP/I.

116.  OxapakrepusyiiTe Tpynmsl aIMUHUCTPATUBHBIX poneil PP/l u agMuHHCTpUpOBaHUE MHOMKECTB
ABTOPU30BAHHBIX POJIEH ITOJIB30BATEIICH.

117. OxapakrepusyiiTe aJMUHUCTPUPOBAHUE MHOXKECTB MPaB JA0CTYIIa, KOTOPHIMHU 00JIaAaf0T POJIH B
mozenu PPII.

118. OxapakrepusyiiTe agMHUHHCTPUpPOBaHUE Hepapxuu posei B PP/I.
119. OxapakrepusyiiTe BUABI CKPHITHIX KAHAJIOB YTEUKA HHPOPMALUU U IPUBEAUTE UX IPUMEPBI.

HpOIpaMMHBIe " afraparHbIC CPpEeACTBA U MCTOAbL obOecneueHus PIH(I)OpMaLII/IOHHOfI Oe3omacHOCTH

120. HazoBuTe OCHOBHBIC BHIBI MEp 3alIUTH HHGopMauuu. [IpuBeauTe npuMepsl KOHKPETHBIX MEP
JUIs KaXJI0T0 BUJA.

121. PacckaxuTte 0 MPUHIHUIIE JIIETOHUPOBAHHOMN 3aTUTHI.
122.  Yto Takoe BpeAoHOCHas porpamma. llepeurciute 0CHOBHBIE THUIIBI BPEJOHOCHBIX MTPOTrPaMM

123. AnroputM MoHTromepu. /[Ba OCHOBHBIX MpUHIUNA (QUIbTpanuu mMakeToB. Kakoil m3 Hux
MPEAIOYTUTENIbHEN U TTOYEeMY.



124.  Pacckakute 0 TEXHOJIOTMH 00eCIIeueHHs LIeTIOCTHOCTH AaHHBIX Ha ocHoBe IMA/EVM.
125. Pacckaxure 0 peanuzanuyd MaHAaTHOM moxenu goctyna SMACK.

BbezonacHocts B cpene Web npunoskeHuiA.

126. Pacckaxute 00 apxuTekType 6e3omacHocTi web cepepa (Apache).

127. OxapakTepusyiiTe aTakd HMHBEKIMH Koga U Komaua. UYto Takoe MeskcaiiToBas mojjienka
3alpOCOB U CKPUHHHT?

128. OxapakTepu3yiTe MOAAEIKY 3allpocoB CO CTOpOHBI cepBepa. IIpuBenure mpumep obxona
MEXaHN3MOB ayTeHTU(UKAIIUU U aBTOPU3ALINY.
be3omnacHocTh cpesibl HHTEPIIPETaTOPOB U CUMBOJIbHBIX BBIYUCIICHUH.

129.  OxapaxTepusyiiTe TUITUYHbBIE YSI3BUMOCTH MHTEPIIPETATOPOB KOJa M TUIIOBBIE aTakd Ha HHUX
(Perl, python, bash).

130. OX&paKTepI/Byf/’ITe TUITNUYHBIC YA3BUMOCTHU (IICCOYHUILD> BBIITOJIHCHUSA 6I/IHapHOFO KOJa, TUIIOBBIC
aTaKu Ha HHUX.

[TepeueHb KOHTPOIBHBIX BOMPOCOB [UIS CIaYM YK3aMeHa!

Kpunrorpaduueckne MeTo/bI 3alIUTH HHQOPMAIHH

1. Yro Takoe kpunrorpaduueckas cuctema. CBoHCTBa Kpuntorpaduieckoit cucremsl. TpeboBanus K
KpUNTOTpaguuecKon cucTeMe.

2. Kakue ucnonp3yroTcsi CAMMETPHYHBIEC allrOpUTMBbI mudpoBanus. Pacckaxute 06 anroputme DES.
Cerp Deticrens (Paiictens).

3. Pacckaxute mpo ys3BUMOCTH Kiaccuueckoro anropurma DES, Tpoiinoit anroputm DES.

4. Kakune uCronb3yloTCs acCUMETPUYHBIE anropuT™bl mudposanus. [Iporokon oOMeHa OTKPBITBIMU
kiodamu. CToMkocTs npotokona Anddu-Xemmana.

5. Pacckaxute 00 anropurme mudpoBanus RSA. Ysazsumoctu yue6Horo RSA.

6. Pacckaxure 00 ocobenHoctu peanuzauuu airopurma RSA (Sliding window, CRT, Aaropurm
MoHnTromepn).

7. Urto Takoe kpunrorpaduueckas xen-QyHknms. Kakue HCHONB3YIOTCS KpHNTorpaduyecKue
xeu-()yHKIHH.

8. Pacckaxure npo MexaHu3M LU(POBOH MOAIHCH.

9. Pacckaxute npo HHGPACTPYKTYPY OTKPBITHIX KIIIOUEH.

10. Kakue poccuiickue ¥ MEXIyHapOAHbIE CTaHAApThl Ha (opMHUpoBaHHE LU(POBON MOAMUCH
CYLIECTBYOT.

[TpuHnmnel  Ge30maCHOTO  MPOTrPaMMHPOBAHMS NPHUMEHHTENBHO K 33JadaM  HMH(OpMalMOHHON
0€e30MacHOCTH.

11. Pacckaxxute 00 opranuzaunu mamsatu x86, opranusanuu Bei3oBa creka cdecl. Kakue ataku Ha cTek
BO3MOXKHBI. OXapaKkTepusyiTe ux.

12. PacckaxuTte Kakue METOJIbI 3allIUThI OT aTakK MeperoyiHeHus Oydepa MmaMsTH Bbl 3HaeTe?

Mognenu yrpo3, aHajau3 akTyaJbHbIX YS3BUMOCTEH.

13. Oxapaxrepusyiite padoty ananutuka B~ MITRE ATT&CK. [lpuBenure nmpumepbl onucaHus
texHuk nponnkHoBeHus B MITRE ATT&CK.

14. Onumiere knaccupuKayio yrpo3 0e30MacHOCTH NepCOHAIbHBIX AaHHBIX B Mozaeian @CTIOK.

15. Oxapakrepu3yiire 3JeMeHThI onrcanus yrpo3 B mogenu @CTOK.

BesomnacHocTs ceTeBBIX MPOTOKOJIOB U cepBUCOB. besonacuocts mpotokonos I[P, UDP, TCP. Ckanepst
YSA3BUMOCTEM.

16. Oxapaktepu3yiiTe yS3BUMOCTH OTJENLHBIX MPOTOKOJIOB cTeka mportokonoB TCP/IP mo momenu
OCTIK.

17. Pacckaxure npo ysI3BUMOCTH IpoTokosa [P

18. Pacckaxkute mnpo CKaHepsl ysA3BUMOCTH. [IpuBenuTe mpuMepbl CLEHapheB padOThl CO CKaHEPOM
YS3BHUMOCTEH U aHAJIU3 Pe3yabTaToB padoTHI.

MeTozb! 1 IPOTOKOJIBI ABTOPU3ALIHN.

19. Pacckaxure 0 3aaave U METOJaX ayTeHTH(PUKAIIHH.

20. OxapakTepusyiiTe NapoabHbIE METO/IbI Ay TEHTU(DUKAIIHH.

21. OxapakrepusyiiTe MeTobl ayTeHTU(DUKAIIMH UCTIONB3YIOIIHE TOKCHBI.
22. Oxapakrepusyiite OMOMETPHUYECKHAE METOIBL.



23. TlpoBeaure cpaBHEHUE METOAOB ay TCHTU(DUKAIIHH.
24. OxapakTepusyiTe MPOTOKOIbI ayTeHTU(DUKAITUH.
25. OxapakrepusyiiTe araka Ha IPOTOKOJbI ayTeHTH()HUKAIINH.

26. Oxapakrepusyiite Momenb oOMeHa TaHHBIMU B KaHallaX MPOTOKOJNA ayTCHTU(UKAIIMK U aTaKu B
KaHaje..

27. OxapakTepusyiite ¥ NpUBEIUTE MIPUMEPBI MHOTO(PaKTOPHOH ayTeHTH(HUKALUT

Mexanu3mbl 0€30IaCHOCTH HA OCHOBE MaH/AATHBIX CCHUJIOK U pa3JesieHus IPUBUIICI U

28. Oxapakrepusyiite Mmexanu3m O6e3onacHoctu UNIX, monb30Baresu, IpoLecchl, CETEBbIE CEPBUCHL.
29. Oxapakrepusyiite Mmexanusm 6e3onacHoctd UNIX aiinel u ¢aiin 1ecKpunTopsl.

BesomnacHocTs BUPTYanbHOI cpellbl U 00JauHBIX MPHIOKECHAN

30. Pacckaxure o mogenu OezonacHoctu B cpeae Docker konTeiiHepoB.

31. OxapakTepu3syiiTe NOJIUTUKY O€30MACHOCTH JJIsl BUPTYAJIbHOM MAaIlIMHBI B 00JIAYHOMN Cpee.

Krnaccsl 3amuiieHHocTy U KnaccupuKaius akTHBOB

32. IlepeuncnuTe ypOBHH aBTOMATU3UPOBAHHON CHUCTEMBI YIIPABICHHS.

33. Yem mgocruraercs 3amura vHGOpMAIMK B aBTOMAaTU3UPOBAHHOM CUCTEME yIpaBICHUS ?

34. Cxonbko kiaccoB 3amMIEHHOCTH onpenenser fokymeHT ®CTOK Ilpukasz 317 .

35. Komy MOeT ObITh Ha3HAYCH KIIACC 3aIUIIEHHOCTH?

36. I'ne ykasbiBatoTCsl TpeOOBaHMSI K KJIACCY 3AIIUIICHHOCTH?

37. Korga nepecMaTpuBaeTcsl KJIace 3aiuieHHOCTH?

38. Uro HeoOX0ANMO YUHUTHIBATH NIPH ONPEAETICHUN YIpo3 6e30nacHOCTH nHpopManun?

39. Uem ompeaemnstoTcss U 4TO coiepkarT TpeOOBaHMA K CHUCTEME 3aIIUThl aBTOMATH3MPOBAHHOU
CUCTEMBI yIpaBIeHUS?

40. Kakue oranmbel BKIOYaeT pa3paboTKa CHUCTEMbl 3alIMThl aBTOMATU3UPOBAHHOW CHCTEMBI
YIpaBJICHUs, OCYLIECTBIIIEMAs] B COOTBETCTBUHU C TEXHUYECKUM 3aJlaHuEeM?

41. Yto HYXHO OIPEICIIUTh NPU MPOCKTUPOBAHUU CHCTEMBbI 3aLIUTHl aBTOMAaTH3HUPOBAHHOW CHUCTEMBbI
yIpaBieHus?

42. Yro pomKHA COHEpKaTb  OKCIUIyaTallMOHHAs  JOKYMEHTallds Ha CHCTEMY  3alllUThl
ABTOMATU3UPOBAHHOMN CHCTEMBI YIIPABICHHS?

43. Kakue »dTambl BKIIOYACT BHEIPEHHWE CHUCTEMBbl 3allUThl aBTOMAaTU3UPOBAHHOW CHUCTEMBI
yIpaBieHus?

44. Yto mOMKHBI BKIIOYATh pa3palbaTbiBaeMble OPraHU3alMOHHO-PACTIOPAIUTENIBHBIC TOKYMEHTHI 110
3amure nHGopMaunu (MMOJTUTUKH)?

45. Kakue oaTambl BKIIOYAIOT HCIBITAHUSL CHUCTEMbI 3alUTHl aBTOMAaTU3UPOBAHHONW CHCTEMBI
yIpaBiieHus?

46. Yo BKIIIOYAET aHANIM3 YSI3BUMOCTEN aBTOMATU3UPOBAHHOM CHCTEMBI YIIPaBIEHUs?

47. Yro ucnonb3yeTrcsi B KayeCTBE HCXOAHBIX JAHHBIX IPU MPUEMOYHBIX MCIBITAHUSAX CHUCTEMBI
3alUTHl aBTOMaTU3UPOBAHHONW CUCTEMBI YTIPaBIICHUS?

48. Kakme mnpouenypsl BKJIIOUaeT oOOecleyeHue 3amuThl HMH(pOpMamuu B XOAE OJKCILTyaTaluu
aBTOMATU3UPOBAaHHOMN CUCTEMBI YIIPABICHUS?

49. Yro BXOOWT B ympaBieHHE (aAMUHHCTPUPOBAHME) CHUCTEMON 3aIIUTHI aBTOMATU3UPOBAHHOI
CUCTEMBI yIpaBICHUS?

50. Yro BXOOUT B yIpaBicHHE KOH(QUIypalueill aBTOMAaTU3UPOBAHHOM CHCTEMBbl YIPAaBJICHUS U €€
CUCTEMBI 3alUThI Ha 3TaIle IKCIUTyaTaluu?

51. UYro Bxmrouaer oOecrmedeHHe 3amuThl HMHGOPMAIMM IPU BBIBOJE U3 AKCIUIyaTalluu
aBTOMATHU3UPOBAHHOMN CUCTEMBI?

52. Yto JOMKHBI O0ECIEUYUTh OpPraHM3AaLMOHHBIE M TEXHUYECKHE MEpPbl 3alluThl MH()OpMAIUH,
peanu3yeMble B aBTOMAaTU3UPOBAHHON CUCTEME YIIPABIEHUS B paMKaxX €€ CUCTEMBI 3aIlUThI?

53. Yro BkIOYaeT BHIOOP Mep 3alIUThl MHPOPMAIMU A MX pealn3ald B aBTOMAaTU3MPOBAHHON
cHCTEME YIPaBJICHHUS B PAMKaX €€ CUCTEMBI 3aLUThI?

54. Kakue pneiicTBus HEOOXOAWMO OCYLIECTBUTH MPH OTCYTCTBUM BO3MOXKHOCTH peallu3alui
OTAEJIbHBIX MEP 3aALUTHI?

55. Uto momkHBI MUHMMaJbHO 0OecreuynBaTh BHIOpaHHbIC M PEaIM30BaHHbIE B aBTOMAaTH3UPOBAHHOM
CHCTeME YINpaBJCHUS B paMKax €€ CHUCTEeMBbl 3alllUThl Mephbl 3aluThl MHpOpManuM (MO Kiaccam
3aIUIIEHHOCTH)?

56. Kak ompenernsercst Ki1acc 3allMIIEHHOCTH aBTOMAaTH3MPOBAHHOM CHUCTEMBI YIIPABICHHS (C yUETOM
KoH(UIEHIIMATHLHOCTH)?



57. Kak ompenensiercs Kiacc 3alllMIIEHHOCTH aBTOMaTU3UPOBAHHON CHUCTEMBbI ynpaBieHus (0e3 yueTa
KOH(pUaEeHIMATBHOCTH)?

58. Oxapaxrepusyiite ypoBHH Oe3omacHoCcTH B cootBeTcTBHM ¢ ['OCT P 56205-2014.

[Tpumeps! OKIETOB [UIsI IPOBEACHUS IK3aMEHA:

busner Nel.

1. Yto takoe kpunrorpaduueckas cucrema. CoiictBa kpurrorpaduueckoil cuctemsl. TpeOoBanus k
KpHUITOrpapuIecKoi cucTEMe.

2. Onuiere KIacCUPHUKAIHIO yTpo3 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX B Mojenn OCTOK.

3. Pacckaxure 00 opranmnzanuu mnamsaTa X860, opraHuzanuu BeioBa creka cdecl. Kakue ataku Ha cTek
BO3MOXHBI. OXapaKTepu3ynTe ux.

Buner Ne2.

1. Kakue ucronp3yroTcs acCUMETpHYHbIe anropuTMbl mmdpoBanus. [IpoTokosm oOMeHa OTKPBITHIMU
kimodamu. CToikocTh npotokona Juddu-Xemmana.

2. PacckaknuTe Kakye METOJIbI 3aIUTHI OT aTaK NepernoyHeHus Oydepa namsaTy Bbl 3HaeTe?

3. Pacckaxute 0 3a7a4e U MeToax ayTeHTU(DHUKALIUH.

Kpurepun onennBanus
Ornenka otnuuHo (10) BeICTaBIsIeTCS CTYAEHTY, TOKa3aBIleMy BCECTOPOHHHE, CUCTEMaTHU3NPOBAaHHEIE,
IyOOKHe 3HaHHs Y4eOHON MporpaMMbl TUCIHUILIMHEI, POSBIISIIOIIEMY HHTEpEC K JaHHOH MpeIMeTHON
obnacTy, IPOAEMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO U TBOPUECKH MPUMEHATh UX Ha MPAKTHKE NPH
peIlIeHUH KOHKPETHBIX 3a]1a4, CBOOOIHOE U MPaBUIBHOE 000CHOBAHNE IPUHSTHIX PEILICHHA.
Ouenka omnyHO (9) BBICTaBISETCS CTYIACHTY, IIOKA3aBIIEMY BCECTOPOHHHUE, CUCTEMAaTU3UPOBAHHbIC,
IyOOKHe 3HaHUS y4eOHOM MporpaMMBbl TUCHUILIMHBI 1 YMEHUE YBEPEHHO NPUMEHSTh UX Ha MPAKTHKE
IIPU pEeIICHUN KOHKPETHBIX 3a]1a4, CBOOOIHOE U MIPAaBUIILHOE 000CHOBAaHHE MPUHATHIX PELICHUI.
Onenka oTIMYHO (8) BBICTABIAETCS CTYACHTY, IOKAa3aBIIEMy CUCTEMaTH3UPOBAHHbIC, ITyOOKHE 3HAHUS
y4eOHOW MporpaMMbl AUCHMIUIMHBL U YMEHHE YBEPEHHO NMPHMEHATh MX Ha MPAKTHKE MPH PELICHUH
KOHKPETHBIX 3a]a4, IPaBHJIbHOE 000CHOBAaHUE MPUHSATHIX PEIICHUH, C HEKOTOPBIMH HEIOYETaAMH.
Onenka xopomio (7) BBICTaBISIETCS CTYIEHTY, €CIM OH TBEpAO 3HAeT MaTrepuaj, TPaMOTHO U TIO
CYLIECTBY H3JIaraeT €ro, yMeeT IPUMEHSTH IOJy4YCHHbIE 3HAHHMS HA NPAKTUKE, HO HEJOCTATOYHO
IpaMOTHO 0OOOCHOBBIBAET MOJYYECHHBIC PE3YIIbTAThI.
Onenka xopomo (6) BBICTAaBISIETCS CTYACHTY, €CIIM OH TBEPJO 3HAET Marepuai, rpaMOTHO U MO
CYILECTBY M3JIaraeT ero, yMeeT NMPUMEHSTh MOMyUCHHbIC 3HAaHHUS Ha MIPAKTUKE, HO JIOIyCKAeT B OTBETE
WIH B PEUICHUH 3a7a4 HEKOTOPbIE HETOYHOCTH.
Ornenka xopotio (5) BBICTABISAETCS CTYIEHTY, €CIM OH B OCHOBHOM 3HAaeT MaTepuaj, TPaMOTHO U IO
CYLIECTBY M3J1araeT ero, yMeeT NPUMEHATh MIOJyUYCHHbIE 3HAHUS Ha MPAKTHUKE, HO JIOIYCKAET B OTBETE
WIN B PELICHNH 3a]1a4 JOCTATOYHO OOJIBIIOE KOJHMYECTBO HETOUHOCTEH.
OneHka YIOBIETBOPUTEIbHO (4) BBICTABISIETCS  CTYIEHTY, TIOKa3aBIIeMy (QparMeHTapHBIMH,
pPa3po3HEHHBI XapakTep 3HAHHWH, HEJOCTATOYHO NpaBUIIbHBIE (HOPMYITHPOBKH 0a30BbIX MOHSITHIA,
HapyLIEHUs JOTHYECKON MOCIeI0BAaTeIbHOCTH B U3JIOKEHUHU IIPOrPAaMMHOI0 Marepuaia, HO IPHU 3TOM
OH OCBOMJI OCHOBHBIE pa3ienbl yueOHOH MporpamMmbl, HEOOXOAUMBIE sl AajbHeHmero o0y4eHus, u
MOKET IPUMEHSTh TOJIyYeHHBIE 3HAHUS 110 00pa3ily B CTAaHJAPTHOW CUTYaIHH.
OneHka yIOBIETBOPUTETbHO (3) BBICTABISIETCS  CTYIEHTY, TIOKa3aBIIeMy (QparMeHTapHBIMH,
Pa3po3HEHHBIH XapakTep 3HaHWW, AOMycKaroulemy omHuOku B (popMynupoBKax 0a30BbIX NOHSATH,
HapyLIEHUs] JIOTHYECKOM IOCIEeI0BaTEeIbHOCTH B M3JIOKEHHUH IPOTPaMMHOIO Marepuana, ciabo
BJIaJIe€T OCHOBHBIMH pa3aesiaMu yueOHOM mporpaMMbl, HEOOXOAUMBIMHU JUTSI TajbHEHUIIETO 00yUeHHS U
C TPYAOM IIPUMEHSET MOIy4YEeHHbIC 3HAHUS JJa’Ke B CTAHAAPTHON CUTYallHH.
OueHka HEyIOBIETBOPUTENBHO (2) BBICTABISIETCS CTYJACHTY, KOTOPBI HE 3HaeT OouiblIed YacTu
OCHOBHOTO COZCP)KaHUSl Y4eOHOW NpOrpaMMbl JUCHMIUIMHBI, JOMYyCKaeT TIpyOble OIIMOKH B
(bopMyIHPOBKaX OCHOBHBIX ITPUHIIUIIOB M HE YMEET MCIOIb30BaTh NOITYyYEHHbIC 3HAHUS NP PEIICHUN
TUTIOBBIX 3a]a4.
Onenka HeynoBIeTBOPUTEIbHO (1) BBICTaBIIsCTCS CTYHOCHTY, KOTOPBIH HE 3HA€T OCHOBHOTO
cojiep KaHusl y4eOHOH MpOorpaMMbl TUCIUILTUHBI, JOMycKaeT rpyOeiiiue omuoK B GOpPMYITHPOBKaX
0a30BbIX MOHATHH AMCUUIUIMHBI M BOOOIIE HE MMEET HABBIKOB PELICHHS THIIOBBIX MPAKTHUYECKUX
3ajad.



5. MeTonuyeckne MaTepuaJbl, onpeaesiiome NpoueIypbl OlleHMBAHUS 3HAHUIN, YMEHNH, HABHIKOB H
(W) onbITA AESATEJILHOCTH

Ok3aMeH U 1 depeHIUpOBaHHbIN 3a4eT NPOBOANUTCS B YCTHOH (opme.

I[lpu mpoBenernn yctHOro UG QGEPEHIMPOBAHHOTO 3adeTa M dK3aMeHa oOydJaromiemycs
npenocrasisierca 1 yac Ha moaroToBky. Omnpoc oOywaromerocsi mo OWJIETY Ha YCTHOM 3K3aMEHE He
JIOJIKEH TIPEBBIIIATh IBYX aCTPOHOMHUYECKUX YaCOB.

Bo Bpems mpoBeneHus sk3aMeH U AU (HepeHINPOBAHHOTO 3a4eTa 00ydaloIuecss MOTYT HOJIb30BaThCS
IpOrpaMMOl TUCIUTUTUHEI.



