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BbICIIIAs! LIIKOJIA IPOTPaMMHOM HHXEHEpUU
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[Iporpammy coctaBui: A.A. XXmypos, kaHa. ¢u3.-MaT. HayK, JOICHT

[Iporpamma obcyxkaeHa Ha 3aceJaHuy BBICLICH MIKOJIBI TporpaMMHoi nrxenepun 19.03.2025



AHHOTANMA

Kypc 3Hakomut ciymareneil ¢ (yHIaMeHTaIbHBIMU MOHATHSAMU bBiokdeiiH, coBpeMeHHBIMH HpoOiieMaMu
Pa3IMYHBIX pa3fesoB biokyeiiH, 0CHOBHBIMY CBOMCTBAaMHU U BO3MOXHOCTAMHU biiokueliH, a Takke MeToaMu U
MOAXOAAMH AJISl PEIIEHUs TUIIOBBIX NPUKIAJHBIX 33/1au.

1. lean u 3apa4n

eap AUCUUIIMHBI
OCBOEHHE OCHOBHBIX MOHATHH biokdeiH.

3agauu AU CHUIIHHBI

» OcBoeHnue cTyneHTaMu 0a30BBIX 3HAHUH, TOHATUH U KOHIeNHid biokueliH, OiokuelH-ardopm;

* IlpnobpereHne TEOPETHUECKUX 3HAHNHN U MPAKTHYECKUX YMEHUH U HAaBBIKOB PaOOTHI C Pa3IMYHBIMU

ONoKYeHH-TUIaTPOpMaMHu.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAITPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHeTeHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN

I/IHI[I/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

YK-1 Criocoben oCyIiecTBIsTh [TOUCK,
KPUTHYECKUI aHAJIM3 U CUHTE3 HH(POPMALHH,
NPUMEHSATh CUCTEMHBIH MTOXO/ sl PEICHUS
MOCTABJICHHBIX 33]1a4

VK-1.2 HaxomuT, KpUTHYECKH aHAJIU3UPYET M BBHIOMpAET
nH(pOpMaIIHI0, HEOOXOMUMYIO JJIsl PEICHHUs TTOCTaBICHHON
3a1auu

VYK-1.3 PaccmarpuBaeT pa3nuyHbBIE BapUaHTHl PEUICHUS
3a[a4M, OLICHUBACT WX MPEUMYILECTBA U HETOCTATKH

OIIK-1 Criocoben npuMeHsTh
€CTECTBEHHOHAYYHbIC M OOICHHKCHEPHBIC
3HAHMA, METO/IBI MATEMAaTHYECKOTO aHaJIH3a U
MOJICJIUPOBAHUS, TEOPETUUECKOTO U
OKCIIEPUMEHTAIBHOTO HCCIICAOBAHUS B
npo(heCCHOHANBLHOM ESTENbHOCTH

OIIK-1.1 CnocobeH aHanM3upOBaTh MOCTABICHHYIO 3ajady,
HaMeuarTb IIyTH €€ PEeLECHUs

OIIK-1.3 CnocobeH ompenensTs TpaHHIlbl TPUMEHHUMOCTH
MOJTyYEHHBIX PE3YJbTaTOB

OIIK-6 CriocobeH pa3pabarbiBaTh ajJrOPUTMBI U
HPOrpaMMBbl, IPUTOHBIE JJISI IPAKTHYECKOTO
UCTIOJIb30BaHMSI, IPUMEHSTH OCHOBBI
MH()OPMATUKY U TPOrPAMMHUPOBAHHUS K
MPOEKTUPOBAHUIO, KOHCTPYHUPOBAHUIO H
TECTUPOBAHHMIO IPOTPAMMHBIX POIYKTOB

OIIK-6.3 3HaeT METOIBI TECTUPOBAHMUS IPOTPAMMHOTO KOJIa
HAa OMmMUOKM ¥ crocoOeH TPOBOANTH TECTHUPOBAHHE Ha
pa3MYHBIX ~ ypPOBHSAX  (MOXYNIBHOE, HWHTETPAIlMOHHOE,
CHUCTEMHOE)

OIIK-7 CriocobeH mpUMeHSTh B TPAKTHYECKON
JesITeIbHOCTH OCHOBHBIE KOHIICTILIUH,
MPUHIINIIBL, TEOPUU U (DAKTHI, CBSI3aHHBIE C
nH(pOpPMaTUKON

OIIK-7.1 OOnamaeT HaBBIKAMHM CO3JaHHUS U BBIIOJIHEHHUA
TECTOBBIX  CICHAPUEB JUIsI  BBISBICHUS  OMMOOK B
MIPOTPaMMHOM OOECIIEUCHUN

OIIK-7.2 Tlonnmaer mnpuUHIUNIBI padOThl 0a3 JaHHBIX H
yMeeT  TPOCKTUPOBaTh  CTPYKTYpy  JAHHBIX  JUIs
3¢ GEKTUBHOTO XpaHEeHUs! HHopMaIH

OIIK-8 CriocoOeH oCcylIecTBISTh MTOKCK,
XpaHeHue, 00paboTKy 1 aHau3 UHPOPMaLIUU
U3 Pa3IMYHbIX HCTOYHUKOB U 0a3 JaHHBIX,
MPEICTaBIATh €e B TpedyeMoM (opmare ¢
UCTIONIb30BaHNEM MH()OPMAILIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTHIH

OIIK-8.1 IloHnMaeT MPHUHLHUIBL, O KOTOPBIM paboTaroT
0a3bl JaHHBIX, M YMEET CO3/1aBaTb CTPYKTYpy MAaHHBIX,
ONTUMHU3UPOBAHHYIO i1 3(QQEKTUBHOIO XpaHEHHs U
00paboTKK HHPOPMAITUH

OIIK-8.3 VYmeer ONTUMHU3HPOBATH W  TPOBOIUTH
pehakTOpUHI  CYLIECTBYIOIIETO KoJa MJsl  YAYYIIEHUS
MPOU3BOAUTEIBHOCTH U MOAJCPKKH

OIIK-8.2 VYmeeT NpUMEHEHATH TEXHOJIOTMU MAIIUHHOTO
00y4eHHs B pa3UYHBIX MPUKIATHBIX 0071acTAX

[IK-3 CriocoGeH mpoeKTUpoBarh,
pa3pabaTbIBaTh, MHTEIPHUPOBATh, IIPOBEPSATH HA
paboTocrocoOHOCTh MPOrpaMMHOE
o0ecrnieyeHue

IMK-3.2 Ymeer BbIOWpaTh SI3BIKM MPOTPAMMUPOBAHUS LIS
HaIMCaHUsl MPOrPAMMHOIO KOAA C YYETOM TEXHHYECKOIO
3a7aHus

3. IlepevyeHpb MIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCHUILIHHE (MOIYJII0)
B pesynbsrare ocBOCHHS TUCIUTUIMHBI 00YYaIONTHECs JOKHEI




3HATb:

(dyHIaMeHTaIbHbIC TOHATHS blIoK4elH;

COBpPCMCHHBIC HpO6JIeMBI COOTBCTCTBYIOIIIUX PA3ACIIOB BJIOK‘IGIZH;

OCHOBHBIC CBOMCTBA M BO3MOKHOCTH biokdeiin;
METOBI U TIOJXOAbI JJIsI PELUIECHUS TUTIOBBIX MPUKIAAHBIX 33/1a4.

YMETB:
IIOHATH IIOCTABJICHHYO 3a/auy;

HCIOJIB30BaTh CBOU 3HAHUSA JJIS pCHICHUA (bYH):[aMeHTaJ'H)HLIX W IPUKIIAIHbIX 3a4a4;
OLICHMBATb KOPPEKTHOCTH INOCTAHOBOK 3a/1a4;
CaMOCTOATCIIbHO HAXOAWUTh AJTrOpUTMbI PCHICHUSA 3ada4, B TOM YHCIC W HCCTAHAAPTHBLIX, U

MPOBOAUTDH UX aHAJIU3,

CaMOCTOATCIIbHO BUACTD CIICACTBUS IMOJYUCHHBIX PE3YJIbTATOB.

BJIAJIETh:

HaBBIKAMU OCBOEHHS 00JIBIIOr0 00beMa HH(POPMAIMK U PELIeHNUs 3a/1a4 (B TOM YHCIIE, CIOKHBIX);
HaBBIKAMU CaMOCTOSITEIIbHON pabOThl 1 OCBOCHUS HOBBIX IUCLHUILINH;
KyJIbTypOi MOCTAaHOBKHM, aHAJIM3a U PELICHUS] MAaTEeMaTU4eCKUX WM MPHUKIAJHBIX 3a]a4, TPeOyroIuX
JUTSL CBOETO PELIEHUS UCTIOIb30BaHUS N3YUYEHHBIX TIOAXOJ0B U METO/IOB;
[IPEIMETHBIM $I3bIKOM M HaBbIKAMU TI'PAMOTHOIO OINMCAHUs peIleHMs 3ajlad M IpPEeACTaBIeHUA

MOJYUYCHHBIX PE3YJIbTATOB.

4. Coep:xanue TUCUMILIUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHueM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYECKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Pa3znenbl TUCTMITIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TPYZ[OGMKOCTB 110 BUAaAM yqe6Hbe 3aH$ITI/II\/’I, BKJIrO4as

CaMOCTOSITENIbHYO padoTy, Jac.

No Tema (pa3nen) TUCIUTUTMHBI
Jlekrum | Cemunapsr | JlaGopar. paboTsr Camocr.
pabora

Kpunrorpadgust ¢ OTKPBITBIM KIIIOUOM.

1 OcHOBHBIE = MEXaHHM3MBI, 3aJadyd | 3 3 2
MPOOJIeMBI

) MaremaTtudeckre OCHOBBI KpUITOrpaduu 3 3 )
C OTKPBITBIM KIII0YOM
bazoBbie  ciaOkHBIE ~ MaTeMaTHYECKHE

3 3aaul  KpunTorpaduu € OTKPBITHIM 3 3 2
KITIOUOM

4 IudpoBaHue ¢ OTKPHITHIM KIFOYOM 3 3 2

5 DJeKTpOHHas MOAIUCH 3 3 2

6 HNudpactpykTypa OTKPHITBIX KIHOUEH 3 3 2

7 [IpoTokoiibl ayTEeHTU(UIIMPOBAHHON 4 4 )
BBIPaOOTKH OOIIETO KITFo4Ya

] 3amuIIeHHOe UCIIOIb30BAHUE 3aKPBITOTO 4 4 )
kimoda 1 PAKE-nipoTokosr

9 [Iporoxon TLS 4 4

Nroro yacos 30 30 18

[TonroToBka k 3K3aMeHy 30 gac.

OO01mas TpynoEMKOCTh

108 gac., 3 3au.en.

4.2. CopaepxaHue TUCHUILTAHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (pasjieiiam)

Cemecrtp: 8 (Becennuit)




1. Kpunrorpadus ¢ oTKpbIThIM KTF040M. OCHOBHBIE MEXaHU3MBI, 3313491 U MPOOIIEMBI

Beenenne B kpunrtorpaduio € OTKPBITBIM KJIIOYOM: OCHOBHBIE MNPHHLMIIBI, OTIHYUE OT
CUMMETPHYHBIX METOAOB, KIIOYeBbIe 3a1aun (mudppoBanue, (udpoBast HOANUCH, AyTCHTUPHUKALH),
po6aeMbl 0€30IaCHOCTH U YCTOWYHBOCTH.

2. MareMaTH4eCcKue OCHOBBI KpI/IHTOFpa(bI/II/I C OTKPBITBIM KJIHOYOM

Pa36op ¢yHmaMEeHTaNbHBIX MAaTeMaTH4YeCKUX KOHLEMUUI, HCIOJIb3yeMbIX B aCHMMETPUYHON
KpUnTorpaQuu: TEOPUH YHUCEN, MOAYJIbHOW apu(MeTuku, anreOpbl KOHEYHBIX MOJIeH |
IUIMITUYECKUX KPUBBIX.

3. ba3oBble ClOKHBIE MaTeMaTUYECKHE 33/1a4l KPUITOTPadUH C OTKPBITHIM KJIFOUOM

AHanu3 Kpunrorpaguueckux 3ajad, JIeKAIIUX B OCHOBE aJTOPUTMOB C OTKPBITBIM KITIOUOM:
(baxropu3anys LENbIX YUCEeN, TUCKPETHOE JIorapu(pMHUPOBaHKE, 3a/lada PEIIEeTKH U WX BIHMSHUE Ha
0€30MacHOCTh aJITOPUTMOB.

4. lludpoBaHme ¢ OTKPBITHIM KIHOUOM

PaccmoTrpenne ocHOBHBIX cxeM mHUQpoBanus ¢ OTKpbITEIM KitouoM (RSA, ElGamal, ECC), nx
apXUTEKTYpHI, IPEUMYIIECTB, YSI3BUMOCTEH U 00IacTeil MpUMEHEHUS.

5. DnexTpoHHad MOIHUCH

[MpuHIIMTIBL paboThl TIQpoBOH moanucH, e€ HazHadeHue, anroputMbl (DSA, ECDSA, RSA-PSS), a
TaK)Ke MEXaHU3MBbI 3aIUTHI OT TOIACIKH U TIOIMEHBI JAHHBIX.

6. UndpacTpyKTypa OTKPBITHIX KITHOUYEH

Onucanne PKI (Public Key Infrastructure), ynpasnenusi ceprudukaramMu, HEHTPOB CepTHUPHUKALNN
(CA), mozeneii noBepusi U MEXaHU3MOB OT3bIBa CEPTH(PHUKATOB.

7. llpoTokoibl ayTeHTU(DUITUPOBAHHOM BHIPA0OOTKH OOIIETo KITFo4a

Nzyuenne wmerojoB 0Oe3omacHOro coracoBaHus Kiroded wmexay cropoHamu (Diffie-Hellman,
ECDH), nx ayreHTH)UIIMPOBAHHBIX BEPCHI M MPUMEHEHHS B 3AIIUIIECHHBIX COCTUHECHUSIX.

8. 3amuIeHHoe UCTIOMB30BaHuE 3aKPHITOTO Kirfoua M PAKE-npoTokost

MeTozbl 3alIUTHl 3aKPBITHIX KJIFOYEH, anlapaTHble ¥ MPOrpaMMHbBIE MEXaHU3Mbl XpaHEHUS, a TaKKe
npoTokobl ayreHTrduKanuu ¢ noareepxaeHuem napois (PAKE: SRP, EKE, SPAKE2).

9. IIporoxon TLS

Crpykrypa n mexanusmbl padotel TLS (Transport Layer Security): ycTaHOBIIeHHE 3alllUIIEHHOTO
COEIMHEHUS, 3Talbl PyKOIOXKATHs, aJITOPUTMBI K poBaHus U ayTeHTU(uKanuu, Bepcus TLS 1.3 u
e€ omInYusl.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, He00XOMMO AJIsl OCYIeCTBICHHS 00Pa30BATEILHOIO
npouecca 1o JHCHUIIMHE (MOIYJII0)

CrannapTHas yueOHas aymuTopusi, 000pyJOBaHHAs POEKTOPOM, SKPAaHOM M MAapKEPHOU JOCKOIA.

6.IlepeyeHnb pekoMeHyeMOii TUTEPATYPbI



OcHoBHas nuTeparypa
®onn oubmmorexku MOTU:
1. Panee, C. M. Kpunrorpadus. be3onacuble MHOrOCTOpOHHUE BBIYUCICHHS | yueOHOE TOCOOHUe s
By30B / C. M. PanieeB. — Cankr-IletepOypr : Jlanp, 2025. — 468 c. — ISBN 978-5-507-50213-4. —
Texcr : anexrponnslii // Jlans : anekrpoHHo-0nOnnoreunas cucrema. — URL:
https://e.lanbook.com/book/440033
2. Hukudopos, C. H. Metons! 3auutsl nadopmanuu. Hludposanue gannsix : yuedbHoe nocodbue / C.
H. Hukudopos. — 2-e uza., crep. — Cankr-IlerepOypr : Jlanp, 2022. — 160 c. — ISBN
978-5-8114-4042-9. — Texkcr : anexTpoHHbIH // JIaHb : 31eKTpoHHO-0MOIMoTeYHas cucrema. — URL:
https://e.lanbook.com/book/206285

JomnonHurensHas aureparypa

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTH ""UHTepHeT" , HEOOXOTUMBIX
JJIS1 OCBOCHUSI JUCHMILIUHBI (MOLYJIs1)

https://cryptomonkey.ru/
https://habr.com/

8. IlepeyeHb MH(OPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NIPH OCYLIECTBJICHNH 00Pa30BaTeILHOIO
npouecca 1o AMCUMILINHe (MOAYJII0), BKJIIOYasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 odecredyeHust
¥ HH(POPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

He npenycmorpeHo.
9. Metonu4yeckne yKkazaHusi JUIsl 00y4AIOIIMXCH 10 OCBOCHUIO AU CHUILTHHBI (MOXYJI5)

1. JIns oBnageHust AMCIMIUIMHON PEKOMEH/IyeTCsl MOCeIaTh JICKIMHU, YCIICIIHO CAaBaTh KOHTPOJIBHBIC H
IpaKTHYECKUE PabOThl, peIaTh MPaKTUYECKHUE 3a/1aul, TaK KaK 3TO YHPOIIAEeT UTOTOBYIO aTTECTALUIO
0 TIPE/IMETY.

2. JIns monroToBKM K MTOTOBOHM aTTECTallMy MO MPEIMETY JIydllle BCErO MOIb30BATHCS AICKTPOHHBIMH
MarepuallaMH, IpeI0CTaBICHHBIMU IPETO1aBaTeNIeM.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HaNpaBJIEHHIO: IIporpammuas nHXEHEpHs

npopuJib NOArOTOBKHU: Pa3zpabotka nmporpaMmMHO-HH()OPMAIIMOHHBIX CHCTEM
BbICIIIaA HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU
BbICIIIaA HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU

Kypc: 4

KBaJIH(UKALUS: OakanaBp
Cemectp, (opMBI IPOMEKYTOUHOH aTrTecTanuu: 8 (BeCEHHUN) - DK3aMeH

Pa3paborunk: A.A. Xwmypos, kaaa. ¢u3.-Mar. HayK, JOICHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 CriocoGeH oCcymiecTBIsTh MOKCK,
KPUTUYECKUH aHAJIN3 ¥ CUHTE3 HH(opManuy,
NPUMEHSTh CUCTEMHBIN MOAXO ISl PELICHHS
MOCTABJICHHBIX 3a/1a4

VYK-1.2 HaxomuT, KpUTHYECKH aHAIU3UPYET M BBHIOMpAeT
nHpOpMaLKI0, HEOOXOOUMYIO AJISl PELICHUS! IMOCTaBICHHON
3a7a4n

VYK-1.3 PaccmarpuBaeT pas3iIHyYHBIE BapHUaHTHl PELICHUS
3a[1auM, OLICHUBAET UX IIPEUMYILECTBA U HEOCTaTKU

OIIK-1 CniocobeH npuMeHSITh
€CTECTBCHHOHAYYHBIC H OOICHHKCHEPHBIS
3HAHUS, METO/IbI MATEMAaTHYECKOTO aHAJIN3a U
MOZICITMPOBAHHUS, TEOPETUIECKOTO U
IKCHEPHUMEHTAILHOTO HCCIICIOBAHUS B
npodecCHOHAIBHON IS TeTbHOCTH

OIIK-1.1 CriocobeH aHamM3upoBaTh MOCTABICHHYIO 3aj1ady,
HaMeyarb IMyTH €€ PELCHUS

OIIK-1.3 CnocoOeH ompenensiTs I'paHULbl TPUMEHUMOCTH
HOJIyYECHHBIX PEe3YJIBTaTOB

OIIK-6 CriocobeH pa3pabaTbiBaTh arOPUTMBI H
POrPaMMBbl, TPUTOJHBIC IS IIPAKTUIECKOTO
UCIIOJIb30BaHUS, IPUMEHSTh OCHOBBI
MH(OPMATUKHU U TIPOTPAMMHUPOBAHUS K
HPOEKTHPOBAHUIO, KOHCTPYUPOBAHHUIO U
TECTHPOBAHMIO TIPOTPAMMHBIX MPOITYKTOB

OIIK-6.3 3HaeT MeTOABI TECTUPOBAHUS MTPOTPAMMHOTO KOJa
Ha OWMOKKM M crnocoOeH NPOBOAWTH TECTHUPOBAHHE Ha
pasiMUHBIX ~ ypOBHAX  (MOMYJIBHOE, HHTErPAllMOHHOE,
CUCTEMHOE)

OIIK-7 CriocobeH npuMeHSTh B IPAKTUYECKON
AeSATEeIbHOCTH OCHOBHBIC KOHIICIILIUH,
NPUHIIMIIBL, TEOPHH U (DAKTHI, CBSI3aHHBIE C
nH(POPMATUKON

OIIK-7.1 OOmnamaer HaBBIKAMHM CO3JAHHUS W BBIIOJIHEHUSA
TECTOBBIX  CIICGHAPWEB IS  BBISBICHUS OIMMHUOOK B
MPOrpaMMHOM 00ecIieueHUH

OIIK-7.2 TlonumaeT npuHUUIBI paboThl 0a3 OAHHBIX H
yMeeT  TPOEKTUPOBaThb  CTPYKTYpy  JAHHBIX  JUIs
3¢ GEeKTUBHOTO XpaHEeHUs] HH(OpMaH

OIIK-8 CriocoOeH OCyIIeCTBIATh MOUCK,
XpaHeHue, 00paboTKy M aHalu3 UHPOPMAITUU
U3 Pa3IMYHbIX HCTOYHUKOB M 0a3 JaHHBIX,
MPEJCTaBISThH ee B TpeOyeMoM (opmare ¢
UCIIONIb30BaHNEM HH()OPMAIIMOHHBIX,
KOMITBIOTEPHBIX M CETEBBIX TEXHOJIOTHI

OIIK-8.1 TloHMMaeT NPHHIMUIIBI, TO KOTOPBIM paboTaroT
0a3pl JaHHBIX, M YMEET CO3/1aBaTh CTPYKTYpy MaHHBIX,
ONTUMHU3UPOBAHHYIO U1 S(QQEKTUBHOTO XpaHEHUS U
00paboTky UHPOpPMALTUT

OIIK-8.3  VYmeer oOTHMH3HPOBaTH M NPOBOIUTH
peaKkTOPUHT  CyHIECTBYIOLIETO KOAa IS YIyYIIeHHS
MPOU3BOIUTEILHOCTH U MOJAECPKKH

OIIK-8.2 VYmeerT mnpuMEHEHSATh TEXHOJIOTUH MAIIMHHOTO
00y4eHHs B Pa3UUHBIX NPUKIAIHBIX 00JacTIX

[1K-3 CnocoGeH mpoeKTUpOBarh,
pa3pabaTbIBaTh, HHTEIPHUPOBATD, IIPOBEPSTH HA
paboTOCIOCOOHOCTD MPOTPAMMHOE
obecrieueHne

[IK-3.2 YmeeT BbIOMpaTh S3bIKM NPOTPAMMHUPOBAHHS IS
HaIMCaHUs IIPOIPaMMHOIO KOAA C YYETOM TEXHHYECKOIO
3a/laHus

2. Iloka3aTe/in OLIEHUBAHUA KOMITETEHIUA

B pesynbrare n3ydenus auciuiuinabl «Kpunrorpadus. Yacts 2» 00ydaromuiics T0KeH:

3HATh:
(dyHIaMeHTaIbHbIC TOHATHS blIoK4elH;

COBPEMEHHEBIE TIPOOIEMBI COOTBETCTBYIOIINX pa3fienoB brokueiin;
OCHOBHBIC CBOMCTBA M BO3MOKHOCTH biokdeiin;
METOBI ¥ IOJXOAbI JJIsl PELUIECHUS TUTIOBBIX MPUKIAAHBIX 33/1a4.

yMeTh:
IIOHATH IIOCTABJICHHYO 3a/1auy;

HCIOJIb30BaTh CBOU 3HAHUSA JJIS1 pCHICHUA (bYH):[aMeHTaJ'H)HLIX " IPUKIIAIHbIX 3a4a4;
OLICHMBATb KOPPEKTHOCTH INOCTAHOBOK 3a/1a4;
CaMOCTOATCIIbHO HAXOAWUTh AJTrOpUTMbI PCHICHUSA 3ada4, B TOM YHCIC W HCCTAHAAPTHBLIX, U

MIPOBOAUTDH UX aHAJIU3,

CaMOCTOATCIIbHO BUACTD CIICACTBUS IMOJYUCHHBIX PE3YJIbTATOB.

BJIaJd€Th:




HaBBIKAMU OCBOEHHS 00JIbIIOro 00beMa HHPOPMALIUK U PEeLICHUS 3a/1ad (B TOM YHUCIIE, CJIOKHBIX);
HaBBIKAMU CAMOCTOSATEJILHON pabOThl M OCBOEHHSI HOBBIX JIMCIUILINH;

KyJABTYpOW MMOCTAaHOBKH, aHAJIM3a M PEIICHUS MareMaTWYeCKUX WU MPHUKIATHBIX 33734, TPeOYIOLINX
JUIsl CBOETO PELICHHUS UCIIOJIb30BaHUsI U3yUYEHHBIX NTOJIX0JJ0B U METO/IOB;

MPEIMETHBIM $I3bIKOM WM HaBBIKAMH TPAMOTHOTO OINKCAHUS PEIIEHUs 3alad M NPEICTaBICHUS
IIOJIyYEHHBIX PE3yJIbTaTOB.

3. IlepeyeHb THNOBBIX (IPHMEPHBIX) BOIPOCOB, 3aJaHUI, TeM JJIsl IOATOTOBKH K TEeKyllleMy KOHTPOJIIO
He npenycmorpeno.

4. lepeyens TUNOBBIX (MPUMEPHBIX) BOIMPOCOB U TeM JIJIsl IPOBeAeHUsI IPOMEKYTOUHOI aTTecTalluu
o0yuaruuxcst

9 cemecTtp

1) IlosicHUTH CMBICT OCHOBHBIX MOHATHIA biokueiin:
* Ilemouka G0KOB

* Private u public keys

* KonceHncyc

 IlyOGnuuHble ¥ IpUBAaTHBIC OIOKYCHHBI

* ANMKINYecKHe HalpaBIeHHBIC Tpadbl

* QPopku

* CMapTKOHTPAKTHI

» TpaHzakun

 UTXO moxenb

» CrpykTypa 610Ka

* Merkle tree

* Timestamp

* Nonce — pacyeT xemia

* VYmpaBiieHHE CI0KHOCTBIO

* MaiiHuHT

* Omni Layer

» Lightning Network

* [lnarexxHble KaHAJBI

* HenonreepKaeHHBIE TPaH3aKIUN

e 3ammra OT JBOMHON ILIaThI

* MyJBTHIIOATIUCH

* Xemu U CeKpeTHI

 JIByHampaBJeHHBIC [IATEKHBIC KAHAIIBI

» KoHTpakThI ¢ XemHUPOBaHNEM U BPEMEHHON OJI0KHPOBKOM
» @ukcanus COCTOSHUS

* 3akpbITHE KaHaja

2) Cxema paboThI OnoK4eitHa.

3) CAP — reopema (Teopema bproepa).

4) P2p obnaka TpaH3aKIuil.

5) Banunaropsi.

6) CropocTb 00pabOTKH TpaH3aKIIUH.

7) JIaTencn.

8) AnbTepHaTUBHBIE CXEMBI.

9) Atomic Swap, Decred u Litecoin, BTC u ETH.
10) [Inardopma Qtum.

11) AtomapHbI€ CBOIIBI.

12) Public u private blockchains, permission u permissionless.
13) AkkayHTHasi MOZIETb.



10 cemectp

14) Bupsl aTak Ha OJOKYCHHBI.

15) DAG.

16) IIpoektel IOTA, Byteball, Hedera Hashgraph, Universa (rubpumHbIi BapraHT).
17) Tendermint, ®opk vs KoHcTpykTop

18) Co3nanue Oiokueiin Ha Tendermint.

19) EOS, Stellar, Custody cepsucel, Mynbrunonnucu, Sharding.

20) Jloka3areabCTBO C HYJIEBBIM pa3IiiallieHueM.

[TpumMepsl 3K3aMeHaIMOHHBIX OneToB B 10 cemecTpe:
buner 1.

1. Bugs! atak Ha OJIOKYEHHBEL.

2. Cosganue 6nokueiin Ha Tendermint.

buner 2.

1. DAG.

2. JlokazaTelnbCTBO C HYJIEBBIM pa3TiallleHUEM.

Kpurepun onennBanus

- omenka «ormmmuHo  (10)»  BBICTaBUsieTCSl  CTYAGHTY,  IIOKa3aBIIEeMy  BCECTOPOHHHE,
CHUCTEMaTH3UpPOBaHHbIC, IIyOOKHE 3HaHMA Y4eOHOW NpOrpaMMbl AUCLUIUIMHBI U YMEHHUE YBEPEHHO
IPUMEHATH UX Ha IPAKTHUKE TPH PEIICHNH KOHKPETHBIX 3a]1a4, CBOOOHOE U MPaBUIbHOE 000CHOBAHHUE
MPHUHATHIX PELICHUI

- omeHka  «oraumuHOo  (9)»  BBICTaBUseTCA  CTYOGHTY,  IIOKa3aBIIEMY  BCECTOPOHHHE,
CHCTeMaTH3UPOBaHHBIE, IITyOOKHE 3HAaHHUS yueOHOM MporpaMMbl AUCIUIIIMHBL U YMEHUE IPUMEHATh UX
Ha TpaKTHKE MPHU PELICHHH KOHKPETHBIX 3ajad, cBOOOJHOE M MpaBHIIbHOE 0OOCHOBAaHUE MPHHATHIX
peleHni

- oueHka  «omm4HO  (8)»  BBICTaBUSieTCS ~ CTYACHTY,  IIOKa3aBIIEMY  BCECTOPOHHHUE
CHCTeMaTH3UPOBaHHBIE, IITyOOKHE 3HAaHUS yueOHOMH MporpaMMbl AUCIUIIIMHBL U YMEHUE IPUMEHATh UX
Ha MPaKTHKE [IPH PEILICHUH KOHKPETHBIX 3ajia4, U IPaBUIbHOE 0O0CHOBAaHUE MPUHSTHIX PELICHUN

- OLIeHKa «xopouio (7)» BBICTAaBISETCSA CTYIEHTY, €CIM OH TBEPJO 3HAET MaTrepual, rpaMOTHO U IO
CYILECTBY M3JIaraeT ero, yMeeT MPHUMEHSTh MOJyYCHHBIC 3HAHHUS Ha MPAKTUKE, HO JIOIyCKAET B OTBETE
WIN B PEILICHNH 3a]1a4 HEKOTOPhle HETOYHOCTH;

- OCHKa «XOpOoIIO (6)» BBICTABJIACTCA CTYACHTY, €CJIM OH 3HACT MAaTCpUall, IpaMOTHO U MO CYIICCTBY
n3jaracTt €ro, yMeCT NpPHUMCHATH IMOJYUYCHHBIC 3HAHUA Ha IMPAKTUKE, HO JOMYCKACT B OTBCTC HJIN B
pelICHNHU 3aa49 HCKOTOPBIC HCTOYHOCTH,

- OIIEHKa «XOpoIIo (5)» BBICTaBIAETCS CTYIACHTY, €CIM OH 3HAeT Marepuall, M M0 CYLIECTBY H3J1araer
€ro, yMEeT NMPUMEHATh NOIYYEHHBIC 3HAHUS Ha NPAKTHKE, HO JOMYCKAeT B OTBETE WM B PEIICHUU
3a]1a4 HEKOTOpbIE HETOUHOCTH;

- OIIEHKa «Y/IOBJIETBOPUTENHHO (4)» BBICTABISECTCA CTYAEHTY, IIOKa3aBIIeMy (hparMeHTapHBbIH,
pPa3po3HEHHBI XapakTep 3HAHHWH, HEJOCTATOYHO NpaBUIIbHBIE (HOPMYITHPOBKH 0a30BbIX MOHSATHIA,
HapylleHHUs JOrMYECKON M0CIEeJ0BaTebHOCTU B U3JI0KEHUU [IPOrPaMMHOI0 MaTepuala, HO IIpU 3TOM
OH BJQJCET OCHOBHBIMU pa3lelaMyd Yy4eOHOHM NporpamMMbl, HEOOXOOMMBIMH JJisl AalbHEHIIETo
00yueHHs 1 MOXET NPUMEHSThH NOJIy4YeHHbIE 3HaHUS 110 00pa3ily B CTAaHJAPTHON CUTYaIUH;

- OLCHKAa «YyIOBIECTBOPUTENHHO (3)» BBICTABISETCS CTYICHTY, MOKa3aBIIEeMy (parMeHTapHBIH,
pa3pO3HEHHBII XapakTep 3HAHUH, HEIOCTATOYHO MpaBUIbHBIE (OPMYIUPOBKH 0a30BBIX MOHSTHI,
HapylLIeHHs JJOTUYECKOW MOCIIEA0BATENBHOCTH B U3JI0KEHHH ITPOrPaMMHOIO MaTepHasa, HO MPU 3TOM
OH BJajeeT (parMeHTapHO OCHOBHBIMH pa3JelaMHd Y4eOHOW NporpamMMbl, HEOOXOIUMBIMH UL
nanpHeimero o0y4eHHs M MOXET IPUMEHSTh MOJy4YeHHbIE 3HAaHUS MO o0pas3ly B CTaHAAapTHOU
CUTYyalluy;

- OILIEHKAa «HEYIOBJIETBOPUTEIHLHO (2)» BBICTABISETCS CTYIEHTY, KOTOPBIH HE 3HaeT Oouiblleil yacTu
OCHOBHOTO COZCP)KaHUSl Y4eOHOW NpOrpaMMbl JUCHMIUIMHBI, JOMYyCKaeT TIpyOble OIIMOKH B
(bopMyIHPOBKaX OCHOBHBIX MOHATHH AUCIUITIMHBI M HE YMEET UCIOIb30BaTh OTYYESHHBIC 3HAHUS MIPU
PEIIEHUH TUTIOBBIX NPAKTUYECKUX 33134

- OLICHKA «HEYHOBJIETBOPUTENHHO (1)» BBICTABISETCS CTYACHTY, KOTOPBIM HE 3HAeT (OPMYIUPOBOK
OCHOBHBIX IOHATHH AUCHUIUINHBI

5. MeTonuyeckne MaTepuaJbl, onpeaesioIe NpoueIypbl OlleHUBAHUS 3HAHUIN, YMEHUH, HABHIKOB H
(W) onbITA AESATEJILHOCTH



Bo Bpemsi mpoBenieHusT qUQQPEpEeHIIMPOBAHHOTO 3a4eTa W YCTHOTO 3K3aMeHa OOyYaroluecsi MOTYT
MIOJIB30BATHCSI TPOTPAMMON TUCIIUTUINHEIL.



