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AHHOTANMA

Huctmmimaa  «MHpopMmanoHHass 0€30MacHOCTh»  BKIIIOY4aeT B ce0sS  3HAKOMCTBO — CTYACHTa c
MaTeMaTHYeCKMMH  OCHOBAMH  COBPEMEHHBIX ~ KPHNTOTpaMUYECKHX  TEXHOJNOTMH M NPaKTHKaMH
MHPOPMAIIMOHHOW OE30MacCHOCTH, MPHHATHIX B COBPEMEHHBIX OM3HEC-CTpyKTypax. [Ipaktuueckue 3amaHus
BBITIOJTHSIOTCS ¢ HCTIoNb30BanueM s36ikoB C/C++ u Python, a B ciydae paspabdorku Murepuer-cucrem (b, B)
JOTNOJIHUTEIBHO JJOMYCKAeTCsl HCIIOIb30BaHMe si3bIka JavaScript.

1. leau u 3apauu

Meap AUCUMNIMHBI

- (opMmupoBaHre 3HAHWH W HABBIKOB, JIOCTATOYHBIX JISi TOTO, YTOOBI 3((HEKTUBHO MPHUMEHSTH H
MIOHUMAaTh COBPEMEHHBIE NMPAKTUKH MH()OPMAIMOHHON OE30MacCHOCTH M CaMOCTOSATENILHO OCBaWBaTh
CIICIMANIbHBIC 3HAHUS, HEOOXOAUMBIE ISl UX Pa3pabOoTKH.

3agauu AUMCHUILINHBI
- cOopMHUPOBATh TOHUMAHUE MATEMAaTHYCCKUX OCHOB KPHUNTOrpapuu ¥ YMEHHUE pPeliaTh Psii TUIIOBBIX
3a1a4 B OTOM 00J1acTy;
- chopMHpOBaTH TOHUMAHKE OCHOB MPUKIIAJIHON KpUNTOrpad@uu U YMEHHE PEIICHUS PsiJia TUIOBBIX
3a7a4 B OTOM 00IaCTH;

- TIO3HAKOMHUTh CTYJICHTOB C COBPEMEHHBIMH HPAKTHKaMH HH(POPMAIIMOHHONW 0€30MacHOCTH,
MPUMEHSEMBIMU Ha MIPOMBIIIICHHBIX TPEANPUATHIX U B OM3HEC-CTPYKTYypax.

2. Ilepeyens opMupyeMbIX KOMIIETEH M

OcBocHue AUCHUIIJIMHBI HAIIPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

Ko 1 HanmMeHOBaHKE KOMIIETEHIINH WNnaukaTtopsl AOCTHKEHHUS] KOMIIETCHIIN
YK-4 CriocoGeH 0CyecTBISTh JSIOBYIO YK-4.2 Hcnons3yer COBpEMEHHBIE
KOMMYHHUKAIUIO B YCTHON M INCBMEHHOM MH()OPMAMOHHO-KOMMYHHUKAaTHBHBIE cpezcTBa Ui
(hopmax Ha rOCYIapCTBEHHOM SI3bIKE KOMMYHHKaLlU1
Poccutickoii ®enepanuu 1 THOCTPAaHHOM(BIX )
s3bIKe(ax)
OIIK-2 CriocobeH moHUMaTh TPUHITUITBL OIIK-2.1 CnocobeH wuCHoOIBL30BaTh WHGPOPMALUOHHBIC
paboTbl COBpeMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOTUM M IpOrpaMMHbIE CpEICTBA, B TOM 4YHCIE
TEXHOJIOTUH U IPOTPAMMHBIX CPEZACTB, B TOM OTEYECTBEHHOTO IPOU3BOJACTBA, MPHU PEUICHHU 33434
YHCIIE OTE€YECTBEHHOTO POU3BOACTBA, U npodeccuoHaIBHON 1S TeTbHOCTH
WCIONIb30BaTh MX MPH PEIICHUN 33]1a4 OIIK-2.2 Bnaneer HaBbIKAMU CO3[AaHUSA IPOTrPAMMHOIO
1pO(hECCHOHATLHOM JIEATENBHOCTH obecneuenns 11 O9BM u cucteM pa3nuyHON apXUTEKTYPhI
OI1K-3 Cnoco6en pewmars crangaprasie 3anaun |OIIK-3.3 3naeT ocHOBBI MHpOpPMaLMOHHON OE30MIACHOCTH
1po(eCCUOHABHOM JIEATENBLHOCTH HA OCHOBE  |METObI 3allMTHI IIPOrPAMMHOIO 00ECIEYEHUsl OT yrpo3 H
nH(pOpMaLMOHHOHN 1 6ubnmorpaduyeckoi aTrax
KYJIBTYpPBI C IPUMEHEHUEM OIIK-3.1 Ob6najgaer HaBbIKAaMH pPa3pabOTKH apXUTEKTYPhI
MH()OPMAIMOHHO-KOMMYHUKAIIMOHHBIX OpOrpaMMHBIX CHCTEM M  KOMIIOHCHTOB C  Y4YC€TOM
TEXHOJIOTUH U C YYETOM OCHOBHBIX TPEOOBaHHUH |TpeOOBaHMI K NPOM3BOAUTEILHOCTH, HAIEKHOCTH U
nH(POPMALIMOHHOH 6e30MacHOCTH 0€30MMacCHOCTH

3. IlepevyeHnb MJIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCHUILIHHE (MOXYJII0)
B pesynbrare ocBOCHUS TUCIUTUIMHBI 00YYaIONTHUECs JOKHEI

3HATB!
- OTIPEJIETICHNs] OCHOBHBIX OOBEKTOB M MOHATHH U3 001aCTH MaTeMaTHYECKUX OCHOB KpUIITOrpaduu;
- OCHOBHBIE aJITOPUTMBI X IOAXOABI IPUKJIAJTHON KpUIITOrpaduu;
- KJIFOYEBbI€ KOHIETILIUH U TTOIXO0/IbI COBPEMEHHBIX IPAKTUK HHPOPMAMOHHON 0€301acHOCTH.
YMETb:

- MIPUMEHSTh 3HAHUS M3 00JACTH MAaTeMaTHYECKUX OCHOB KpUmTorpaduu JJis aHaiu3a U pa3paboTKH
KPUNTOTpapHUECKUX aJITOPUTMOB;
- TPUMEHATH 3HAHMSA Kypca Ui aHalinM3a pa3lInYHbIX pPEHICHUH B o0nacTu HHMOPMAIMOHHOI
0€e30I1aCHOCTH.

BIIAJIETH:




- MaTeMaTHYECKUM anIapaToM NpUKIaJHON Kpunrorpapuu;
- KOHLICTIUSIMH U TIOHSATHSIMH COBPEMEHHBIX IPAKTUK HHPOPMALIMOHHON 0€30MacHOCTH.

4. Coep:xanue TUCUMILTUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYECKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TpynoeMKOCTb 110 BUAAM YU€OHBIX 3aHATUH, BKIIIOYAs
CaMOCTOSITENIbHYO paboTy, Jac.
No Tema (pa3nen) TUCIUTUTHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTs
pabora
1 Teopust MHOXkeCTB U OyJieBa JIOTHKA 1 1 1
2 OcHoBbI apudpmeTuKu 1 2 1
3 Anrebpandeckue CTPyKTYpPbI 3 2 1
AnroputMuyeckue npoOieMbl B KOJIbLaxX
4 1 2 1
ZnZ
5 Konbia MHOTOUIIEHOB U 018 [amya 2 2 1
6 MarpuuHele Trpynnsl M JIMHEWHBIE 3 ’ |
JUHAMUYECKHE CUCTEMBbI
7 Onnuntryeckas Kpunrorpadus 2 2 1
8 ANTOpUTMBL 1 2 1
9 [Ipocreiimme anropuTMsl Kpuntorpadhuu 2 2 1
10 |ludpoBanue 1 2 1
11 OOmMeH Kmo9aMu 2 2 1
Kpunrorpadgust ¢ OTKpBITBIM KIIOYOM U
12 1 2 1
U poBast MoMUCH
13 |Mudpactpykrypa PKI 1 1 1
14 [Monsitue WHPOPMAIIMOHHOM ) ’ 1
0e30MacHOCTH
OCHOBHBIE ~ KOHLEMUUH ¢  TEPMUHBI
15 o 3 2 2
WH(POPMAIIMOHHOM 0e30MacHOCTH
Pa3zpaboTka ¥ BHEApPEHHE TOIUTHKU
16 . 4 2 2
nH(POPMALIMOHHOH 6e30MmacHOCTH
Hroro yacos 30 30 18
[TonroToBka K 3K3aMeHy 30 gac.
Oobmas TpynoEMKOCTb 108 gac., 3 3au.ex.

4.2. Cogpep:xaHue OUCHUILTUHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (paszeiam)
Cemectp: 7 (OcenHuit)
1. Teopust MHOXKECTB U OyJieBa JIOTHKA

MHuoxectBa U otoOpaxenus. OCHOBHBIE OIepalyM HaJ MHOXXeCTBaMH. BHHapHBIE OTHOLICHHS.
[epecranoBku. Jlormueckue GopMymbl U IPETUKATHI.

2. OCHOBBI apUPMETHKH

Henenune ¢ ocrarkom. Anroput™m EBkmuma. [IpocTbie umcia W OCHOBHAs TeopeMa apu(METHKH.
Kuraiickas Teopema 06 octarkax. Pacnpenenenue npocTbX YUCed.




3. AnreOpandecKkue CTpyKTyphl

I'pynmer. KommyraruBabie rpynmbel. [pymnma nepecraHoBok. Kombila. AnreOpamdeckrne CBOHCTBA
KOJIblIa BBIYETOB Z/nZ.

4. AnroputMuYecKre poOIeMbl B KoJbIax Z/nZ

JuodantoBel ypaBHeHus. @DyHkius Obnepa. beicTpoe Bo3BemeHue B cremeHb. JMCKpETHBIN
norapudm. HanéxHeie 1aT4uku CIIy4aliHbIX YUCEIL.

5. Konpita MHOTOWIIEHOB 1 ot ["anmya

Anroput™ nenenus. Pasnoxenue Ha MHOXuTenu. HempuBoaumble MHOrowieHbl. ApudMeTnka B
nonsix ['anya. Pacimpenns n aBromopu3Mel nosnei.

6. ManI/ILIHLIG Tpyniibl 1 JIMHCHHEIC JUHaAMHUYCCKHEC CUCTEMBI

Knaccuueckue mMarpuusble rpynnsl. JInHeiiHbe AMHaMU4ecKUe cucTeMbl B R n 1 uX criekrpaibHbie
CBOMWCTBA. MaTpullpl ¢ LIEIOYUCICHHBIMU Ko3(dduumenramu. JInHeHHbIE AUHAMUYECKHE CHCTEMBI
HaJl TTOJIIMH BbIUeTOB U nosisimu ['anmya. Asromopduszm @pobenuyca.

7. DnnunTrdeckas Kpuntorpapus

KoHCTpyKIIMSL 2JIMITHYECKOM KPHBOM HaJ KOHEYHBIMHM NONAMHU. [IpOeKTHBHBIE KOOPIMHATHI.
Onnmuntuyeckas apudpmernka. Teopema Xacce.

8. AnropuTM™msl

[lonsatne 00 anropuTMUYecKoil clnoxHOCTH. I[padpl W jgepeBbs. KoHeunble aBTOMaTel U
aBroMopdusmel aepeBbeB. Kimaccel P u NP. Kpunroananus — ocHoBHbIe monxoasl. [Ipencrasnenue o
KBAHTOBBIX BbIUUCIICHUSX.

9. llpocrTeiinue aaropuT™Mbl KpUnTorpadhun

Uctopuueckuit 0630p. Kpunroananuz cxem mudpoBaHus ¢ OUEKTHBHBIM TpeoOpa3oBaHUEM.
XemupoBaHUe - MOJXObI U aJITOPHTMBI.

10. IlIndposanue

[lonsatue o cxeme cuMMerpuyHoro mudpoBanusa. OCHOBHbIE anropuTMbl. biounbie mm@pHI
[Moaxoap! K HaJIE)KHOMY CO3/IAHUIO KITFOUEH MU POBaHMUSL.

11. O6MeH KiTroYaMu

Hcnonp3oBaHMEe CXEeM KIIOUEBOrO OOMEHAa B TEJICKOMMYHHKAIMOHHBIX CHCTEMax. AJTOPUTM
Huddu-Xennmana. Anroputmsl kiaroueBoro oomena ['OCT.

12. Kpunrorpadus ¢ OTKpBITHIM KIIOUOM U IU(POBast MOANHUCH

[IpyHIMOBI ¥ TOAXOABI K CO3JAaHHIO ACUMMETPUYHBIX CXeM MM(POBaHUS U TOAMUCH. AJTOPUTM
RSA. Anropurmsr T'OCT.

13. Uudpacrpykrypa PKI



Cranmaptel TpeacTaBieHuss Kpuntorpapuuecknx coobmeHnit. ASN.1. JlepeBo OOBEKTHBIX
uaentupukaropoB OID. CepTudukarbl OTKPBITHIX KIIOYEH 53JIEKTPOHHOM LH(PPOBON MOIIHCH.
Cranpaptet TOCT. VYnocrosepsitonme teHTpsl u uHdpactpykrypa PKI. [lpaktrka BHeapeHwUs
ungpactpykrypsl PKI B Poccuiickoit denepanuu.

14. Tlonstre nHHOPMAIMOHHON OE30TIACHOCTH

[lonsatue wuHpopmaunoHHo#l Oe3onacHocTH. CouuanbHas WHXCHEPHS KaK WHCTPYMEHT IUis
IpefoTBpalieHnss yrpo3 uH(opmanmoHHoOH Oe3omacHocTu. [IpuMeHeHHME HCKyCCTBEHHOTO
WHTEJUIEKTa TpPH PELICHWH 3aJady COLMANbHOM HHXKEHEPHUH. CrpykTypa HOCTpPOCHUS
TOCYJapCTBEHHOH CHCTEMBI W OCHOBHBIC 3aKOHOAATENbHbIE TpPeOOBaHUS IO  BOIPOCAM
nH(popMaMOHHON 1 Kubepbe3onacHocTH B PO.

15. OcHoBHBIE KOHLEIUN U TEPMUHBI HH()OPMAIIHOHHON 0€301acHOCTH

OcCHOBHBIE TEpPMHHBI M ONpefeicHUss HHPOPMALMOHHOW Oe3onmacHOCTH. OTBETCTBEHHOCTD
JOJDKHOCTHBIX JIMIT 32 BBINIOJTHEHNE 3aKOHO/ATEIbHBIX TpeOoBaHuit o Bonpocam Ub. UHcalineps! n
MCXOASIIUE OT HUX YTPOo3bl HHQOpMaIMOHHOH Oe3onacHocTH. Knbepopyxkue u KuOEepBOHHBI.

16. Pa3paboTka 1 BHeipeHHE OJIUTUKHA WHPOPMAIIMOHHOM Oe30MacHOCTH

Pa3paborka 1 BHenpeHHe MOTUTHKM MHPOpMaLnoHHOW Oe3omacHocTH. ObecniedyeHne 0€30MacHOrO
J0CTyNna K UH(GOPMAIIMOHHBIM aKkTHBaM. [lepcriekTHBHBIE BOIIPOCH MH(POPMALMOHHON 6€301MacHOCTH
u kubepbeszonacuoctu. Tect Triopunra. JlocTikeHIE COCTOSIHUA TEXHOJIOTHYECKONW CHHTYIAPHOCTH.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HEO0X0AMMOM AJIsl OCYIeCTBICHHUS 00Pa30BATEILHOIO
npouecca o JHCHUIIMHE (MOLYJII0)

ydeOHas ayTUTOpHsl, OCHAILEHHAs! KOMITBIOTEPOM U MYJIbTUMEAUNHHBIM 000py10BaHHEM (IIPOCKTOP,
3BYKOBasi CHCTEMA).

6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. Uadopmanmonnas 6€30MacHOCTh OTKPBITBIX CUCTEM [DIIEKTPOHHBIN pecypc], yueOnuk / JI. A.
MenbaukoB. — M., ®nunTa, 2014.— URL: https://e.lanbook.com/book/48368 (mara obparmienwus:
25.01.2021). - IMonnsrit Tekct (Pexxum gocryna : u3 cetu MOTU / Vaanennstit noctym)

2. HopmaruBHas 6a3a u cranaapThel B 001acTH HHPOPMAIMOHHOW 6e301acHoCTH, yueb. nocodwue / FO.
A. PomnueB. — Canxr-IlerepOypr, [Turep, 2018.— URL: https://ibooks.ru/bookshelf/358147/reading
(nara obpamenwus: 24.11.2020). - [Tonnsiii Tekct (Pexxum goctyna : u3 cett MOTH / Ynanennsrid

JOCTYTI)
JomonanTtenyHas uTeparypa

7. llepedyeHs pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 0CBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

HE MIPEAYCMOTPEHO

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIi, HCIIOIb3yeMbIX NPH OCYLIECTBICHUU 00Pa30BaTeJIbHOIO
npouecca 1o JHCHUIIMHEe (MOIYJII0), BKJIIOYAs NepedeHb He00X0ANMOro NporpaMMHOro odecrnedyeHnst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

Ha 3aHATHSX HCTIONB3YIOTCSI MYJIBTHMEANHHBIC TEXHOIOTHUH, BKJIFOYAst IEMOHCTPAIIMIO TIPE3CHTAIUH.
Ha xoMmmproTepax B KOMIBIOTEPHBIX KJIacCax JIOHKHA ObITh YCTAHOBIICHBI ONIEPAIIMOHHAS CHCTEMA
Windows.



9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm 0o 0OCBOCHMIO JTHCHUIIJINHBI (MO)_IyJ'lﬂ)

CTyaeHT, U3ydaroluil Kypc T0JDKEH, C OHON CTOPOHBI, OBJIAAETh OOLIMM HOHATUHHBIM alllaparoMm, a C
ZPYyToil CTOPOHBI, JOHKEH HAYYUTHCS IPUMEHATh TEOPETUUECKUE 3HAHUS Ha MPAKTHKE.

B pesynbrate u3ydeHWs IUCLHUIUIMHBI CTYACHT JOJDKEH 3HAaTh OCHOBHBIE OIPENEIEHMs, MOHATHA,
QJITOPUTMBI, YMETh [IUCaTh MHOTOIPOLIECCHbIE 1 MHOTOHUTEBBIE NPUIIOKEHUS B CPENIE ONEPallMOHHON
cucTeMbl Linux, KOPpEKTHO OpraHU30BBIBATH B3aMMOJICHCTBHE MPOLIECCOB U HUTEH, KaK JIOKAIbHBIX,
TaK ¥ yAaJeHHBIX, paboTaTh ¢ (paiiiaMu U yCTPOWCTBAMHU BBOJA-BBIBO/IA.

VYeneniHoe ocBoeHrE Kypea TpedyeT HanpshKEHHOM paboThl cTyleHTa. B mporpaMme Kypca npuBeieHO
MUHUMaJIBHO HEOOX0IMMOE BpeMsl Ui padOoThl CTy/IEHTa HaJ TEMOM.

CamocrosiTenbHas padoTa BKIIIOUAET B ceOs:

- YTEHHE U KOHCIIEKTHPOBAHME PEKOMEHOBAHHOM JINTEPATYPHI;

- mpopaboTKy y4yeOHOro marepuana (IO KOHCIIEKTaM JIEKIUH, y4eOHOW W Hay4HOH JuTepaType),
JI0Ka3aTeJIbCTBO OTIEJbHBIX YTBEPKIECHUM, CBOMCTB;

- pelleHue 3a/a4, IpeAaraéMblX CTyIEHTaM Ha JIEKLUSX.

PykoBOACTBO W KOHTPOJNb 32 CaMOCTOSITENBHOW paboTOM CTylaeHTa ocymiecTBisieTcss B (opme
WHIUBUAYaIbHBIX KOHCYIBTAllN.

ITokazarenem BiIaeHUs] MaT€pHAJIOM CIIY>)KHT YMEHHE pEIIaTh TEOPETUUECKNE U IPAKTUUECKHUE 3a0a4H.
Jnst GopMUpOBaHUST YMEHUS IPUMEHATh TEOPETUUECKUE 3HAHUS HA MPAKTHKE CTYACHTY HEOOXOAMMO
pelaTh Kak MOKHO OOoJIblIe MpakTHYecKuX 3a1ad. [lpu pemennn 3amay kaxoe 1eicTBre He0OXOANMO
apryMeHTHpOBaTh, CChUIASACh HA WU3BECTHbIE TEOpEeTHYECKHE cBeleHMs. IIporpaMMbl AOJIXKHBI JIETKO
YUTATHCSI U UMETh MOJPOOHBIE KOMMEHTAPHUH.

BaxHo 100UTHCA NMOHMMAHMS M3y4aeMOro Marepuana, a He MEXaHHYeCKOro ero 3anoMuHaHus. [Ipu
3aTPyJHEHUM M3YYEHHUS OTAEIBbHBIX TEM, BOIIPOCOB, CJIEAyeT oOpalaTbCcs 3a KOHCYJIbTalUsAMHU K
JIEKTODY.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HaNpaBJIEHHIO: IIporpammuas nHXEHEpHs

npopuJib NOArOTOBKHU: Pa3zpabotka nmporpaMmMHO-HH()OPMAIIMOHHBIX CHCTEM
BbICIIIaA HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU
BbICIIIaA HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU

Kypc: 4

KBaJIH(UKALUS: OakanaBp
Cemectp, GopMBI IPOMEKYTOUHOH arTecTanuu: 7 (OCeHHUH) - DK3aMeH

PaszpatGoTunk: I1.H. Yepemymkux



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kon 1 HauMeHOBaHME KOMIIETEHIINH NHIuKaToOpbl JOCTHKEHNUS KOMIIETEHIINH
YK-4 Crioco0GeH 0CyecTBIATh JICIOBYIO YK-4.2 Ucnoneiyet COBPEMEHHBIE
KOMMYHHKALUIO B YCTHOH M MMCBMEHHOM WH(POPMALIMOHHO-KOMMYHHUKAaTUBHBIE cpeacTaa JUTS
¢dbopmMax Ha TOCYJapCTBEHHOM SI3bIKE KOMMYHHKALUH
Poccutiickoii ®enepanyu 1 THOCTPAaHHOM(BIX )
sI3bIKE(ax)
OIIK-2 CniocobeH noHuMaTh IPUHIHITBL OIIK-2.1 CnocobeH wucnonb3oBaTh HWHGOPMAILMOHHBIE
paboThl COBPEMEHHBIX HHPOPMAITHOHHBIX TEXHOJIOTUM W NPOTPaMMHBIE CpEICTBa, B TOM 4YHCIE
TEXHOJIOTHI U IPOTPaMMHBIX CPE/ICTB, B TOM OTEUECTBEHHOI'O IIPOU3BOJCTBA, IIPU pEUICHUU 33434
YHCIIe OTEYECTBEHHOTO IIPOU3BOCTBA, U npodecCHOHAIBHON IS TeTbHOCTH
HCIIOJIb30BATh UX IIPY PEUICHUU 3a4a4 OIIK-2.2 Bnageer HaBBIKAMHU CO3JIaHUS TPOTPAMMHOTO
po(eCCHOHATIEHON JAEATENBHOCTH obecrieuenus st OBM u cucrem pa3indHON apXUTEKTYphI
OIIK-3 Cnioco6en pemiars cranaaprabie 3aaa4n |OIIK-3.3 3naeT ocHOBBI HHPOPMALMOHHON 6E30MaCHOCTH U
1npo(eCCHOHAIBHOM IEATENLHOCTH Ha OCHOBE  |METOIBI 3aLIUTHI IPOrPAMMHOIO OOECIEYEHHsI OT Yrpo3 M
WHPOPMAIMOHHON 1 Oubnmorpaduyeckoit arak
KYJIBTYpBI C IPUMEHEHUEM OIIK-3.1 OOmagaer HaBBIKAMH Pa3pabOTKH apPXUTEKTYPHI
MH()OPMALMOHHO-KOMMYHHKAIIMOHHBIX OPOrPaMMHBIX ~CHCTEM M  KOMIIOHEHTOB C  Y4YeTOM
TEXHOJIOTHH U C y4E€TOM OCHOBHBIX TPEOOBaHUH (TpeOOBaHMN K NPOM3BOAUTEIBLHOCTH, HAIEKHOCTH U
MH(POPMAMOHHON 0€30MaCHOCTH 0e30MmacHOCTH

2. Iloka3zare/iM OLCHMBAHMS KOMIIETCHIIUIA
B pesynbrare nzyuenus aucuuiuinasl « THPopMannonHas 6e30macHOCTE) 00y4atoIUNACs JOIKEH:

3HATb:

- OTIpe/ieTICHUsI OCHOBHBIX OOBEKTOB M MOHATHH U3 00JIaCTH MaTeMaTHYECKUX OCHOB KpUITOTpaduu;

- OCHOBHBIE aIITOPUTMBbI U TIOXOAbI TPUKIIAHON KpUITorpapum;

- KJIOUEBbIe KOHLEMIUH 1 TIOAXO/IbI COBPEMEHHBIX MPAKTUK NH(OPMALIMOHHON O0€30MaCHOCTH.
yMeTh:

- MPUMCHSATH 3HAHUS U3 O0JIACTH MATEeMAaTHUYSCKUX OCHOB KpumnTorpaduu JUisl aHaau3a v pa3paboTKu
KPHUITOrpapUyYeCKUX aJrOPUTMOB;

- TPHUMEHATh 3HAHUSA Kypca JUIS aHalu3a pasjiMuYHBIX pPEIICHHUH B 00JacTH WH(OPMAIMOHHOM
0e30MacHOCTH.

BJIAA€Th:

- MaTeMaTHYECKUM arIapaToM NPUKIaJHON Kpunrorpapuu;
- KOHLICTIUSIMH U TIOHSATHSIMA COBPEMEHHBIX IPAKTUK HHPOPMALIMOHHOM 0€30MacHOCTH.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHIi, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0

1  OcHoBHBIE Omepanuu HaJ MHOXKecTBaMH. buHapHbplie oTHomeHus. IlepecraHoBku. Jlormdyeckue
(hOpMYIIBI U IPEAMKATHI.

Ormpezenenre KOMMYTaTHBHBIX TPyIIL. [pymma nepecTaHoBOK.
Anrebpanueckre CBOWCTBA BEIYETOB Z/nZ
JrohaHTOBBI ypaBHEHHS.

2
3
4
5 JluckpetHsrii norapudm. HagexxHble 1aT9uky CITydailiHBIX YUCEIT.
6 Koubua MHorowieHos. HenpuBoaumble MHOTOWIEHBI.

7 JluneliHble TMHAMUYECKHUE CUCTEMBI B R™n 1 uX criekTpaibHbIe CBOICTRA.
8

JIuHeliHple AMHAMUYECKHE CHUCTEMbI HaJl MOJSIMH BBIYETOB M mnoysiMu [amya. ABromMopduzm
®pobennyca.

9 KoHCTpYKIMS 3JUTMIITHYECKOW KPUBOM HaJl KOHEYHBIMHU MOJISIMU.
10 IlpoexTrBHBIE KOOPAUHATEL. DnunTrdeckas apupmerrka. Teopema Xacce.

11 [lonsatue 00 anropuTmMuueckoil cinoxHOCTH. Ipadpel u nmepeBbs. KoHeuHble aBTOMarbl U
aBTOMODP(H3MBI IEPEBHEB.

12 KpunToananus — ocHOBHBIE oxonbl. [IpeacTaBnenne 0 KBAHTOBBIX BEIYUCIICHUSX.




13 Tlonsarue o cxeme cuMMeTpUIHOTO T poBanusi. OCHOBHBIE alTOPUTMBI.
14 bnounbie mudpsl. [Togxoabl K HAJE)KHOMY CO3/IaHUIO KITFOUEH ITH(PPOBAHUS.

15  Hcnonmbp3oBaHHE CXeM KIIIOYEBOT0 OOMEHA B TEIEKOMMYHHMKALMOHHBIX CHCTEMax. AJITOPUTM
Huddu-Xennmana.

16 Aunropurmsl kimtoueBoro oomena ['OCT.

17 IlpuHOUOBI ¥ OAXOABI K CO3AAHMI0 ACUMMETPHYHBIX CXeM IIHU(POBAHUS U MOANUCH. AJTOPUTM
RSA. Anropurmsr T'OCT.

18 Crangaptel mnpencrtaBieHusi Kpuntorpapudeckux coobmenuii. ASN.1. JlepeBo 0OBEKTHBIX
uaentugukaropos OID.

19 CeprudukaTsl OTKPBITHIX KitOued »nekTpoHHOH mudposoi mnoamucu. Cranpaptel ['OCT.

20 Vnocrosepstomue 1eHTpsl U nHPpacTpykrypa PKI. IIpakruka Bueapenus nappactpykrypst PKI B
Poccuiickoii denepanumu.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIIPOCOB M TeM JJISI IPOBeAeHHUA IPOMEKYTOYHOM aTTecTaluu
o0yuyarommxcst

. Uto Takoe «uHPpOpMaIMOHHAS 6E301aCHOCTH» ?
. B 1eMm cocrout meronuka nHOOPMAIIMOHHON 3aIIUThI?
. Uro Takoe MoIUTUKHU Oe301acHOCTH?

1

2

3

4. Kakue moaxo/isl U METOJIMKH YIPaBICHUs HHPOPMAIMOHHOM Oe30MaCHOCThIO BbI 3HACTE?
5. Pacckaxurte 00 OpraHM3alMOHHBIX CTPYKTYpax U COCTaBe CTAaHIAPTU3YIONINX JIOKYMEHTOB.
6

Uro Takoe kareropu3anusi? YeMm OTIMYAIOTCS KaTeropuu Apyr oT npyra? B dyem omimums
KaTeropusaiiu oT Ki1acCHu(PUKaIuy HHPOpMAITIu?

7. Pacckaxute 0 METOAMKE YIIpaBieHHs pUCKaMH B HUHPOPMaLMOHHOHW O€30I1acCHOCTH.
8. Uro Takoe yA3BUMOCTH M KaK OLICHUTh IIOTCHLIUAIbHbIE TOTEPH?

9. Kakue Tumel TpeOoBanuii WHGPOPMALMOHHOM Oe3omacHOCTH cyuiecTByioT? Ilepeunciuts.
OxapakTepHu30Barh.

10. Kakue tunsl kpunrorpa@uyecKux alrOpuTMOB BbI 3HaeTe?

11. Yto Takoe CHMMETpHYHbIEC 1 ACHMMETPUYHBIC CUCTEMbI ITHU(PPOBaHNS?

12. Yro Takoe rudposas moanuch u xsui-¢pyHknuu. Ooriee 1 paznuyus?

13. HanmonanbHbIe (TOCYIapCcTBEHHBIE) 0COOEHHOCTH KPUTITOrpadUIESCKUX CHCTEM?
14. TlepeurcauTh TUIBI CPEACTB 3ALTUTHI OTIEPAIMOHHBIX CUCTEM?

15. OObscHUTE MPUHIIUIIBI 3aIMTHI TPUKJIATHOTO MPOTPaMMHOT0 00ecTieueH s ?

16. IlepeuncauTh Kiacchl CpecTB ceTeBoi OezonacHocTH. OXapaKTepu30BaTh KaX (bl U3 KJIACCOB.
17. Onumute apxutextypy IP VPN 1o BceM ypoBHSIM CeTEBBIX B3aUMOAEHCTBUN?
18. Tlepeuncnuts npotokoisl [P VPN mo BceM ypoBHSIM CETeBBIX B3aMMOAECHCTBUIA?
19. Pacckaxure 06 apxurexrype [PSec.

20. Ilepeuncnute Bce MpOTOKOIBI B apxurektype IPSec.

21. Pacckaxute o mpoTokojiax uaeHTudukanuu B apxurekrype IPSec.

22. Pacckaxwure 0 mpoTokosax mudposanus B apxutekrype [PSec.

23. Pacckaxure o0 MpoTOKOJIax reHeparyu 1 oomena kiroueit IKE.

24. Uro Ttaxoe wHPpacTpykrypa oTKpbIThiX Kimtoued (PKI — public key infrastructure)? Omnummre
apxutekTypy PKI, OCHOBHBIE KOMIIOHEHTHI.

[Tpumepsl OuIETOB:

burer 1.

1. Anroputm RSA.

2. SQL uabeKuH.

burer 2.

1. 3ammiieHHble CeTeBbIC IPOTOKOIIBI.
2. Xew-(pyHKIUH.

Kputepun oniennBanus



Onenka «ortmuuHo (10)» BeicTaBisieTcs oOydaroleMycs, €cCJIM TI0Ka3aBIIEeMy BCECTOPOHHHUE,
CHCTeMaTH3HPOBaHHBIC, IITYOOKUE 3HAHHS MpeAMeTa U B Xole Oecepl OH BEPHO M JETAIBHO OTBETHI
Ha dYeTelpe (4) NIPOM3BOIBHBIX BOIPOCA M3 BBHIIIC IPHUBEIACHHOTO TepedHs. JleTanbHbIi OTBET
IpeAIosaraeT BepHbIE OTBETHl Ha BCE YTOUHSIOIIME BOMPOCHL. [10AroTOBKA M 3aIlIMTa WHUIMATUBHON
KypCOBOM pabOTBhI SBIAETCS IPEUMYIIECTBOM.

Onenka «otnuaHo (9)» BbICTaBIsIeTCS OOYyYaIOMIEMyCsl, €clii B XOJe Oecelbl OH BEpPHO, HO HE
MCUYEPIBIBAIOIIEE JICTATBHO OTBETHJI Ha YeThIpe (4) MPOM3BOJIBHBIX BOMPOCA U3 BBIIIC MPUBEICHHOTO
nepeyHst (MOT HE OTBETUTb Ha HEKOTOpBIE YTOUYHSIONIME BOIpochl). llomroroBka u 3amuTa
MHHUIUATUBHOMN KypCOBOM pabOTHI SABJISIETCS IPEUMYIIIECTBOM.

Onenka «oTauaHO (8)» BBICTABISIETCS OOYYaIOMIEMYCsl, €clii B XoJe Oecelbl OH BEpPHO, HO HE
MCUYEPIBIBAIOIIEE JICTATBHO OTBETHJI Ha YeThIpe (4) MPOM3BOIBHBIX BOIPOCA U3 BHIIIC PUBEICHHOTO
nepeyHst (He OTBETWJI Ha YTOYHSIOIIME BOIIPOCHI).

Omnenka «xoporio (7)» BeICTaBisieTcs: 00y4armeMycs, €Clii B Xoie Oece/lbl OH BEPHO M JJOCTATOYHO
JETAIBHO OTBETWI Ha TPH (3) MPOM3BOIBHBIX BOIPOCA W3 BHIIIE NMPHUBEACHHOTO NepeyHs. JleTambHblii
OTBET IMIPEANoJaraeT BEpHbIE OTBETHl Ha BCE YTOUHSIOIIME Bompochl. [loarotoBka u 3ammra
MHHUIUATUBHOM KypCOBOM pabOTHI SABJISIETCS IPEUMYIIECTBOM.

Onenka «xopomo (6)» BbIcTaBisieTcs oOyyaromeMmycs, €ciu B Xoie Oeceabl OH BEPHO, HO HE
MCUEPIBIBAIONIECE JETAIFHO OTBETHJI HAa TpH (3) MPOM3BOJIBHBIX BOMPOCA M3 BHILIE MPHUBEICHHOTO
nepeyHs (He OTBETWJI HAa HEKOTOPBIE YTOUHSIOIIUE BOIPOCHI). [1oAroToBKa M 3ammrTa MHUIMATHBHOM
KypCOBOM pabOTBHI SBIAETCS IPEUMYIIECTBOM.

OmeHka «Xopoto (5)» BBICTAaBISETCS 00ydYaromEeMycsi, €ClIM B X0[e Oecelbl OH BEPHO U JIOCTATOYHO
JIeTaIbHO OTBETWII Ha JBa (2) MPOM3BOJIBHBIX BOIIPOCA W3 BBIIIE MPHUBEICHHOTO NepedHs. JleTanbHblit
OTBET IPEAIOIaraeT BEPHbIC OTBETHI HA BCE YTOUHSIOIINE BOTIPOCHL.

OrneHka «yIOBIETBOPUTENHHO (4)» BBICTABISICTCS OOy4aromeMycs, €CJii B XOze Oecelbl OH BEpHO U
JOCTaTOYHO JI€TAJILHO OTBETHJ HA OAMH (1) MPOM3BOJIBHBINA BOIPOC U3 BHILIEC MPUBEICHHOTO MEPEUHS.
JleTanbHBIN OTBET MPEIoIaraeT BEpHbIC OTBETHI HA BCE YTOUHSIOIIUE BOMPOCHL. [lonroroBka u 3ammra
MHHULMATUBHOHN KypCOBOH pabOThI ABJISIETCS IPEUMYIIIECTBOM.

OreHKa «yIOBIETBOPHTENIHHO (3)» BBICTABISICTCS O0ydYaIOIIEMyCsl, €CJIM B X0/l Oecebl OH BEpHO, HO
HE HMCYEPIIBIBAIOIIEE JIeTabHO OTBETWII Ha OAUH (1) MPOM3BOJIBHBINA BONPOC M3 BBIIIE MPUBEICHHOIO
niepeyHst (He OTBETHII HA YTOYHSIFOIIHE BOIIPOCHI).

OueHKa «HEYOBIETBOPUTENIBHO (2)» BBICTAaBISIETCS 00ydaroeMycs, ecii B Xozie Oecesl OH HE CMOT
OTBETUTHh HHU Ha OJIMH MPOM3BOJILHBIN BOIPOC W3 BBIIIE MPUBEACHHOTO MIEPEYHS, HO CMOT OTBETUTH Ha
HaBOJAIINE BOIPOCHI U BOIPOCHI € «IIOACKA3KaMI».

OmeHka «HeyaoBIeTBOPUTENIHHO (1)» BICTaBIsIeTCS 00yJaroneMycs, eciim B Xozie Oecebl OH He CMOT
OTBETUTHh HU HA OJIMH MPOM3BOJILHBIN BONPOC U3 BBIIIE MPUBEACHHOIO MEPEYHs, a TaK K€ HU Ha OAMH
HaBOJSILIUI BOIIPOC.

5. MeTonuueckne MaTepuaIbl, ONpeIesONINe MPoueIyPbl OIleHHNBAHUS 3HAHUI, YMEHUIl, HABBHIKOB U
(W1M) oNbITA AESITEILHOCTH

W TOrOBBIN KOHTPOJIb IPOBOIUTCA B JOpMaTe YCTHOTO U (MJIM) MUCbMEHHOTO SK3aMEHa.
Bpewms orBeieHHOE Ha K3aMeH: 4 akaJleMU4eCKUX Jaca.



