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BBICIIAS IIKOJIA TPOTPAMMHOI HWH)KCHEPHH
kadenpa nHQOPMATUKH U BBIYUCIUTEIHLHON MaTeMaTHKU

Kypc: 2
KBaJIMpUKALS: GakanaBp

CemecTp, (hopMBI POMEKYTOUHOM arTecTanuu: 4 (BECCHHHI) - DK3aMEH

AynutopHbIX 4acoB: 60 Bcero, B TOM 4HCIIE:
nexuud: 30 yac.
cemuHapsl: 30 gac.
nabopatopusle 3ansaTus: 0 gac.

CamocrostensHas padora: 54 yac.
[TonroroBka k 3x3ameny: 30 yac.

Bcero gacos: 144, Bcero 3au. en.: 4

[Iporpammy cocrasuin: J.A. TlonnecHsIX, cTapuInii mpenoaaBaTeb

[Iporpamma obcyxaeHa Ha 3aceqannu Kadenpsl THPOPMATHKH U BRIYUCIUTENbHONU Maremaruku 28.08.2024



AHHOTANMA

Kypc «CereBble TEXHOIOTMI» OXBaThIBaeT (PyHIAMEHTAJbHbIE W NPUKIAIHBIE ACHEKThI IMOCTPOCHHMS,
HACTPOMKH M 3aIIUThl KOMIbIOTEpHBIX ceTeil. Ctynentsl uzydar monenu OSI u TCP/IP, ocHoBHBIE ceTeBbIe
MPOTOKOJIBI, METOABI MapIIpyTHU3allMH, OTUATHOCTMKM M MOHMTOPHMHIa cereBoro Tpaduka.B pamkax kypca
CTYACHTBI OCBOSIT MPUHIMIIBI pabdoThl ceTeBhIX ypoBHed Monenu ISO/OSI u B3aumozaeicTBUE IPOTOKOJIOB;
HacTpOMKYy UM aJMUHUCTPUPOBAHME JIOKAJIbHBIX WU PACHPEIENICHHBIX CETed; METOAbl Harpy304HOro
TECTUPOBAaHMA W JHUATHOCTHKH CETEBBIX MpoOJieM; NPOrpaMMUPOBAHHE CETEBBIX MPHIOKEHUH U
B3aumoieiicteue ¢ API; ananu3 cereBoro Tpaduka U BbISBICHUE YSI3BUMOCTEH.

Kypc opueHTHMpOBaH Ha CTYICHTOB, JXEJAIOUIMX MOIYYNUTh HPAKTHMYECKHE HABBIKM B OOJIACTH CETEBOIO
aJIMUHUCTPUPOBAHUSI, KHOEPOE30MaCHOCTH U Pa3pabOTKH pacpeeICHHBIX CHCTEM.

1. leau u 3apauu

eap AUCUMNIMHBI

- OCBOEHHME NPUHIMIIOB OpraHU3aluu M (PYHKIMOHHUPOBAHHS KOMIBIOTEPHBIX CeTei, 0cOOCHHOCTEH
paboThl B KOMIIBIOTEPHBIX CETSAX, 3HAKOMCTBO C COBPEMEHHBIMHU CETEBBIMU TEXHOJOTHIMH, IOJTy4YCHHUE
MPAaKTHYECKUX HABBIKOB PA0OTHI B JIOKAIBHBIX CETAX.

3agaun AU COMIIHHBI
- HAy4YMTb CTY[EHTOB IIPOEKTUPOBATh U PACCUUTHIBATH TOIOJOIMU U CTPYKTYPbl KOMIIBIOTEPHBIX CETEH.

2. llepedyens popmMupyemMbIX KOMIETEeHUHH

OcBoeHue TUCIUILTMHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONIMX KOMITETEHITHIA:

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA NuaukaTopsl JOCTHKEHHS] KOMIIETEHIINH

VYK-1.2 HaxomuT, KpUTHYECKH aHAIU3UPYET M BBHIOMpAeT
nHpOpMaLKI0, HEOOXOOUMYIO AJISl PELICHUS! IOCTaBICHHON
3a7a4n

YK-1 CriocobeH oCymiecTBISTh [TOUCK,
KPUTHYECKUI aHAJIM3 U CUHTE3 HH(POPMALHH,
NPUMEHSATh CUCTEMHBIH MOXO/ sl PEICHUS
MOCTABJICHHBIX 33]1a4

VYK-1.3 PaccmarpuBaeT pas3iH4YHBIE BapUaHThl PELICHUS
3a[1auy, OLICHUBAET UX IIPEUMYILECTBA U HEOCTaTKU

YK-1.4 I'pamotHoO, JIOTUYHO, apryMeHTHPOBAHHO
(dhopmHpyeT cOOCTBEHHBIE CY>KICHHS U OLIEHKU

YK-1.5 Ompenenser ©  ONEHUBACT  NPAKTUYECKHE
MOCIIE/ICTBUSI BO3MOXKHBIX BAPUAHTOB PEIICHUS 3a/1a91

YK-2 CriocoGen onpenensiTe Kpyr 3a/1a4d B VYK-2.1 ®opmynupyeT COBOKYNMHOCTh B3aHMMOCBI3aHHBIX
paMKax MOCTaBJICHHOM LENH U BBIOMPATh 3aJady B paMKax  IIOCTaBJIEHHOW  wenu  paboTsl,
OINITHMAJIbHBIE CIIOCOOBI UX PELICHUs, UCXO U3 |00eCTIeUNBAIOLINX ee JOCTHIKEHUE. Omnpenenser

JNEHCTBYIOIIMX MPABOBBIX HOPM, HMEIOIIUXCSL  |0KHUAAEMBIE PE3YJIBTaThl PEMIEHUS OCTABICHHBIX 3a7a4
PECYPCOB U OTpaHUYEHUI

OIIK-1 CniocobeH npuMeHSITh OIIK-1.3 CnocobeH ompenensTs TpaHHIbl TPUMEHHUMOCTH
€CTECTBCHHOHAYYHBIC H OOIICHHKCHEPHBIE TIOJTY9EHHBIX PEe3yJIbTaTOB

3HaHMA, METO/IbI MAaTEMAaTHYECKOTO aHaJIn3a U

MOJEIINPOBaHNS, TCOPETUIECKOTO U OIIK-1.1 CnocobeH aHanM3upOBaTh MOCTABICHHYIO 3ajady,
9KCTIEPUMEHTAIBHOTO HCCIIEA0BAHNUS B HaMmeyarh [yTH €€ PELICHUS

npodecCHOHAIBHON IS TeTbHOCTH

OIIK-2 CriocobeH moHUMAaTh TPUHITUITBL OIIK-2.1 CnocobeH wWCHoiIb30BaTh WHPOPMALMOHHEIC
paboTBI COBPEMEHHBIX HH(POPMAIIHOHHBIX TEXHOJIOTUM W TPOrpaMMHBIC CPEICTBAa, B TOM YHUCIIE
TEXHOJIOTU U IPOrPaMMHBIX CPEACTB, B TOM OTEYECTBEHHOTO TIPOM3BOJCTBA, NPU pPELICHUH 3aj]ad
YHCIIe OTEYECTBEHHOTO IIPOU3BOJICTBA, U npodecCHOHAIBHON IS TeTbHOCTH

WCIIONIb30BaTh UX MPH PEIICHUHU 3a]1a4
npodecCuoHaTbHON e TENBHOCTH

OIlK-4.1 3naer ocHOBHbIe TIpaBwia  OQopMIICHHUS
TEXHUYECKOH [OKYMEHTallud Ha Pa3IUYHBIX CTaIusaxX
’KM3HEHHOTO IMKJIa MH(POPMAIIHOHHON CHCTEMBI

OIIK-4 CriocobeH yuacTBOBaTh B pa3paboTKe
CTaHJApTOB, HOPM U MPABUIL, @ TAKKE
TEXHUYECKON JOKYMEHTALUHU, CBA3aHHOM C
po¢eCCUOHANTBHON e TENbHOCTHIO

OIIK-4.2 Brnageet Ha MPaKTHKE METOIOJIOTUEH COCTABICHUS
HAYYHO-TEXHUYECKHUX OTYETOB (IIPOCKTOB)




OIIK-6 CriocobeHn pa3padbarbiBaTh aJrOPUTMBI U

[IPOrpaMMBbl, IPUTOAHBIE ISl IPAKTUYECKOTO
WCITOJIb30BaHNs, IPUMEHSTH OCHOBBI
MH()OPMATUKHU U IPOTPAMMHUPOBAHUS K

OIIK-6.1 3Haer anropuTMbl pEIICHUS THUIOBBIX 3ajad,
00JIaCTH U CIOCOOBI UX IPUMEHEHUS

OIIK-6.3 3HaeT METOIBI TECTUPOBAHMUS IPOTPAMMHOTO KOJIa
Ha OMmMUOKKM M crmocoOeH TPOBOJAHWTHL TECTHUPOBAHHE Ha

POEKTUPOBAHUIO, KOHCTPYHPOBAHUIO U pa3IMyHBIX  YPOBHSAX  (MOAYABHOE, HMHTETPALMOHHOE,
TECTUPOBAHMIO POTPAMMHBIX NPOITYKTOB CHCTEMHOE)

OIIK-8 CriocoOeH oCcylIecTBISTh MOKCK, OIIK-8.3 VYmeer ONTUMHU3UPOBATH U  TPOBOJIUTH
XpaHeHue, 00pabOoTKy M aHau3 HHPOpMAUN  |pedakTOPUHI CYLIECTBYIOIIETO KoJa MJsl  YAyYIIEHUs

U3 Pa3IMYHbIX HCTOYHUKOB U 0a3 JaHHBIX,
MPEICTaBIATH €e B TpeOyeMoM (opmare ¢
UCTIONIb30BaHNEM MH()OPMAILIMOHHBIX,
KOMITBFOTEPHBIX U CETEBBIX TEXHOJIOTUI

MIPOU3BOJUTENLHOCTH U MOAJIEPIKKHI

3. IlepeyeHb NIAHMPYEMBIX Pe3yJIbTATOB 00yUeHHUsI N0 JUCHMUILINHE (MOLYJII0)
B pesynbrare 0cBOEHHS AUCLUIIMHBI 00y4aIOIINeCs JOIKHbI

3HATb.

OCHOBHBIC ITOHATHUA KOMIIBIOTCPHBIX CeTeH: THUIIBI, TOIIOJIOTMH, METOABI JOCTYIIa K CPEAC ICPEAAIN,
alfrapaTHblC KOMIIOHCHTBI KOMITBIOTCPHBIX ceTeﬁ;

- TPUHIIUIBI TAKETHOW Mepe/laur JaHHbIX;

IIOHSATHE CETEBOM MOACIIH,

cereBas moaenb OS] u Apyrue ceTeBble MOIETH;

- TPOTOKOJIBI: OCHOBHBIC TIOHSTHS, NPUHIMIIBI B3aUMOICHCTBUS, pa3iH4us ¥ OCOOCHHOCTH
pacrpocTpaHEHHBIX IPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B ONEPAIIMOHHBIX CHCTEMAX;

YMETB:

pCUICHNHU Pa3JIMYHbIX 3a/4a4;

ajpecanmd B CCTAX, OpraHu3anus MEKCCTECBOIO BO3I[6ﬁCTBH$I.

OpraHM30BBIBaTh U KOH(UTYPUPOBATH KOMITBIOTEPHBIE CETH;
CTPOMUTbH U aHAJIU3UPOBATh MOJIEJIU KOMIIBIOTEPHBIX CETEH;
3¢ PEKTUBHO MCIONB30BaTh allapaTHbIE M NPOTrPaMMHBIE KOMIIOHEHTBI KOMITBIOTEPHBIX CETEH IMpH

- BBIIOJIHATE CXCMbI U YCPTCKU IO CHCHUAIIBHOCTHU C UCIOJB30BAHUCM NPHUKIIAAHBIX MPOrpaMMHBIX

CPEICTB;

- paborarh C MPOTOKOJIAMH Pa3HBIX YPOBHEH (Ha mpuMepe KOHKPETHOro creka nmporokosnos: TCP/IP,

IPX/SPX u T.1.);

BJIAJIETD:

YCTaHaBIMBATh U HACTPaNWBaTh MapaMeTPhl IPOTOKOJIOB;
IIPOBEPATH IPABUIBHOCTH II€pe/lauyl JaHHbIX;
0oOHapy>KMBaTh U YCTPAHAThH OLIMOKY NP Tiepeiade JaHHBIX;
MPOrpaMMHPOBAaTh ceTeBbie puiokenus B creke TCP/IP.

- WHCTPYMEHTAaJbHBIMU CpeJicTBaMu IpoekTtrupoBanus JIBC;
- HCIIOJIb30BaHHUEM BCTPOEHHBIX CPENCTB MOHUTOPHHIA KOMITBIOTEPHBIX CETEH;
- WCTIONB30BaHUEM CPEJCTBAMU yIIpaBlieHUs Ha 06a3e mpoTokona SNMP.

4. Coep:xanue TUCUMILIUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYCCKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUeOHBIX 3aHSATHIA

TpynoeMKOCTb 110 BUaM YU€OHBIX 3aHATUH, BKIIIOYAs
CaMOCTOSITENIbHYO padoTy, Jac.
No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTsr
pabora
1 Texuuka 6e3omacHOCTH 2
2 Pusnyeckuii ypoBEHb 2 2 3
3 KananbeHBbI1 ypOBEHb 2 2 3
4 CereBoli ypOBEHb 2 2 4




5 TpaHcnOpTHBIN ypOBEHB 2 2 4
6 CeaHCOBBII1 YPOBEHD 2 2 4
7 YpoBeHb MpencTaBIeHUs JaHHbBIX 2 2 4
8 [IpuknaaHo#t ypoBeHb 2 2 4
9 Co6opka cetn 2 2 4
10 HarpysouHnoe TECTUPOBaHUE ceTH ) ) 4
KJIOHHPOBaHHEM 00pa30B JHCKOB
11 Hacrpoiika BBIIEIIEHHOTO KOHTEITHEpPa 2 2 4
12 |Pa3pabotka caiiTa mpoekra 2 2 4
13 Hammcanue ceTeBoro npuiiokeHus 2 4 4
14 |IlepexBaT makeToB 2 2 4
15 TecTupoBanue MIPUIIOKECHUS Ha ) 5 4
YSI3BUMOCTH
Uroro wacos 30 30 54
ITonroToBka k 3K3aMeHy 30 gac.

OO01mas TpynoEMKOCTh

144 gac., 4 3au.en.

4.2.

Coneprxanue TUCIUIUIAHBI (MO ), CTPYKTYPUPOBAHHOE MO TeMaM (pasiernam)

Cemecrtp: 4 (Becennuit)

1. Texauka 6€30macHOCTH

Texnuka 6e3onacHoctu. KOpuanyeckue acrekTsl

OcCHOBHBIE YIpO3bl, METO/IbI X MPEJOTBPAILEHHS, a TAK)Ke HOPMAaTHUBHbIE TPEOOBAHUS U CTAaHIAPTHI.

CopesnoBanus CTF. Bug Bounty

2. ®u3nyuecKuil ypoBeHb

Omnuecknuii  ypoBenb Mojenu ISO/OSI. Mennbie kabenmu. Onrudeckoe BONOKHO. Wi-Fi.

CHYTHI/IKOBLIG KaHaJIbl

[TapameTpbl mpoITyCKHON CIIOCOOHOCTH U CIIOCOOBI YCTPAHEHUS TIOMEX.

3. KaHaneHBI ypOBEHb

Kananbnsiit ypoBens. Ethernet. CButu u xa06. STP

MCTOI[LI YHOpaBJICHUSA KOJUIU3UAMUA U obccreueHus HAACKHOCTHU ICpeaAaIn JaHHBIX.

4. CeTeBoil ypOBEHb

IIporoxoun IP Bepcuii 4 u 6

Anroputmsl mapupytuzanuu OSPF, BGP.

5. TpaHCHIOPTHBIN yPOBEHB

TCP, UDP, SCTP, ICMP

MexaHU3MBI YCTaHOBJICHUS COGﬂHHCHHﬁ, YHOpaBJICHUA IMIOTOKOM, KOHTPOJIA oImIMOOK U 00cCIeUeHHs

HaJIe)KHOCTHU NIEpeadn JaHHbBIX

6. CeaHCOBBIN YpPOBEHB

Ceancoblit ypoBens monenu [SO/OSI. SMB

RPC, NetBIOS, TLS




7. YpOBEHb NPEACTABICHUS JaHHBIX

[opsinok GaiitoB. I'padmueckue dopmarel. KomupoBkn. CHMMETpUYHOE W aCHMMETPHYHOE
mudpoBaHue.

JSON, XML.

8. IIpuknaxHOl ypOBEHb

[Iporoxoner HTTP, HTTPS, SMTP, POP3, FTP. KitnenT-cepBepHast apXuTeKTypa.
9. Cbopka cetn

Coopxka cetu. TectupoBanne kabens. Kareropun Butoit mapsr. [logkimtoueHne onTHYECKOTO BOJIOKHA.
Komanmnas cTpoka cisco, mikrotik, juniper

10. Harpy3o4Hoe TeCTUpOBaHUE CETH KJIOHHPOBAaHHEM 00pa30B JAUCKOB

[MpomyckHast ctocoOHOCTh ceTH. MHoroanpecHas nepenada. Lllnpokosemanne. COopka u HaCTpoOiKa
CEeTH JUIsI Tiepeiadn 00X 00bEMOB JJAaHHBIX.

Clonezilla, aBToMarr3anuu pa3BepTHIBAHUS U MOHUTOPUHTY HAarpy3KH.

11. Hacrpoiika BBIIEI€HHOTO KOHTEITHEpa

[MpuanMTBL paboTel XocTHHT-TIpoBalinepoB. Konreitnepuzamus. Docker, LXC, openVZ. Hactpoiika
KOHTeIHepa, BbIIaHHOTO Ha obnake vdi.mipt.ru

12. Pa3paboTka caiiTa mpoexra

[logusitTue web-cepBepa Ha BBIJAHHOM Ha MHCTHUTYTCKOM oOnake KoHTelHepe. Hanmcanue
web-ctpannuky Ha HTML. [Monyuenne ceprudukara ot Let's Encrypt

PHP, Javacript

13. Hanircanue ceTeBOro MpuiioKeHNs

Hanucanue cereBoro npuiioKeHHsl 4epe3 COKEThl. YIAANEHHBIM BBI30B Hpolenyp. BeI30oB MeTOnOB
yaan€HHbIX 00bexToB. Google Protocol Buffers

WebSockets, REST API.
14. IlepexBar makeToB

[lepexsar nakeros. Wireshark. TCPdump. ARP spoofing
Texuuku cHu(GUHra, BHISIBICHUS aHOMAJIUH, aHAIN3a IPOTOKOJIOB M OOHAPY>KEHUS aTak.

15. TecTnpoBaHHE MPUIIOKEHUS Ha YA3BUMOCTH
OWASP top 10. TecTtupoBaHue NpUIOKEHHUs Ha YSI3BUMOCTH, YTHIUTH nmap, sqlmap. Bug bounty
nporpamMmma MUHOOpHaYKH.

Mertonp! 3amuthl oT atak (SQL-unbekinn, XSS, CSRF).

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLIeCTBJIECHHNS 00pa30BaTEIHLHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)



KommbroTepHast ayIuTOpHsi ¢ HHTEPAKTUBHOMN JTOCKOW U MTPOSKTOPOM.

Kommrotepsr ¢ He MeHee yem 16 I'b O3Y, auckpetroii Buneokaptoii NVidia ¢ moguepxkkoit CUDA
SSD ne menee 512 I'b.

Oneparnuonnsie cucrembl CentOS 7, Astra Linux, Kali Linux

Konreitneprr Ha 0a3e Parallels Cloud Server s kakaoro cTyneHTa

VYnpasnsembie cButun Cisco u ElTex, mapuipytuzaropst Juniper u Mikrotik

ApromarusupoBanHbie poBepsimue cucreMsl Ejudge, ElJudge, CTFd, LMS.

6.IlepeyeHb pekoMeHAyeMOM JIUTEPATYPHI

OcHOBHas JIuTEparypa
1. OcHOBEI ceTeil nepenayn JaHHBIX, DJIEKTPOH. Bepcus ned. myonukauuu / B. I Onudep, H. A.
Omucdep. — Mocksa, UHTYUT, 2016
2. OCHOBBI JIOKaJIbHBIX KOMITBIOTEPHBIX ceTeld , yuebd. mocodue / A. H. Ceprees. — CI16., Jlans,
2021.— URL: https://e.lanbook.com/book/152651 (nara obpammenus: 29.01.2021). - [TonHbIid TEKCT
(Pexxum noctyna : u3 cetn MOTU / YnaneHHsiid 1ocTyIn)

JomnonHurenbpHas auTeparypa

7. llepedyeHs pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHST TUCIMIIJIMHBI (MOTYJIsA)

HE MIPEAYCMOTPEHO

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIi, HCIIOIb3yeMbIX NPH OCYLIECTBJICHUU 00Pa30BaTeJIbHOI0
npouecca 1o JHCHUIIMHE (MOIYJII0), BKJIIOYAs NepedeHb He00X0AUMOro NpOrpaMMHOro odecnedyeHnst
¥ MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

Ha nexnusax ucnosb3yeTcsi KOMIBIOTEP W MYJIBTHMEAMWHOE 000pya0BaHue (TIPOCKTOP, 3BYKOBAsI
cucTema),

9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm 0o 0OCBOCHMIO JTHUCHUIIINHBI (MO)_Iy.Tlﬂ)

Ilpy  BbImOMHEeHMHM W 3ammTe  Ja0OPAaTOPHBIX ~ pabOT  CleAyeT  PYKOBOACTBOBAThCS
y4eOHO-METOIUYECKIUMHU yKa3aHUSAMHU NPENoJaBaTels.

Pexomennyercst cHavyala BBIIOTHUTD MIPOCTHIE 3aJaHUS U1 OCBOCHHUS 0a30BOH (THUIIOBOI) TEXHOJIOTHH.
ITo Mepe ocBOEHHS IPOTrPaMMHOM CPebl CTaBITCS Bce OoJiee CIOKHBIC 3aJa4H, PH PELIEHUH KOTOPbIX
OyAyT aKTHBH3MPOBATHCS 3HAHUS JTOTIOIHUTEIIBHBIX BOSMOKHOCTEH JaHHOU cpeabl. MTak, mepexons ot
MPOCTHIX 33/1aHUH K Oojiee CIIOXKHBIM, OyleT ocBOeHa OoJblIasi YacTh TEXHOJIOTHYECKUX OIepaIfii B
KOHKPETHOH MPOTrpaMMHOMN CpeZie U AOCTUTHYT AOCTATOYHO BBICOKUH MpodeccnOHaNbHBIA YPOBEHb.
Cnada u 3ammuTa pabOTHl BKJIIOYAET IPOBEPKY AJIEKTPOHHBIX (haiijloB M OTBETHl HAa KOHTPOJIbHBIC
BOIPOCHI, KOTOPBIE JOJKHBI MPOAEMOHCTPUPOBATH TEOPETHUECKUE U NTPAKTUICCKUE 3HAHUS, YMCHHS U
HaBBIKU 110 COOTBETCTBYIOILEH TEME.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HANPABJICHUIO: IIporpammuas nHXEHEpHs
npopuJib NOArOTOBKHU: Pa3zpabotka nmporpaMmMHO-HH()OPMAIIMOHHBIX CHCTEM
BbICIIIas HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU
kadeapa MHOOPMATUKU U BBIYUCIUTEIHLHON MaTeMaTHKU
Kypc: 2

KBaJIH(UKALUS: OakanaBp
Cemectp, (hopMBI IPOMEKYTOUHOH arTecTanuu: 4 (BeCeHHUN) - DK3aMeH

PaszpatGoTunk: J.A. IloanecHsbIX, CTapUIMiA IpENogaBaTeb



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 Criocoben oCyIIecTBISATh MTOUCK,
KPUTHYECKUI aHAJIM3 U CUHTE3 HH(POPMALHH,
NPUMEHSATh CUCTEMHBIH MOXO/ sl PEIICHUS
MOCTABJICHHBIX 33]1a4

VYK-1.2 HaxomuT, KpUTHYECKH aHAIU3UPYET M BBHIOMpAeT
nHpOpMaLKI0, HEOOXOOUMYIO AJISl PELICHUS! IMOCTaBICHHON
3a7a4n

VYK-1.3 PaccmarpuBaeT pas3iIHyYHBIE BapHUaHTHl PELICHUS
3a[1auM, OLICHUBAET UX IIPEUMYILECTBA U HEOCTaTKU

YK-1.4 I'pamotHO, JIOTUYHO, apryMeHTHPOBAHHO
(dhopmupyeT cOOCTBEHHBIE CY>KICHHS U OLIEHKU

YK-1.5 Ompenenser ©  ONEHUBACT  NPAKTUYECKHE
MOCIIE/ICTBUSI BO3MOXKHBIX BAPUAHTOB PEIICHUS 3a/1a491

YK-2 CriocoGen onpenensite Kpyr 3a1a4d B
paMKax MOCTaBJICHHOM LENN U BBIOMPATh
OIITHMAJIbHBIE CTIOCOOBI UX PELICHUs], UCXOIS U3
JEHCTBYIOIUX PAaBOBBIX HOPM, HUMEIOLITHXCSI
PECYPCOB U OTpaHUYEHUIN

VYK-2.1 ®opmynupyeT COBOKYNMHOCTh B3aHMMOCBI3aHHBIX
3aJad B paMKax  IIOCTaBJIGHHOW  wenu  paboTsl,
o0ecIeunBaroIINX ee JOCTHIKEHHE. Omnpenensier
OXHJIa€MbI€ PE3yJIbTaThl PELICHHUS TIOCTABICHHBIX 3a]a4

OIIK-1 CniocobeH npuMeHSITh
€CTECTBCHHOHAYYHBIC H OOIICHHKCHEPHBIE
3HAHUS, METO/II MATEMAaTHYECKOTO aHAJIN3a U
MOZICITMPOBAHHUS, TEOPETUIECKOTO U
IKCHEPHUMEHTAILHOTO HCCIICIOBAHUS B
npodecCHOHAIBHON IS TeTbHOCTH

OIIK-1.3 CnocobeH ompenensTs TpaHHIlbl TPUMEHHUMOCTH
MOJTyYEHHBIX PE3YJbTaTOB

OIIK-1.1 CnocobeH aHanM3upoBaTh MOCTABICHHYIO 3ajady,
HaMeuarTb IIyTH €€ PEeLeHUs

OIIK-2 CriocobeH moHUMAaTh PUHITUITBL OIIK-2.1 CnocobeH wWCHoOiIb30BaTh WHPOPMALMOHHEIC

paboTBI COBPEMEHHBIX HH(POPMAIIHOHHBIX TEXHOJIOTUM W TPOrpaMMHBIC CPEICTBA, B TOM YHUCIIE

TEXHOJIOTH U IPOrPaMMHBIX CPEACTB, B TOM OTEYECTBEHHOTO TIPOM3BOJCTBA, NPU pPELICHUH 3ajad

YHCIIe OTEYECTBEHHOTO IIPOU3BOJICTBA, U npodecCHOHAIBHON IS TeTbHOCTH

UCTIONIB30BaTh X MPH PELICHNH 3a1ad

npodecCHOHAIBHON IS TeTbHOCTH

OITK-4 CriocoGen yHacTsoBath B paspaGoTke OIIK-4.1 V3HaeT OCHOBHBIE  MpaBwia  odopMieHHUs
TEXHHUYECKOM JOKyMEHTAlMKM Ha pa3IMYHBIX CTaIUsAX

CTaHAAPTOB, HOPM U MPABUJI, & TAKKE
TEXHUYECKON JOKYMEHTALUHU, CBA3aHHOM C
po¢eCCUOHANBHOM e TENbHOCTHIO

KU3HEHHOTO [UKJIa HH()OPMAIIMOHHON CHCTEMBI

OIIK-4.2 Brnageet Ha IPaKTHKE METOIOJIOTUEH COCTABICHUS
HAYYHO-TEXHUYECKHUX OTYETOB (IIPOCKTOB)

OIIK-6 CriocobeH pa3padbarbiBaTh ajJrOPUTMBI U
HPOrpaMMBbl, IPUTOHBIE JJISI IPAKTHYECKOTO
UCTIOJIb30BaHMSI, IPUMEHSTH OCHOBBI
MH()OPMATUKY U TPOrPAMMHUPOBAHHUS K

OIIK-6.1 3HaerT anropuTMbl pEHICHUS THUIOBBIX 3ajad,
00JIaCTH U CIOCOOBI UX TPUMEHEHUS

OIIK-6.3 3HaeT METOBI TECTUPOBAHMUS IPOTPAMMHOTO KOJa
Ha OMmMUOKM ¥ crmocoOeH TPOBOANTH TECTHUPOBAHHE Ha

IPOEKTUPOBAHUIO, KOHCTPYHPOBAHUIO U pa3IMyHBIX ~ YPOBHSAX  (MOAYJABHOE, HMHTEIPALMOHHOE,
TECTUPOBAHMIO POTPAMMHBIX NPOITYKTOB CHCTEMHOE)

OIIK-8 CriocoOeH oCcylIecTBISTh MTOKCK, OIIK-8.3 VYmeer ONTUMHU3HPOBATH U  TPOBOJIUTH
XpaHeHHe, 00pabOoTKy M aHau3 HHPOpMaUN  |pedakTOPUHI CYLIECTBYIOIIETO KoJa MJsl  YAyYIIEHUs

U3 Pa3IMYHbIX HCTOYHUKOB U 0a3 JaHHBIX,
MPEICTaBIATh €e B TpedyeMoM (opmare ¢
UCTIONIb30BaHNEM MH()OPMAIIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTUI

MIPOU3BOJUTENILHOCTH U MOAJIEPIKKHI

2. Iloka3aTe/in OLIEHUBAHUA KOMITETEHIUA

B pesynbrare n3ydeHus AUCIUTUIMHBL «CeTeBbIE TEXHOIOTHNY 00YYarOIIUICS TOTKEH:

3HATb:




OCHOBHBIE TIOHTHS KOMITBIOTEPHBIX CETEH: THIIbI, TOMOJIOTHH, METOABI JOCTYIA K CPe/ie Iepeaadn;
annaparHble KOMIOHEHTBI KOMITBIOTEPHBIX CETeH;

NPUHINIBI TTAKETHOH Nepeiauyl JaHHBIX;

MOHATHE CETEBON MOJIEIIN;

cereBas monenb OS] u apyrue ceTeBble MOIETH;

- TPOTOKOJBI: OCHOBHBIC TIOHSTHSA, NPUHIMIBI B3aUMOACHCTBHS, pPa3iMdusi U OCOOEHHOCTU
pacrpocTpaHEHHBIX IPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B ONEPAIIMOHHBIX CHCTEMAX;

azipecanysi B CeTIX, OPraHU3aMsl MEKCETEBOTO BO3ICHCTBHSL.

yMeTh:

OpraHM30BBIBAaTh U KOH(UTYPUPOBATH KOMITBIOTEPHBIE CETH;

CTPOMUTbH U aHAJIU3UPOBATh MOJIEJIU KOMIIBIOTEPHBIX CETEH;

3¢ PEKTUBHO MCIONB30BaTh allapaTHbIE M NPOTrPaMMHBIE KOMIIOHEHTBI KOMITBIOTEPHBIX CETEH IMpH
pELIEHUH pa3IUYHbIX 33]1ay;
- BBINOJIHATH CXEMBI U YEPTEXKH MO CHENUANTBHOCTH C HCIIOJIB30BaHUEM MPHUKIAJHBIX MPOTrPaMMHBIX
CpPEICTB;
- paborarh C MPOTOKOJIAMH Pa3HBIX YPOBHEH (Ha mpruMepe KOHKPETHOro creka mporokosnos: TCP/IP,
IPX/SPX u T.1.);
- YCTaHaBJIMBATh U HACTPAWBaTh apaMeTPhl IPOTOKOJIOB;
- IPOBEPATH IPABUIBHOCTH [I€pElauyl JaHHbIX;
- 0oOHapy>KMBaTh U YCTPaHATh OIMOKM NPH Iepeade TaHHbIX;
- TPOTrpaMMHpPOBaTh ceTeBbie MpuiokeHus B creke TCP/IP.

BJIaJeTh:

- WHCTPYMEHTaJbHBIMU CpeJicTBaMu IpoekTtrupoBanus JIBC;
- HCIIOJIb30BAaHHUEM BCTPOEHHBIX CPENCTB MOHUTOPHHIA KOMITBIOTEPHBIX CETEH;
- WCTIONB30BaHUEM CPEJCTBAMH yIIpaBlieHHs Ha 06a3e mpoTokona SNMP.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylleMy KOHTPOJII0

Jliist mpoBepKH 3HAHUHM CTYIEHTa MCHOJIB3YIOTCS 3aJa4d Ha MPOBEPSIONIMX cucTeMax ejudge, eljudge,
CTFd, LMS, moodle.

4. [lepeyens THNOBBIX (MPUMEPHBIX) BONMPOCOB U TeM [IJIsl IPOBeAeHUsI IPOMEKYTOUHOI aTTecTalluu
o0yuaruuxcst

TeopeTnueckne OCHOBBI NIEPEAavn JAHHBIX.
Ypasnsiemble HOCUTENN HHPOPMALIH.
becnpoBonHas cBA3b.

KananbeHsb1i1 ypoBeHb.

MopaenupoBaHue.

CeTeBoil ypoBEHb.

OObeUHEHHBIE CETH.

AN i

TpaHCTIOPTHBINA YPOBEHB.

9.  VYmpasneHue MoTokoM U 60pb0a ¢ neperpy3Kamu.
10. KauectBo o6cnmyxuBanus B IP cetsax.

11.  AnpecHsle ciyxOBbI.

12.  TexHonoruu ro0ajgbHBIX CETEH

13.  TpaHCHOpPTHBIE CETH.

14.  ITpOTOKOJIBI MPUKIAAHOTO YPOBHS.

15. be30macHOCTh B KOMIIBIOTEPHBIX CETAX.
16. CrangapTsl yIpaBiIeHHE CETSIMH.

17. CereBoe obopynoBaHue

18.  CerteBble onepaiOHHbIE CUCTEMBI

19. CpexcrBa aHanu3a v yIpaBICHUS CETAMU

[Tpumepsl OueToB



buner 1

1. Onumute OCHOBHbIE ()YHKIMM W TPHUHIHUIL paboThl cereBoro ypoBHs Mozaenu OSI. Kaxue
MPOTOKOJIBI OTHOCSATCS K 3TOMY YPOBHIO, U KaK OHH 00€CIEYMBAIOT MapLIPyTHU3ALUIO JAHHBIX ?

2. llpakTuueckoe 3aJaHue: MPOBEAUTE aHAJINW3 CETeBOro Tpaduka ¢ ucnoib3zoBaHuem Wireshark.
Omnpenenure TUI NIEpeJaBa€MbIX JaHHBIX U YKa)KUTE BO3MOXHbIE YSI3BUMOCTH B IIEpeaye.

buner 2

1. B gem paznuna mexay nporokornamu TCP u UDP? [IpuBeaute npuMepsl NCIIONB30BaHUS KaXI0TO
U3 HUX U OOBSACHUTE, B KAKUX CIIydasiX MPEINOYTUTENCH TOT WX WHOW BapUaHT.

2. IlpakTHdeckoe 3ajaHHe: HACTPOMTE M 3allyCTUTE KOHTEHHEpP C CETEeBBIM CEPBHCOM (HAIpHMEp,
BeO-cepBep Ha Oasze Nginx mnu Apache). OnuiunTe 3Tansl HACTPOUKH CETH KOHTEHHepa U obecreubTe
JOCTYIMHOCTb CEpBHUCA B JIOKAJILHOM CETH.

Kpurepun onennBanus
OTJINYHO

10 BcecTOpOHHHE, CHCTEMaTHU3UPOBaHHbIE, IyOOKME 3HAHMUA y4eOHOH MporpaMMbl AMCUUIUIMHBI U
YMEHHE YBEpEHHO NPHUMEHSATh MX Ha IMPAKTUKE NPH PEIICHUH KOHKPETHBIX 3ajad, CBOOOAHOE H
MpaBUILHOE 00OCHOBAaHHUE MPUHSTHIX PEILICHHI;

9 cucremaru3upoBaHHbIC, NIyOOKHE 3HAHUSA Y4€OHOM MpOrpaMMbl AUCIUIUIMHBI U YMEHUE YBEPEHHO
MPUMEHSATh WX HA MPAKTHKE NPU PEHICHWH KOHKPETHBIX 3a]a4, MNpaBHWIbHOE 000CHOBAHUE MPHUHSATHIX
peLIEHN;

8  miryOokue 3HaHUS y4yeOHON NMPOrpaMMBbl AUCHMIUIMHBI U YMEHUE IPUMEHATh UX Ha MPAKTHKE MPH
peIIeHUH KOHKPETHBIX 3a]1a4, IpaBUJIbHOE 000CHOBAaHHUE MPUHATHIX PEIICHUH;

XOpOIIO

7 TBepmO 3HAET Marepuall, IPaMOTHO U IO CYIIECTBY M3JaraeT €ro, yMeeT MPUMEHATh NOJyYEHHBIE
3HaHUS Ha [IPAKTUKE, HO JIOIYCKAeT B OTBETE WJIM B PELLICHUM 33a]a4 HEKOTOPbIE HETOUHOCTH;

6 3HaeT MaTepuall, [PaMOTHO HM3J1araeT €ro, yMeeT [IPUMEHATh [10Jy4YeHHbIE 3HaHHUsI Ha IIPAaKTUKE, HO
JOITYCKaeT B OTBETE WIIM B PEIICHHUH 33]1a4 HEKOTOPBIE HETOYHOCTH;

5 3HaeT OCHOBHOW Marepuaj, TPaMOTHO H3JIaraeT €ro, yMeeT NMPUMEHATh MOJy4YeHHbIC 3HAHHUA Ha
[IPAKTUKE, HO IOIYCKAeT B OTBETE WJIU B PEILIEHUH 33]lad HETOYHOCTH;

YIOBJIETBOPUTEIILHO
4  ¢parMeHTapHBIN, Pa3pO3HEHHBIN XapakTep 3HAHWM, HEOCTATOYHO MPaBUWIbHBIE (HOPMYIUPOBKH
0a30BbIX MOHSATHH, HAPYLICHHS JIOTUYECKOH MOCIEA0BaTEIbHOCTH B H3JIOKEHUH MPOrPaMMHOIO
Marepualia, HO TPy 3TOM OH BIafIeeT OCHOBHBIMHU pasziellaMu y4eOHON HporpamMmbl, HEOOXOIUMbBIMU
JUI IajJbHEWHIero oOy4eHUs U MOXKET NMPUMEHATH MOJIyYeHHbIE 3HaHMS MO 00paslly B CTaHIapTHON
CUTYyalluy;

3 xapakTep 3HAHHUIl JOCTAaTOYCH JUI JaJbHEWIIEro OoOyueHHMsS W MOXKET HPUMEHSTHb IMOJy4YeHHBIE
3HaHUS 110 00pa3ily B CTAHAAPTHOMN CUTYaLNH;

HEYIOBJIETBOPUTEIILHO
2 He 3HaeT OonblIel YaCTH OCHOBHOTO COZIEp)KaHHs y4eOHOH MPOrpaMMBbl AUCIMIUIMHBI, JOMYCKAeT
rpyosie ommOKH B (HOPMYJIMPOBKAX OCHOBHBIX MOHSATHH IUCHMIUIMHBI U HE YMEET MPaBHIIBHO
UCII0JIb30BaTh [10JIyUYEHHbIE 3HAHUS IIPU PELIEHUH TUIIOBBIX MPAKTUUECKUX 3a/au.

1 He 3HaeT (HOPMYIMPOBOK OCHOBHBIX MOHATUI AUCHMIUIMHBI U HE YMEET MCIOIb30BaTh IOIyUYCHHbIE
3HAHUS IPU PELICHUH TUIIOBBIX IPAKTUYECKUX 3aa4.



5. MeTonuyeckne MaTepuaJbl, onpeaesiiome NpoueIypbl OlleHMBAHUS 3HAHUIN, YMEHNH, HABHIKOB H
(W) onbITA AESATEJILHOCTH

JIns mpoBEepKU 3HAHHWK HMCHOJB3YIOTCS aBTOMaTH3MPOBAHHBIC MpOBepsitomme cucrembl moodle, lms,
ejudge, eljudge, CTFd

HTOrOBBIN KOHTPOJIb IPOBOAUTCA B JOpMaTe YCTHOTO M (MJIM) MUCBMEHHOTO SK3aMEHa.

BpeMﬂ OTBCACHHOC Ha OK3aMCH: 4 aKaaCMHUYCCKHX Yaca.



