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AHHOTANMA

Kypc mnpennasHavyeH [uisg u3ydeHHst 0a30BBIX KPHITOTPaQUYECKHX aITrOPUTMOB M CXEM, KOTOPBIC JIe)KaT B
OCHOBE COBPEMEHHBIX CHUCTEM 3aIiuThl nHpopManmu. B pamkax Kypca paccmarpuBarotcsi OyouHble MIMQPHI,
XOII-(PYHKIMU, PEXKHUMBI paboThl MIHM(POB, MPOTOKOIBI 3AIIUIICHHOTO OOMEHa W METOIbl YIPaBJICHUS
KkpuntorpaguueckuMu kirodamu. Ocoboe BHUMaHHE yaeisercs (QyHIaMEHTaIbHBIM KPUIITOIpadUIecKUM
NPUHIMIIAM U COBPEMEHHBIM TIOIX0AaM K aHAJIN3y W TMOCTPOCHUIO HAJEKHBIX KPUITOTPA(YUIECKUX CHCTEM.
Kypc BKIIto4aeT Kak TeOpeTHYECKUE 3aHATHS, TAK U MPAKTUYECKUE YIIPAXKHEHHUS, HAIIPaBJICHHbIC HA Pa3BUTHE
HaBBIKOB IPHMEHEHUS KPHUITOrpapUUYECKHMX MEXaHH3MOB Uil oOecredeHHs KOH(PHICHIUATBHOCTH,
LEJIOCTHOCTH U ayTEHTUYHOCTH JaHHBIX.

1. lean u 3apa4n

]_le.]'ll) AUCHUIIINHBI

®opmHpoBaHHE y CTYACHTOB 0a30BBIX 3HAHWN M MOHUMAHUS (yHIAMEHTAIBHBIX KPUOTOTpadhuiecKux
KOHLICMIINH, aJTOPUTMOB M CXEM, JICKAIIUX B OCHOBE COBPEMEHHBIX KPHUNTOrpapuyecKux CHCTEM, a
TaKXKe Pa3BUTHE HABBIKOB aHAJIN3A M MPUMEHEHHS KPUIITOrpapUIecKuX MEXaHU3MOB Ul 00eCIIeUeHUs
KOH(MICHINATBHOCTH, UEIOCTHOCTH U ayTEHTUYHOCTH HH(OPMALIHH.

3agaum AUCUMIIHHBI
- U3y4UTh NPUHIIMIIBI U 33791 COBPEMEHHOM KpUIITorpaduu;
- pa3o0path O10uHBIE IUPBI U UX PEKUMBI PaOOTHI;
- OCBOHTH METO/IbI 00ecrieueHHsI KOH(PUACHINATBLHOCTH U HEIOCTHOCTH TaHHBIX;
- U3YYUTh X3M-PYHKIUN U UX TPUMEHEHHE;
- IO3HAKOMHTHCS C MMPOTOKOJIAMH 3aLIUILEHHOT0 0OMEHa COOOIICHUSIMU;
- pa3o0paTh reHepauio U yrpaBlieHHe KpUNTorpapuuecKuMy KII0uamu;
- U3yYUTh OCHOBBI KPUIITOAHAIHN3a U IOCTPOCHUS Kpuntorpadudeckoil HHQPacTpyKTypHlI.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAITPABJICHO Ha (bOpMI/IpOBaHI/Ie CIeayronux KOMHGTGHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMN I/IHILI/IKaTOpBI JOCTHIKCHHUSA KOMIICTCHIIMH

VK-1.2 HaxomuT, KpUTHYECKH aHAJIU3UPYET M BBHIOMpAET
nH(pOpMaIIHI0, HEOOXOMUMYIO JJIsl PEIeHHUs TTOCTaBICHHON
3a1auu

YK-1 CriocobeH oCyIIecTBISTh [TOUCK,
KPUTHYECKUI aHAJIM3 U CUHTE3 HH(POPMALHH,

NPUMCHATH CHCTEMHBIN noaxon Ajisd pClICHUA

VYK-1.3 PaccmarpuBaeT pa3nuyHbIE BapUaHTHl pPELICHUS
MOCTaBJICHHBIX 3a/1a4

3alauu, OICHUBACT UX MPCUMYIICCTBA U HCAOCTATKU

OIIK-1 Criocoben npuMeHSITh OIIK-1.1 CnocobeH aHanM3upoBaTh MOCTABICHHYIO 3ajady,
€CTECTBEHHOHAYUHbIC U OOIEHHKECHEPHBIE HaMeyJaTh MyTH €€ peleHUs

3HaHUS, METOAbl MATEMAaTHUYECKOrO aHAJIN3a U

MOZECIINPOBaHN, TCOPETUICCKOTO U OIIK-1.3 CnocobeH ompenensTs I'paHHULbl TPUMEHUMOCTH
HKCIIEPUMEHTAIBHOTO HCCIIEA0BAHUS B HOJIyYEHHBIX PE3YJIBTATOB

npodeccuoHaIBHON 1S TeTbHOCTH

OIIK-6 Criocoben pazpadarsiBath anroputmsl 1 |OIIK-6.3 3HaeT MeTonbl TeCTUPOBAHHS IPOTPAMMHOTO KOJIA
IPOrpaMMBbl, IPUTOHBIE IS IPAKTUYECKOTO  |HA OIIMOKM M CHOCOOCH MPOBOAUTH TECTHPOBAaHME Ha
WCIOJIBb30BaHUS, IPUMEHSATH OCHOBBI pa3IMyHBIX ~ YPOBHSX  (MOAYJABHOE, HMHTEIPALMOHHOE,
WH(POPMATUKHU ¥ TPOTPAMMUPOBAHUS K CHUCTEMHOE)

MPOEKTUPOBAHHIO, KOHCTPYHUPOBAHUIO U
TECTUPOBAHMIO POTPAMMHBIX NPOITYKTOB

OIIK-7.1 OOnamaeT HaBBIKAMH CO3JaHHUS U BBIIOJIHEHHUS
OIIK-7 CriocoGeH IPUMEHSATh B IIPAKTHYECKON |TECTOBBIX  CLHEHAPUEB Ul BBIABJICHUS  OWIMOOK B

IEATEeIbHOCTH OCHOBHBIC KOHIICTILIUH, IIPOrPaMMHOM 00€CIICYCHUH
TIPUHIMIIBL, TEOPUH U (AKTBI, CBA3AHHBIE € OIIK-7.2 IloHumaeT NpPUHLUIBLI PabOThl 0a3 MAaHHBIX U
UH(POPMATHKON yMeeT  NPOEKTHPOBAaTb  CTPYKTYpy  MAAHHBIX  JUIs

3¢ GEKTUBHOTO XpaHEeHUs! HH(OopMaIiu

OIIK-8.1 IloHnMaeT MPHUHLHUIBL, O KOTOPBIM paboTaroT
0a3bl JaHHBIX, M YMEET CO3/1aBaTb CTPYKTYpy MAaHHBIX,
ONTUMHU3UPOBAHHYIO i1 3(QQEKTUBHOIO XpaHEHUs U
00paboTKK HHPOPMAITUH

OIIK-8 CriocoOeH oCcylIecTBISTh MOKCK,
XpaHeHue, 00paboTKy 1 aHanu3 HHGpopMauu

~_




U3 PA3IUYHBIX UCTOYHUKOB U 043 JdHHBIX,
MPEICTaBIATh €e B TpeOyeMoM (opmare ¢
UCTIONIb30BaHHEM MH()OPMAILIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTUI

OIIK-8.2 VYmeer npuMEHEHSATh TEXHOJIOTUH MAIIMHHOTO
00y4eHHs B Pa3UUHbIX NPUKIIAIHBIX 00JIacTIX

OIIK-8.3  VYmeer onTHMH3HPOBaTH M NPOBOIUTH
peaKkTOPUHT CyNIECTBYIOLIETO KOAa IS YIyYIIEHHS
MPOU3BOIUTEILHOCTH U MOJAECPKKH

[MK-3 CriocoGeH mpoeKTUpoBarh,
pa3pabaTbIBaTh, MHTEIPHUPOBATh, IIPOBEPSATH HA
paboTocrocoOHOCTh MPOrpaMMHOE
o0ecrnieyeHue

[MK-3.2 Ymeer BbIOWpaTh SI3BIKM HPOTPAMMUPOBAHUS IS
HaMCaHUsl MPOrPAMMHOIO KOAA C YYETOM TEXHHYECKOIO
3a7laHus

3. IlepevyeHpb MJIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCUUILIHHE (MOIYJII0)
B pesynbsrare ocBOCHUS TUCIUTUIMHBI 00YYaIONTHECs JOKHEI

3HAThb:

YMETB:

- OCHOBHbIE IIPUHIIMITBI ¥ 33]Ja41 COBPEMEHHOM KpHUnTorpapuu;

- YCTPOMCTBO Y MPUHUUIBI paOOTHI OIOYHBIX MUPPOB, PEXKUMOB HX pabOTHI;

- OCHOBBI X31I-(DYHKIUH U MEXaHU3MbI 00€CTIeUeH s [IEIOCTHOCTH JaHHBIX;

- IPUHLIUIIBI PA0OTHI KPUNTOTpaQUUECKUX MMPOTOKOJIOB 3aLIUIIECHHOTO 0OMEHa COOOIICHUSIMU;
- METO/Ibl TeHEPALIUH, XPAHEHHS U UCIOIB30BAHUS KPUNTOTPahUUECKUX KIFOUEH;

- OCHOBBI KPUIITOAHAIN3A U IIOCTPOEHUS KpUnTorpapuieckoil ”HYPacTPyKTyphI.

- aHWIN3UPOBATh M BHIOMpATh KpUNTOrpapUUECKHe aITOPUTMBI ISl PEIICHHs 3a7ad 3aluThl

uHpopMaLuy;

- IPUMEHSTH OoUHBIC HUGPHI U PEKUMBI UX PAOOTHI HA TIPAKTHKE,

- UCTIONTL30BAaTh XAII-(PYHKIMHU JUTIS 00eCIIeUeH s [IEIOCTHOCTH JJAHHBIX;

- pa3pabaTbIBaTh ¥ NPUMEHSTH TPOTOKOJIBI 3AIIHIIEHHOTO 0OMEHA COOOIICHUIMH;
- paboTark ¢ KpUNTOrpahuIecKUMH KITFOUYaMH.

BIIAJICTh!

- METOJJaMH aHAJIN3a HaJKHOCTH KPUITOIPaUUECKUX CXEM;
- HaBbIKAMH MIPOEKTUPOBAHUS KPUNITOTPapUIECKH YCTONUUBBIX PELICHUI;
- THCTPYMEHTaMH o0ecIieueHns: KOHPUICHIINATbHOCTH U LIEJIOCTHOCTH HH(OPMALHH.

4. Conep:xanue TMCUMIIMHBI (MOAYJIs1), CTPYKTYPHMPOBAaHHOE IO TeMaM (pa3jejiaM) ¢ yKa3aHueM
OTBEJEHHOI'0 HA HUX KOJIMYeCTBA aKaJeMHYeCKUX YacOB H BH/I0B YUeOHbIX 3aHATHI

4.1. Paznenbl nuctMIInHbl (MOYIIS) M TPYAOEMKOCTH IO BUAAM yUeOHBIX 3aHATHH

TpymoeMKOCTb IO BHJAM YYeOHBIX 3aHATHH, BKITIOYAs
CaMOCTOATENIbHYIO padoTy, Jac.
Ne Tema (pa3znen) AMCUUTUIMHBL
Jlextiun | Cemunapsr | JlaGopat. paGoOThI Camoct.
pabora
| CoBpemeHHass Kkpunrorpagus: 3a1add, 3 3 )
MPUHLUIIBI, TTOAXO/IBI
2 Bbnounbie mmdpsr 3 3 2
3 Kondunenunansuocts 4 4 2
4 Pesxxumbl paboThl 0J10YHBIX HIHQPOB 4 4 2
5 XamI-pyHKIUu 4 4 2
6 [lenoctHOCTH 4 4 2
7 [IpoTokonbl oOecriedeHns 3alUILIEHHOrO 4 4 3
oOMeHa cooOIeHUSIMU
] Kpunrorpadguyeckue Kirodu: reHeparus 4 4 3
U Harpyska
Hroro yacos 30 30 18
[TonroToBka K 3K3aMeHy 30 gac.




OO01mas TpynoEMKOCTh 108 uvac., 3 3au.en.

4.2. CopaepxaHue TUCHUILTAHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (pasjieiiam)
Cemectp: 7 (OceHHwmi)
1. CoBpemeHnHast kpunTorpadus: 3a1a4u, IPUHIUIIBI, TOAXO/IbI

Beenenne B kpunrorpaduio, OCHOBHBIE 3agadd  (KOH(UACHLUUATBHOCTb, LEIOCTHOCTH,
ayTeHTH(UKANKsA), CHAMMETPUYHOE U aCUMMETPHYHOE IU(POBaHUE, OCHOBHbBIE KPUITOIpapIeCKUe
MOJIETH U YTPO3BL.

2. bnounbie mdpsl

[Ipunumns! paboThl 6JI0YHBIX WIHQPOB, UX CTPYKTYpa, pacnpoctpanéHusle anroputmsl (AES, DES),
OCHOBHBIE CBOICTBA 0€301TaCHOCTH M METO/IbI aTaKH.

3. KoHnduaeHmanbHOCTb

Omnpenenenre KOH(PUICHIMATBLHOCTH B KpunTorpadguu, MeTonsl e oOecnedeHusi, HpuMepsl
ITOPUTMOB U aTaK, 3alUTa JaHHBIX IPH Meperade U XpaHCHHUH.

4. Pesxxumbl paboThl O10YHBIX IHPPOB

Pazmunsie pexumsl mudposanus (ECB, CBC, CFB, OFB, CTR), ux oco0eHHOCTH, TOCTOMHCTBA U
HEJIOCTATKH, OOIACTH MPUMEHEHHUSI.

5. Xom-dyHKuun

[IpuHLIMTIBI TOCTPOEHUS U IPUMEHEHUS] KpUITOTpapruecKux X3U-(pyHKIHA, TPUMEPBI aJITOPUTMOB
(SHA, MD5), cTOMKOCTh K KOJUTM3USIM, HCIIONB30BAHHUE XOIIMPOBAHUS B IUPPOBBIX TOANUCIX H
ayTeHTU(UKALHH.

6. IlenocTHOCTH

Metonpl oOcCrCUeHUs IICIOCTHOCTH JAaHHBIX, KOHTPOJBHBIC CYMMBI, KOJBI ayTCHTH(DUKAIINN
coobmennii (HMAC), 3amuTa OT HeCaHKIIMOHUPOBAHHBIX W3MEHEHHH.

7. IlpoTokoiibl obecrieueHus 3aUIIeHHOT0 0OMEHa COOOIICHUSIMU

OcnoBHbIe kpunrorpaduueckue npotokonsl (TLS, IPsec, PGP), ux cTpykTypa v mpUHIHITEI paboTEHI,
MEXaHU3MBI 3aIIUTH HHPOPMAIMK TIPH IIEepeIade 1Mo He3alUIIEHHBIM KaHaIaM.

8. KpI/IHTOFpa(i)I/I‘leCKI/Ie KJIFOYU: TCHECpAlrd U Harpy3Ka

MeTtoapl reHepanuy KpUNTOTpadUIeCKUX KIFOYEH, MX pachpelelcHre M yIpaBleHHUe, KIIOUYeBHIC
LIEHTPHI, 3alIUTa KJIIOYeH OT KOMITPOMETAIUH.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLIeCTBJIECHHNS 00pa30BATEILHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)

JInst u3yueHHs: AUCIMIUTAHBI KCIIOJIb3YETCsl KOMITBIOTEPHASI TEXHUKA C HEOOXOAUMBIM MPOrPAMMHBIM
obecrieyeHUEM ISl CUMYJISIIIMHA KPUIITOTPaQUUECKUX aJrOPUTMOB, paOdOTHI C KpUITOrpahUUESCKUMU
OMOIMoTEeKaMu, a TaKKe CIeUaATH3NPOBAHHbIC CPEICTBA ISl aHaN3a O€30IIACHOCTH CUCTEM.




6.IlepeyeHnb pekoMeHyeMOii TUTEPATyPbI

OcHoBHas 1uTeparypa

1. Kpunrorpadus u 6ezonacuocts B Texnonoruu .NET / I1. Topcreiincon, I. A. 'anem . — M.,
Jlabopatopus 3nanmit, 2020.— URL: http://books.mipt.ru/book/301447 (nara oOparieHus:
20.02.2021). - INonusrii Texkct (Pesxxum gocryna : u3 cetu MOTU / Yaanennslit noctym)

®onp 6udbmmorexku MOTU:

1. PomanbkoB, B. A. Beenenue B kpunrorpaduio : Kype jneknuii / B.A. PomanbkoB. — 2-e u3., ucnp. u
nom. — Mocksa : @OPYM : UTHOPA-M, 2025. — 240 c. — (Bricee obpa3oBanue). - [ISBN
978-5-00091-493-9. - Texkcr : anextponnsbIit. - URL: https://znanium.ru/catalog/product/2178770

JomnonHurensHas aureparypa

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTH ""UHTepHeT" , HEOOXOTUMBIX
JJIS OCBOCHUS] JUCHMILIUHBI (MOLYJIs1)

http://dm.fizteh.ru/

8. IlepeyeHb MH(OPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NPH OCYLIECTBJICHNH 00Pa30BaTeILHOIO
npouecca 1o AMCuMILIMHe (MOAYJII0), BKJII0Yasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 oldecredyeHust
H HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

Ucnonp3ytorcst kpurntorpaduieckiue OMOIHOTEKH, Cpeabl pa3paboTKH U MHCTPYMEHTHI [T aHAIIN3a
0€30MacHOCTH.

9. MeToauyeckue yKazaHusi AJis1 00y4ar0IIMXCs 10 OCBOCHUIO U CHUIIMHBI (MOIYJIs1)

JI1s yCemHoro 0CBOEHNS JUCIIUIUINHBI pEKOMEHYETCA:
- M3y4aTh TEOPETHUECKUN MaTepral U aKkTUBHO y4acTBOBAaTh B MPAKTUUECKHUX 3aHATHIX;
- pabotath ¢ KpunrorpaguueckuMu ONOINOTEKaMHt IS 3aKpeTICHHUs 3HAHUH;

- IPUMEHSTH MOJyYCHHBIE 3HAHUS HAa MPUMEpPax PeleHHs 3a7ad [0 KPUNTOTpapuuecKkoMy aHalu3y U
IIPOTOKOJIAM;
- PETYISIPHO BBINOJIHATH JOMAIIHKUE 331aHUs U Y4aCTBOBAaTh B 0OCYXK/ICHUAX HA CEMUHAPAX.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HaNpaBJIEHHIO: IIporpammuas nHXEHEpHs

npopuJib NOArOTOBKHU: Pa3zpabotka nmporpaMmMHO-HH()OPMAIIMOHHBIX CHCTEM
BbICIIIaA HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU
BbICIIIaA HIKOJIa HpOFpaMMHOfI HWHXXCHCPUU

Kypc: 4

KBaJIH(UKALUS: OakanaBp
Cemectp, GopMBI IPOMEKYTOUHOH arTecTanuu: 7 (OCeHHUH) - DK3aMeH

Pa3paborunk: A.A. Xwmypos, kaaa. ¢u3.-Mar. HayK, JOICHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 CriocoGeH oCcymiecTBIsTh MOKCK,
KPUTUYECKUH aHAJIN3 ¥ CUHTE3 HH(opManuy,
NPUMEHSTh CUCTEMHBIN MOAXO ISl PELICHHS
MOCTABJICHHBIX 3a/1a4

VYK-1.2 HaxomuT, KpUTHYECKH aHAIU3UPYET M BBHIOMpAeT
nHpOpMaLKI0, HEOOXOOUMYIO AJISl PELICHUS! IMOCTaBICHHON
3a7a4n

VYK-1.3 PaccmarpuBaeT pas3iIHyYHBIE BapHUaHTHl PELICHUS
3a[1auM, OLICHUBAET UX IIPEUMYILECTBA U HEOCTaTKU

OIIK-1 CniocobeH npuMeHSITh
€CTECTBCHHOHAYYHBIC H OOICHHKCHEPHBIS
3HAHUS, METO/IbI MATEMAaTHYECKOTO aHAJIN3a U
MOZICITMPOBAHHUS, TEOPETUIECKOTO U
IKCHEPHUMEHTAILHOTO HCCIICIOBAHUS B
npodecCHOHAIBHON IS TeTbHOCTH

OIIK-1.1 CriocobeH aHamM3upoBaTh MOCTABICHHYIO 3aj1ady,
HaMeyarb IMyTH €€ PELCHUS

OIIK-1.3 CnocoOeH ompenensiTs I'paHULbl TPUMEHUMOCTH
HOJIyYECHHBIX PEe3YJIBTaTOB

OIIK-6 CriocobeH pa3pabaTbiBaTh arOPUTMBI H
POrPaMMBbl, TPUTOJHBIC IS IIPAKTUIECKOTO
UCIIOJIb30BaHUS, IPUMEHSTh OCHOBBI
MH(OPMATUKHU U TIPOTPAMMHUPOBAHUS K
HPOEKTHPOBAHUIO, KOHCTPYUPOBAHHUIO U
TECTHPOBAHMIO TIPOTPAMMHBIX MPOITYKTOB

OIIK-6.3 3HaeT MeTOABI TECTUPOBAHUS MTPOTPAMMHOTO KOJa
Ha OWMOKKM M crnocoOeH NPOBOAWTH TECTHUPOBAHHE Ha
pasiMUHBIX ~ ypOBHAX  (MOMYJIBHOE, HHTErPAllMOHHOE,
CUCTEMHOE)

OIIK-7 CriocobeH npuMeHSTh B IPAKTUYECKON
AeSATEeIbHOCTH OCHOBHBIC KOHIICIILIUH,
NPUHIIMIIBL, TEOPHH U (DAKTHI, CBSI3aHHBIE C
nH(POPMATUKON

OIIK-7.1 OOmnamaer HaBBIKAMHM CO3JAHHUS W BBIIOJIHEHUSA
TECTOBBIX  CIICGHAPWEB IS  BBISBICHUS OIMMHUOOK B
MPOrpaMMHOM 00ecIieueHUH

OIIK-7.2 TlonumaeT npuHUUIBI paboThl 0a3 OAHHBIX H
yMeeT  TPOEKTUPOBaThb  CTPYKTYpy  JAHHBIX  JUIs
3¢ GEeKTUBHOTO XpaHEeHUs] HH(OpMaH

OIIK-8 CriocoOeH OCyIIeCTBIATh MOUCK,
XpaHeHue, 00paboTKy M aHalu3 UHPOPMAITUU
U3 Pa3IMYHbIX HCTOYHUKOB M 0a3 JaHHBIX,
MPEJCTaBISThH ee B TpeOyeMoM (opmare ¢
UCIIONIb30BaHNEM HH()OPMAIIMOHHBIX,
KOMITBIOTEPHBIX M CETEBBIX TEXHOJIOTHI

OIIK-8.1 TloHMMaeT NPHHIMUIIBI, TO KOTOPBIM paboTaroT
0a3pl JaHHBIX, M YMEET CO3/1aBaTh CTPYKTYpy MaHHBIX,
ONTUMHU3UPOBAHHYIO U1 S(QQEKTUBHOTO XpaHEHUS U
00paboTky UHPOpPMALTUT

OIIK-8.2 VYmeeT NpUMEHEHATH TEXHOJIOTMU MAIIUHHOTO
00y4eHHs B pa3UYHBIX MPUKIATHBIX 001acTAX

OIIK-8.3 VYmeer ONTUMHU3UPOBATH U  TPOBOJIUTH
pehakTOpUHI  CYLIECTBYIOIIETO KoJa MJsl  YAYYIICHUS
MPOU3BOAUTEIBHOCTH M MOAJCPKKH

[1K-3 CnocoGeH mpoeKTUpOBarh,
pa3pabaTbIBaTh, HHTEIPHUPOBATD, IIPOBEPSTH HA
paboTOCIOCOOHOCTD MPOTPAMMHOE
obecrieueHne

[IK-3.2 YmeeT BbIOMpaTh S3bIKM NPOTPAMMHUPOBAHHS IS
HaIMCaHUs IIPOIPaMMHOIO KOAA C YYETOM TEXHHYECKOIO
3a/laHus

2. Iloka3aTe/in OLIEHUBAHUA KOMITETEHIUA

B pesynbrare n3ydenus auciuiuinabl «Kpunrorpadus. Yacts 1» oOyyaromuiics: ToMKeH:

3HATb:

- OCHOBHBIC IPUHIIMITBI ¥ 33]]a91 COBPEMEHHOM KPHUIITOrpaduu;

- YCTPOMCTBO ¥ MPUHIUIBI paOOTHI OIOYHBIX MUPPOB, PEXKUMOB HX paOOTHI;

- OCHOBBI X21I-(DYHKIUH U MEXaHU3MbI 00eCTIeYeHHSI [IEIOCTHOCTH JAHHBIX;

- IPUHIIUIIBI PA0OTHI KPUITOTPAQUUECKUX MPOTOKOJIOB 3alIUIIEHHOTO 0OMeHa COOOIICHUSIMU;
- METOJIbl TeHEePALUH, XPAHEHHS U HCIIOJIb30BAHUS KPUITOTPahUIeCKUX KIFOUYCH;

- OCHOBBI KPUIITOAHAJIN3A U TIOCTPOCHHUS KPUIITOTpadUueCcKOi HHPPACTPYKTYPBL.

yMeThb:

- AaHaJIM3upoBaTb H BBI6I/IpaTL KpI/IHTOFpa(l)I/I‘-IGCKI/IG AJITOPUTMBL I PCHICHUA 3aJa4 3allUThbl

nHpOpMaIINY;

- IPUMEHATH OJIOYHBIC IU(PHI U PSKUMBI HX PaOOTHI Ha TIPAKTHKE;

- UCIIOJIB30BaTh XAUI-(QYHKINH 1Sl 00eCIICYeHUsI LIEIOCTHOCTH JIaHHbIX;

- pa3pabarbIBaTh U MPUMEHSTH POTOKOJIBI 3aALIHIICHHOTO 0OMEHA COOOIIECHHSIMHY;
- paboTath ¢ KpUNTOTPAPUUECKUMU KITFOYaMH.




BJIAA€Th:

- METOIaMU aHallu3a HaJIe)KHOCTH KPUITOTPaPHUECKUX CXEM;
- HaBBIKAMH IPOEKTUPOBAHUS KPUNTOTPAaUUECKU YCTOHUMBBIX PEIICHHH;
- HHCTPYMEHTaMH obecriedeHus] KOHPUISHIMAIbHOCTH U LIEJI0CTHOCTH HHPOPMALUH.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0

[lepeueHp THUMOBBIX KOHTPOJIBHBIX 3aJaHHIA:

- peleHue 3a1a4 1o BIOOPY KpUNTOrpaduIecKuX alropuTMOB;

- aHaM3 0e30MaCHOCTH KPUNTOrpapUUECKUX CUCTEM;

- eayM3alysl U TECTUPOBAHUE MPOTOKOJIOB 3aLIUIIEHHOTO OOMEHA.

Kputepun onennBanusi:

- IOJTHOTA U MIPABUJILHOCTD BBIIIOJTHEHUS 3aJaHHS,;
- OPUTHHAJILHOCTH 1 000CHOBAaHHOCTh HOAXO/IOB;
- TOYHOCTh ¥ Ka4ECTBO peaIn3aliu.

Meronuueckue peKOMEH 1aluu:

- HCTIOJIB30BATh JINTEPATYPY U KpUNTOTpadudecKre ONOIMOTEKY I BRITIOTHEHUS 3aJaHui;
- oOpamarh BHIMaHHE Ha 0€30MMaCHOCTh Pean3aliy arOPUTMOB;

- PETYASPHO KOHCYJIBTUPOBATHCS C MPETOAABATENIEM 110 BOSHUKAIOIINM BOIPOCAM.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIIPOCOB M TeM JJISI IPOBEAEeHHUA ITPOMEKYTOYHOM aTTecTaluu
o0yuyarommxcst

1. OcHoBHbIe 3amaun kpunrorpaduu: Kakume 3amaum pernraet coBpeMeHHasw KpUNTorpadus U Kakue
METO/bI UCTIOIB3YIOTCS AJISl MX PelIeHus?

2. baounsie mmdpei: Onucanue npuHOMIA padoTsl OnouHoro mudpa, npumepsl (AES, DES). Uem
OTIINYAIOTCS PA3IUYHBIE PEKUMBI PA0OTHI OJIOYHBIX MIU(POB?

3. Xom-¢pynkiun: Kakne 3amaun pemaror xsm-(QyHKIMHA, 0COOCHHOCTH MX NMPUMEHEHHS U MPUMEpPHI
(SHA, MD5)?

4. Pexxumbl paboTsl OnouHbix mudpos: Pacecmorpers pasnuunbie pexumsl (ECB, CBC, CFB) u nx
MPEeUMYIIECTBA U HEIOCTATKH.

5. [IpoTokosnel 3amuiIeHHoro ooMeHa cooomeHusiMu: OCHOBHBIE IPUHIIUIIBI pab0ThI MPOTOKOTIOB TLS,
[Psec u ux ponb B obecnieueHHH O€30MaCHOCTH.

6. Kpunrorpaduyeckue kmoun: MeToApl reHepaluM, XpPaHEHUS M 3alUThl KPUOTOTPapUUECKUX
kiodeil. [ToueMy Ba)kHO 3alUIIATE KITHOUn?

7. Kpunroananu3: OCHOBHBIE METOJbI KpUTITOAHANIN3a, KAK aTaKH Ha KPUNITOrpaQUICCKUE CHCTEMBI, U
Kak MX n30eXkarh.

8. KOH(i)I/I,Z[eHLII/IaJ'IBHOCTL 1 ICJIOCTHOCTDb JAHHBIX: Kak KpI/IHTOFpa(i)I/IH 00ecreurnBaeT 3TU napameTpshl,
MIPUMEPLI AJITOPUTMOB JISI UX 3alIUTHI.

9. Kpunrorpaduueckas wuHppactpykrypa: Kak crpourcs OezomacHas —Kpunrorpaduueckas
UH(paCTPYKTypa, BKIIOUas yIPaBICHNUE KIIIOYaMH U CePTU(PHKATAMH.

10. Ilpumenenue kpunrorpaduu B peanbHbIX cucTeMax: [Ipumepsl HCMOIB30BaHUSl KpUNTOrpaguu B
UHTEPHET-IIPOTOKONIAX, JIEKTPOHHOW KOMMEPLIMH U 3alUTE IIEPCOHAIbHBIX JAHHBIX.

[Mpumeps! OUIETOB:

buner 1.

1. Briounsie mugpsl.

2. TlpuHIUIBI TOCTPOSHUSI HAJC)KHOU KpunTorpadguyeckoit HHQpacTpyKTypHI.
buner 2.

3. Xom-dyHKuuu.

4. PexxuMbl paboThI OJIOYHBIX TIH(POB.

Kpurepun onennBanus



- omenka «ommuuHo  (10)»  BeIcTaBnsieTCSs ~ CTYACGHTY,  IIOKa3aBIIEMYy  BCECTOpPOHHHE,
CHUCTEMaTH3UpPOBaHHbIC, [IyOOKHE 3HaHMA Y4eOHOW NpOrpaMMbl AUCLUUIUIMHBI U YMEHUE YBEPEHHO
MPUMEHATh UX Ha IPAKTHUKE TPH PELICHNH KOHKPETHBIX 3a]1a4, CBOOOHOE U MPaBUIbHOE 000CHOBAHHUE
MPHUHATHIX PELICHUI

- omeHka  «oraumuHOo  (9)»  BBICTaBUsIeTCA  CTYOGHTY,  IIOKa3aBIIEMY  BCECTOPOHHHE,
CHCTeMaTH3UPOBaHHBIE, IITyOOKHE 3HAaHHUS yueOHOMH NMPOrpaMMbl AUCIUITIIMHBL U YMEHUE IPUMEHATh UX
Ha TpaKTHKE MPHU PELICHHH KOHKPETHBIX 3ajad, cBOOOJHOE M MpaBWIIbHOE 0OOCHOBAaHUE MPHHATHIX
peleHnin

- oueHka  «omm4HO  (8)»  BBICTaBIsieTCS  CTYACHTY,  IIOKa3aBIIEMY  BCECTOPOHHHE
CHCTeMaTH3UPOBaHHBIE, IITyOOKHE 3HAaHHUS yueOHOH MPOrpaMMbl AUCHUIIIMHBL U YMEHUE IPUMEHATh UX
Ha MPaKTHKE [IPHU PEILICHUH KOHKPETHBIX 3ajia4, U IPaBUIbHOE 000CHOBAaHUE MPUHSTHIX PELICHUN

- OLIeHKa «xopouio (7)» BBICTAaBISETCSA CTYIEHTY, €CIM OH TBEPJAO 3HAET MaTrepual, rpaMOTHO U II0
CYILECTBY M3JIaraeT ero, yMeeT NMPHUMEHSTh MOJyYCHHBIC 3HAHHUS Ha MPAKTUKE, HO JIOIYCKAET B OTBETE
WIN B PEILICHNH 3a]1a4 HEKOTOPbIe HETOYHOCTH;

- OCHKa «XOpOoIIO (6)» BBICTABJIACTCA CTYACHTY, €CJIM OH 3HACT MAaTCpUuall, IpaMOTHO U MO CYIICCTBY
n3jaracTt €ro, yMeCT NpPHUMCHATH IMOJYUYCHHBIC 3HAHUA Ha IMPAKTUKE, HO JOMYCKACT B OTBCTC HJIN B
peIICHNHU 3aa49 HCKOTOPBIC HCTOYHOCTH;,

- OLIEHKa «XOpowIo (5)» BBICTABIAETCS CTYAEHTY, €CJIM OH 3HAET Marepuas, U IO CYLIECTBY U3Jaraer
€ro, yMEeT NMPUMEHATh NOITYYEHHBIE 3HAHUS Ha NPAKTHKE, HO JOMYCKAaeT B OTBETE WM B PEIICHUU
3a]1a4 HEKOTOpbIE HETOUHOCTH;

- OIIEHKa «Y/IOBJIETBOPUTENHHO (4)» BBICTABISECTCA CTYAEHTY, IIOKa3aBIIeMy (hparMeHTapHBbIH,
pPa3po3HEHHBI XapakTep 3HAHHWH, HEJOCTATOYHO NpaBUIIbHBIE (HOPMYITHPOBKH 0a30BbIX MOHSITHIA,
HapylleHHUs JOIrMYECKON M0CIEeJ0BaTebHOCTU B U3JI0KEHUU IIPOrPaMMHOI0 MaTepuala, HO IIpU 3TOM
OH BJQJCET OCHOBHBIMU pa3lelaMyd Yy4eOHOHM NporpamMMbl, HEOOXOOMMBIMH JJisl AalbHEHIIETo
00yueHHs 1 MOXET NPUMEHSTh NOJIy4YeHHbIE 3HaHUS 110 00pa3ily B CTAaHJAPTHOM CUTYaIUH;

- OLCHKAa «YyIOBIECTBOPUTENHHO (3)» BBICTABISETCS CTYICHTY, IOKa3aBIIEMy (parMeHTapHBIH,
pa3pO3HEHHBII XapakTep 3HAHUH, HEIOCTATOYHO MpPaBUIbHBIE (OPMYIUPOBKH 0a30BBIX MOHSTHI,
HapylLIeHHs JJOTUYECKOW MOCIIEA0BATENBHOCTH B U3JI0KEHHH ITPOrPaMMHOIO MaTepHasa, HO MPU 3TOM
OH BJajeeT (parMeHTapHO OCHOBHBIMH pa3[elaMH Y4eOHOW NporpamMMbl, HEOOXOIUMBIMH UL
nanpHeimero o0y4eHHs M MOXET IPUMEHSTh MOJy4YeHHbIE 3HAaHUS MO o0pas3ly B CTaHAAapTHOU
CUTYyalluy;

- OILIEHKAa «HEYIOBJIETBOPUTEIHHO (2)» BBICTABISETCS CTYAEHTY, KOTOPBIH HE 3HaeT Oouiblleill yacTu
OCHOBHOTO COZCP)KaHUSl Y4eOHOW NpOrpaMMbl JUCHMIUIMHBI, JOIMYyCKaeT TIpyOble OIIMOKH B
(bopMyIHPOBKaX OCHOBHBIX MOHATHH AUCIUITIMHBI M HE YMEET UCIOIb30BaTh OTYYECHHBIC 3HAHUS MIPU
PEIIEHUH TUTIOBBIX MPAKTUYECKUX 3a1a4

- OLICHKA «HEYHOBJIETBOPUTENHHO (1)» BBICTABISICTCS CTYACHTY, KOTOPBIM HE 3HAeT (OPMYIUPOBOK
OCHOBHBIX NOHATHN AUCLUIUINHBL.

5. MeTonuyeckne MaTepuaJbl, onpeaesiioe NpoueIypbl OlleHUBAHUS 3HAHUI, YMEHNH, HABHIKOB H
(W) onbITA AESATEJIbHOCTH

HToroBeiii KOHTPOJIb IPOBOAUTCS B opMaTe YCTHOTO U (MIIM) MUCHBMEHHOTO K3aMeHa.
Bpewms orBenieHHOE Ha SK3aMeH: 4 akaJeMUYECKUX Yaca.



