degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO
JAupexTop
A.B. Manees

PaGouyas nporpamMma qucuunJIMHbI (MOXYJIs1)

10 AMCIMILINHE: KommnbloTepHsle cetu
10 HANPABJICHHUIO: [IporpammHas HHKEHEpUs
npo¢uib NOArOTOBKHU: Pa3paboTka nporpaMMHO-UH(POPMAMOHHBIX CUCTEM

BbICIIIAs! LLIKOJIA IPOTPaMMHOM HHXEHEpUU
BBICIIAS IKOJIA ITporpaMMHOM nHx)eHepuu MPTU - Annexc

Kypc: 2
KBaJIMpUKALS: GakanaBp

Cemectp, GopMBI IPOMEXKYTOUHOH arTectauuu: 4 (BeceHHul) - nuddepeHunpoBaHHbIil 3a4eT

AynutopHbIX 4acoB: 60 Bcero, B TOM 4HCIIE:
nexuud: 30 yac.
cemuHapsl: 0 yac.
nabopatopHsbie 3anaTus: 30 yac.

CamocrositensHas padora: 48 yac.
Bcero gacos: 108, Bcero 3au. en.: 3

KonnuecTBo KOHTPONBHBIX PadoT, 3a1aHuil: 2

[Iporpammy cocrasuin: A.B. Manees, nupextop

[Iporpamma obcyxeHa Ha 3aceqaHUy BBICHICH MIKOJIBI TporpaMMHoil nnxenepun MOTU - Anpekc 27.04.2023



AHHOTANMA

Hayuuth CTyneHTOB MpHUKIaIHBIM HaBbIKAaM B pPaboOTe C COBPEMEHHBIMH KOMIIBIOTEPHBIMH CETSAMH,
o0ecnieynTh TeopeTHyeckyro 0aszy. Kaxmas Tema mpoxoaut yepes mpu3My Oe30MacHOCTH, C MPAKTHUYECKUMHU
3aJaHUSIMM, HAallEJIEHHBIMU Ha PeaIM3alliio U B3JI0M Ka)KION KOHIIENLIUY.

1. lean u 3apa4n

]_le.]'lb AUCHUIIINHBI

- OCBOCHHMC HNPUHIOUIIOB OpraHU3allu U (1)YHKLII/IOHI/IpOBaHI/I$I KOMITIBKOTCPHBIX ceTeﬁ, 0COOEHHOCTEH
pa6OTI>I B KOMIIBIOTEPHBIX CETAX, 3HAKOMCTBO C COBPEMCHHBIMU CETCBbIMH TCXHOJIOTUAMU, IIOJIYyYCHUEC
MPaKTUYCCKNUX HABBIKOB pa6OTLI B JIOKAJBHBIX CCTAX.

33]13‘[1/[ JAUCHUIIINHBI

- HAYUYUTb CTYACHTOB IPOCKTUPOBATH U PACCYUTHIBATH TOMOJIOTUN U CTPYKTYPbI KOMIIBIOTCPHBIX CCTeH.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAIIPAaBJICHO Ha (bOpMI/IpOBaHI/Ie (W1 ($91474:0)11170,€ KOMHeTeHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN

I/IHI[I/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

YK-2 Cnocoben onpenensiTe Kpyr 3a1a4d B
paMKax IMOCTaBJICHHOM LIEH U BEIOHPATH

OINTHUMAJIbHEIE CIIOCOOBI X pCIICHUA, UCXOO U3

JNEHCTBYIOIIUX MPABOBBIX HOPM, UMEIOIIHUXCS
PECYPCOB U OTpaHUYECHUHI

VYK-2.1 ®opmynupyeT COBOKYHMHOCTh B3aMMOCBSI3aHHBIX
3aJa4 B paMKax I[IOCTaBJIEHHOW  1enu  paboThl,
o0ecreynBaroImuX ee JIOCTH)KEHHE. Ompenenser
OXKUJaeMbl€ Pe3yJIbTaThl PEIICHUS TOCTABIEHHBIX 3a7a4y

OIIK-2 CriocobeH noHuMaTh IPUHIHITBL
paboThl COBpEeMEHHBIX HH()OPMAIIMOHHBIX

OIIK-2.1 CnocobeH wuCHonab30BaTh WHGOPMALKOHHBIE
TEXHOJIOTUM W TPOrpaMMHBIC CpEACTBAa, B TOM YHCIE

TEXHOJIOTHI U IPOTPAaMMHBIX CPE/ICTB, B TOM OTEUECTBEHHOTO TPOU3BOJACTBA, MPHU PEUICHUU 33434

YHCIIe OTEYECTBEHHOTO IIPOU3BOCTBA, U npodeccuoHaIbHON 1S TeTbHOCTH

WCIOJIb30BaTh UX MPH PEILICHUH 3a/1a4

npodeccuoHaIBHON 1S TeTbHOCTH

OITK-4 CriocoGen yHacTsoBath B paspaGoTke OIIK-4.1 V3HaeT OCHOBHBIE  IpaBwia  odopmieHus
TEXHHUYECKOM JOKyMEHTAllMM Ha Pa3IMYHbIX CTaIHUAX

CTaHAApTOB, HOPM U MPABUJI, & TAKIKE
TEXHUYECKOHN JIOKyMEHTAIINH, CBI3aHHOU C
mpoeCCUOHANBHOM NI TENLHOCThIO

JKHM3HCHHOI'O IUKJIa PIH(i)OpMaL[PIOHHOﬁ CHCTCMbI

OIIK-4.2 Brnageet Ha MpakTHUKE METOAOJIOTHEN COCTaBICHUS
HAy4YHO-TEXHUYECKHX OTYETOB (IIPOEKTOB)

OIIK-8 CriocoOeH OCyIIeCTBIATh MOUCK,
XpaHeHune, 00paboTKy M aHalu3 UHPOPMAITUU
U3 Pa3IMYHbIX HCTOYHUKOB M 0a3 JaHHBIX,
MPEJCTaBISThH ee B TpeOyeMoM (opmare ¢
UCIIONIb30BaHHEM HH()OPMAIIMOHHBIX,
KOMITBIOTEPHBIX M CETEBBIX TEXHOJIOTHI

OIIK-8.3  Ymeer ONTUMH3UPOBaTE W  IPOBOAMTH
peaKkTOPUHT  CyHIECTBYIOLIETO KOAa IS YIyYIIeHHS
MPOU3BOIUTEILHOCTH U MOJAECPKKH

[TK-5 CriocoGeH mpoeKTUpoBarh,
pa3pabaTbIBaTh, BHEIPATH, COMPOBOXKIATh H
CHUMATh C IKCIUTyaTallui HHPOPMALOHHBIE
CHCTEMBI

[IK-5.1 VYMeer omnmuchIBaTh apXUTEKTYpY, YCTPOMCTBO U
(yHKIIMOHUPOBaHUE HHDOPMAITMOHHBIX CHCTEM

[IK-5.2 VYmeer ompeaensaTs ONTUMalbHBIE METOIBI U
WHCTPYMEHTBHl Pa3pabOTKH, BHEApPEHUs M  aJanTaluu
MPUKJIaTHOTO HPOrPaMMHOTO obecrieueHus
WH(POPMALIMOHHBIX CUCTEM

[IK-5.3 Ymeer pa3pabarbiBaTh IPOTOTUIT HH(OPMALIMOHHBIX
CHCTEM B COOTBETCTBHMHU C TPEOOBAHUSIMU U MPOBOJHUTH €TI0

TECTUPOBAHUE UIs MPOBEPKH KOPPEKTHOCTH
APXUTEKTYPHBIX PELICHUI
[IK-5.4 HWmeer mpakTHUECKHil  OMBIT  pa3pabOTKH,

BHEAPEHUS] W aJanTalud [PHUKJIATHOIO MPOrpaMMHOIO
obecrieueHuss MHGOPMAIMOHHBIX CHCTEM B Pa3IMYHbBIX
MPOrpaMMHBIX Cpeaax

3. IlepevyeHpb MIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCHUILIHHE (MOIYJII0)
B pesynbsrare ocBOCHHS TUCIUTUIMHBI 00YYaIONTHECs JOKHEI




3HATb:

IIOHSATHE CETEBOM MOACIIH,

cereBas moaenb OS] u apyrue ceTeBble MOIETH;
- OPOTOKOJNBI: OCHOBHBIC TMOHSTHSA, UPUHIUIBI B3aUMOACWUCTBHUS, pa3IMYUsl U OCOOCHHOCTH

pacrpocTpaHEHHBIX IPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B OIIEPAIIMOHHBIX CHCTEMAX;

YMETB:

pCUICHNHU PAa3JIMIHBIX 3a/4a4,

- BBIIOJHATh CXCMbI U YCPTCIKHU IO CIICHUAIBHOCTH C UCIOJB30BAHUCM IPUKIIAJHBIX TPOTPAMMHBIX

CPEICTB;

- paborarh C MPOTOKOJIAMH Pa3HBIX YPOBHEH (Ha mpuMepe KOHKPETHOro creka nmporokosos: TCP/IP,

IPX/SPX u T.1.);

ajpecanysd B CCTAX, OpraHu3anus MEKCCTECBOIO BO3I[6ﬁCTBH$I.

OpraHM30BBIBAaTh U KOH(UTYPUPOBATH KOMITBIOTEPHBIE CETH;
CTPOMUTbH U aHAJIU3UPOBATH MOJIEJIU KOMIIbIOTEPHBIX CETEH;
3¢ GEKTUBHO MCIONB30BATh allllapaTHbIE M MPOTPaMMHBIE KOMIIOHEHTBI KOMITBIOTEPHBIX CETEeH MpH

- YCTAHABJIMBATb U HACTPAUBATDH MApaMCTPLI IIPOTOKOJIOB;

BJIAJIETh:

IIPOBEPATH IPABUIBHOCTH II€pe/lauyl JaHHbIX;
0OHapy>KMBaTh U YCTPAHAThH OLIMOKY NpH Tiepeade JaHHBIX;
MIPOrpaMMHPOBAaTh ceTeBbie puiokenus B creke TCP/IP.

- MHCTPYMEHTaJbHBIMU CpeJicTBaMu IpoekTtrpoBanus JIBC;
- HCIIOJIb30BAaHHWEM BCTPOEHHBIX CPENCTB MOHUTOPHHIA KOMITBIOTEPHBIX CETEH;
- WCTIONB30BaHUEM CPEJCTBAMH yIIpaBlieHHs Ha 06a3e mpoTokona SNMP.

OCHOBHBIE TIOHATHS KOMITIOTEPHBIX CETEH: TUIIBI, TOMOJIOTUH, METOMIBI IOCTYTIA K Cpe/ie Mepe/iaun;
arnapaTHble KOMIIOHEHThHI KOMITBIOTEPHBIX CETEH;
MIPUHIIUITBI TAKETHOW TIepe/laun JaHHbIX;

4. Coep:xanue TUCUMILTUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 110 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYECKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIHHEI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TpyaoeMKoCTb 10 BHIaM y4eOHBIX 3aHSATHH, BKITIOUast
CaMOCTOSITENIbHYO padoTy, Jac.
No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTs
pabora
1 BuyTpu ool noaceTn 20 15 30
2 Mexny noaceTsMu 10 15 18
Hroro yacos 30 30 48
IToaroTroBka K sK3aMeHy 0 yac.

Oobmas TpynoEMKOCTb

108 ygac., 3 3au.ex.

4.2. Cogpep:xaHue OUCHUILTUHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (paszeiam)

Cemecrtp: 4 (Becennuit)

1. BHyTpH OonHOM noACeTH

BBonnas gacts, Monenu OSI u TCP/IP, Wireshark

3naxomumcTBO ¢ Wireshark

Application/Presesntation: HTTP, HTTPS, DNS, Burp Suite




CRLF

[epexBarsiBaeM 3ammdpoBanubiii Tpaduk ¢ iI0S/Android
Transport: TCP, UDP,

Nzyaaem pcap ¢ TCP/UDP

SYN flood / UDP Flood

TCP Reset araka

TCP Session Hijacking (M0 cruiikoM g0Iro)
Network: [Pv4, IPv6, DHCP, iptables, moaceru, NAT
DHCP Spoofing

Data Link: Ethernet, WiFi

WiFi Deauth

ARP araku

MAC Spoofing

Physical: RJ45, CAM, TCAM. Apxutektypa MapuipytuzatopoB: data plane, control plane,
management plane

O6x1MaeM BUTYIO Tapy
LAN Tap

2. Mexny nojceraMu

Pab6ora ¢ GNS3, Tonomorun cerei

Craruyeckasi, JMHAMAYECKasi MapIIpyTH3alus Mapipytuzanus, RIP
OSPF, BGP

Spanning Tree, PortChannel / EtherChannel / LAG

Bupryansusie cetn, QinQ, VXLAN

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeO0XOAMMOM AJIsl OCYIeCTBJICHHUS 00Pa30BATEILHOIO
npouecca 1o JHCHUIIMHE (MOLYJII0)

HeobxonnMoe obopynoBaHue Jis JISKIUNA: KOMIIBIOTEP B MYJIBTUMEUITHOE 000pyI0BaHue (ITPOEKTOP,
3BYKOBasi CHCTEMA).

6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. OcHOBBI ceTeil nepenayn JaHHBIX, DJIEKTPOH. Bepcus ned. myonukauuu / B. I Onudep, H. A.
Omucdep. — Mocksa, UHTYUT, 2016

2. OCHOBBI JIOKaJIbHBIX KOMITBIOTEPHBIX ceTeld , yued. mocobue / A. H. Ceprees. — CI16., Jlans,
2021.— URL: https://e.lanbook.com/book/152651 (nara obpammenus: 29.01.2021). - [TonHbIii TEKCT
(Pexxum noctyna : u3 cetu MOTU / YnaneHHsiid 1ocTyIn)

JomnonHutenbpHas auTeparypa

7. llepedyeHn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

HE MIPEAYCMOTPEHO

8. IlepeyeHb HHPOPMANMOHHBIX TEXHOJIOTHIi, HCIIOJIb3yeMbIX NPH OCYLIECTBICHUU 00pPa30BaTeJIbHOIO0
npouecca o JHCHUIIMHEe (MOIYJII0), BKJIIOYAs NepedeHb He00X0ANMOro NpOrpaMMHOro odecrnedyeHunst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

Ha nexnusax ucnosb3yeTcsi KOMIBIOTEP U MYJIBTHMEAMUHOE 000pya0BaHue (TIPOCKTOP, 3BYKOBAsI
cucTema),



9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm 0o 0OCBOCHMIO JTHCHUIIJINHBI (MO)_IyJ'lﬂ)

Ilpu  BbmoNHeHMHM W 3amyre  JaOOpaTopHbIX  pabOT  ciedyeT  PYKOBOJCTBOBATHCS
y4eOHO-METOIUYECKIUMHU yKa3aHUSAMHU NPEroJaBaTels.

Pexomenryercsi cHauasia BBIIOJIHUTD MIPOCTHIC 3aJaHMUs JJIsl OCBOCHUSI 0a30BOM (TUIIOBOI) TEXHOJIOTHU.
ITo Mepe OCBOGHHMS IPOrPaMMHON CPEIbI CTaBATCS BCE OOJIee CIOKHBIE 3a1aul, TIPH PEIICHUH KOTOPBIX
OyIyT aKTHBH3HPOBATHCS 3HAHUS JTOTIOJIHUTEIBHBIX BOSMOKHOCTEH JaHHOM cpenbl. MTak, mepexoas ot
NPOCTHIX 33JIaHUH K 0o0Jiee CIOKHBIM, OyZleT OCBOCHa OOJbIlIasi 4acTh TEXHOJIOTHYECKUX OINepaluii B
KOHKPETHOH MPOrpaMMHOM cpeJie U TIOCTUTHYT JI0CTaTOYHO BBICOKHH MPO(GECCHOHATIBHBINA YPOBEHb.
Cnaya u 3amuTa Jab0opaTopHO PabOTHI BKIIOYAET MPOBEPKY IEKTPOHHBIX (DaiiiloB M OTBETHI Ha
KOHTPOJIbHBIE BOIPOCHI, KOTOPBIC IOJDKHBI HPOAEMOHCTPUPOBATH TEOPETUYECKHE U TPAKTHYCCKHE
3HAHUS, YMCHUS U HAaBBIKH 110 COOTBETCTBYIOLICH TEMe.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

110 HANIPABJICHUIO: IIporpammuas nHXEHEpHs

Nnpo¢uJIb NOATOTOBKH: Pa3paboTka nporpaMMHO-MH(POPMALTUOHHBIX CHCTEM
BBICIIIas MIKOJa nMporpamMmmHon nHxkenepun MOTHU - SAnnexc
BBICIIIAsl IIKOJIA POTPaMMHON HHXEHEPUN

Kypc: 2

KBAJM(PUKAIMA: OaxanaBp

Cemectp, hopMBI IPOMEKYTOUHOH arTectanuu: 4 (BeceHnui) - JlnddepeHunpoBaHHbIi 3a4eT

Pa3paborunk: A.B. Manees, AupeKkTop



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-2 CriocoGen onpenensite Kpyr 3a/1a4d B
paMKax OCTaBJICHHOM LENH U BBIOMPATh

ONTHUMAJIbHBIE CIIOCOOBI UX peueHusA, nCXoas u3

JNEHCTBYIOLIMX NTPABOBBIX HOPM, HMEIOIINXCS
PECYPCOB ¥ OTpaHUYEHUI

VYK-2.1 ®opmynupyer COBOKYIMHOCTb B3aUMOCBS3aHHBIX
3aJad B paMKax  IIOCTaBJIEHHOW  wenu  paboTsl,
o0ecIeunBaroIINX ee JOCTHKEHHUE. Omnpenenser
OXHJIa€MbI€ Pe3yJIbTaThl PELICHUS IOCTABICHHBIX 3a]a4y

OIIK-2 CriocobeH moHUMAaTh MPUHITUITBL
paboTbl COBpeMEHHBIX HH()OPMAIIMOHHBIX

OIIK-2.1 CnocobeH wHCHONL30BaTh WHGOPMAIMOHHEIE
TEXHOJIOTMM W TPOrpaMMHBIE CpEICTBAa, B TOM YHCIIE

TEXHOJIOTH U IPOrPaMMHBIX CPEACTB, B TOM OTEYECTBEHHOTO TIPOM3BOJCTBA, NPU pPELICHUH 3ajad

YHCIIe OTE€YECTBEHHOTO POU3BOACTBA, U npo¢ecCHOHANBHON e TeNbHOCTH

UCTIONIB30BaTh X MPH PELICHNH 3a1a4

npo¢ecCHOHANBHON eI TeNbHOCTH

OITK-4 CriocoGen yHacTsoBath B paspaGoTke OIIK-4.1 V3HaeT OCHOBHBIE  mpaBwia  odopMieHHUs
TEXHUYECKOM JOKYMEHTallMd Ha PAa3JIM4HbIX CTaAUAX

CTaHAAPTOB, HOPM U MPABUJI, & TAKKE
TEXHUYECKON JOKYMEHTALUHU, CBA3aHHOM C
po¢eCCUOHANTBHON e TENbHOCTHIO

KU3HEHHOTO [UKJIa HH()OPMAIIMOHHON CHCTEMBI

OIIK-4.2 Brnageet Ha MpakTHUKE METOMOJIOTHEH COCTABICHUS
HAYYHO-TEXHUYECKHX OTYETOB (IIPOCKTORB)

OIIK-8 CriocoOeH oCcylIecTBISTh MTOKCK,
XpaHeHue, 00paboOTKy M aHaUu3 UHPOPMaLIUU
U3 Pa3IMYHbIX HCTOYHUKOB U 0a3 JaHHBIX,
MPEICTaBIATH €e B TpedyeMoM (opmare ¢
UCTIONIb30BaHNEM MH()OPMAILIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTHIH

OIIK-8.3 VYmeer onTuMHU3HpPOBaTh U  IPOBOAMTH
pehakTOpUHr  CYLIECTBYIOIIETO KoJa MAJsl  YAyYIIEHUs
MPOU3BOAUTEIBHOCTH M MOAJCPKKH

[IK-5 CnocoGeH mpoeKTUpOBarh,
pa3pabarbIBaTh, BHEAPSTH, COIPOBOXIATH U
CHHMMATh C JKCIUTyaTallui HH)OPMAIIMOHHEIE
CHCTEMBI

[IK-5.1 Ymeer omnmuchBaTh apXUTEKTYpy, YCTPOMCTBO U
($YHKUIMOHMPOBaHUE HH()OPMAITHOHHBIX CUCTEM

[IK-5.2 Vmeer omnpenensaTs ONTUMalbHbIE METOABI U
WHCTPYMEHTHl  Pa3pabOTKH, BHEAPEHUS H  ajanTaiuu
MIPUKJIATHOTO IIPOTPAMMHOTO obOecreueHus
WH(POPMAIIMOHHBIX CUCTEM

[TK-5.3 YMmeer pa3pabarbiBaTh MPOTOTHIT HHOOPMAIIHOHHBIX
CHCTEM B COOTBETCTBHHU C TPEOOBAHUSIMU U MPOBOIHUTH €TO

TECTUPOBaHUE Ui IIPOBEPKU KOPPEKTHOCTH
ApPXUTEKTYPHBIX PEIICHUI
[IK-5.4 HWmeer mpakTUYeCKHHl  OMBIT  Pa3padOTKH,

BHEIPEHUS U aJaNnTalydyd MPUKIATHOTO MPOrPaMMHOTO
obecrieueHnsi WH(OOPMAIMOHHBIX CHCTEM B Pa3IUYHBIX
MPOTPaMMHBIX Cpeaax

2. Iloka3aTe/in OLlEHUBAHUA KOMITETEHIUA

B pesynbrare nzyueHus AuCIMIUIMHBL « KOMIIbIOTEpHBIE CeTH» 00YUarOUIUIACs TOTKEeH:

3HATb:

IIOHSATHE CETEBOM MOACIIH,

- MIPOTOKOJIBI:

OCHOBHBIE TIOHATHS KOMITHIOTEPHBIX CETEH: TUIIbI, TOMOJIOTUH, METOMBI IOCTYTIA K Cpe/ie Mepeiadun;
arrnapaTHble KOMIIOHEHThHI KOMIIBIOTEPHBIX CETEH;
MIPUHIIUITHI TAKETHOW TIepe/laun JaHHbIX;

cereBas moaenb OS] u apyrue ceTeBble MOIETH;
OCHOBHBIC TOHATHUS, TNPHUHLMIIBEI B3aMMOICHCTBHS, pPa3M4usi W OCOOEHHOCTU

pacrpocTpaHEHHBIX IPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B OIEPAIIHOHHBIX CHCTEMAX;
- azxpecamys B CeTSAX, OPraHU3alus MEKCETEBOTO BO3ICHCTBHSL.

yMeTh:




- OpraHM30BBIBaTh U KOH(HUTYPHPOBATh KOMIIBIOTEPHbIE CETH;
- CTPOWTH U aHAIM3UPOBATH MOAEIN KOMIIBIOTEPHBIX CETEM;
- 30 }eKTUBHO UCIOIB30BaTh ANMapaTHbIE U MPOrPaMMHbBIE KOMIOHEHThI KOMIBIOTEPHBIX CETEH Npu
PELICHUH pa3INYHbIX 33]1a4;
- BBIIOJHATH CXEMbl U YEPTEXKU IO CIELHUAIBHOCTU C UCIOJIb30BAHUEM NPHUKIAJHBIX IPOrPaMMHBIX
CPEICTB;
- paborarh C MPOTOKOIAMH Pa3HBIX YPOBHEH (Ha mpuUMepe KOHKPETHOro creka mpotokosnoB: TCP/IP,
IPX/SPX uT.0.);
- yCTaHaBJIMBaTh U HACTPauBaTh IapaMeTPbl IPOTOKOJIOB;
- MPOBEPATH MPABWIBHOCTB NIEPEJAUN JAHHBIX;
- OOHapy’KUBaTh U YCTPAHITh OLIMOKH IIPHU Tepeade JaHHbIX;
- IpOrpaMMHpPOBaTh ceTeBble mpuioxkeHus B creke TCP/IP.
BJIaJeTh:
- MHCTPYMEHTAJIbHBIMU CpeAcTBaMU npoekrupoBanus JIBC;
- HCIIOJIb30BaHUEM BCTPOEHHBIX CPEICTB MOHUTOPUHIA KOMIIbIOTEPHBIX CETEH;
- WCHOJBb30BaHUEM CPEICTBAMH yIpaBiieHHs Ha 6a3e mpoTokona SNMP.

3. IlepeyeHb THNOBLIX (IIPHMMeEPHBIX) BONPOCOB, 32/1aHUI, TeM /ISl HOATOTOBKH K TeKyIleMy KOHTPOJII0

C 1menplo0 KOHTPOJIS OCBOEHHS OOy4aroIMMHUCS Yy4eOHOro Marepuaina MpOBOAUTCS YCTHBIH ONpoC B
Hayaje 3aHATUS 110 TEME IPOIIOTO 3aHATHS.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIIPOCOB M TeM JJISI IPOBEAEeHHUA IPOMEKYTOYHOM aTTecTaluu
o0y4yarommxcst

TeopeTnueckrue OCHOBBI IEPEAAYU JAHHBIX.
VYrpasisieMble HOCUTETN HHPOPMAIHH.
BecripoBogHas cBs3b.

KananpHbIif ypoBeHb.

MonenupoBaHue.

CeteBoii ypOBEHb.

OObeqHEHHbIE CETH.

e AN A M

TpaHCHOPTHBIN YPOBEHb.

9.  VYmpasneHue MOTOKOM U 60pb0a ¢ eperpy3Kamu.
10. KauectBo o6cmyxuBanus B [P ceTsx.

11.  AnpecHble ciyxOBbI.

12.  TexHomoruu rmodanbHBIX ceTel

13. TpaHCHOpTHBIE CETH.

14.  IIpoToKoJbI MPUKIAAHOTO YPOBHS.

15. be3omnacHOCTh B KOMIIBIOTEPHBIX CETAX.
16. CrangapTsl yrpaBlieHUE CETSIMHU.

17. CerteBoe o0opya0BaHUE

18.  CereBble onepaiOHHbIE CHCTEMBI

19. CpencrtBa aHanu3a U yIpaBlIeHUS CETIMU

Kpurepun onennBanus
OTINYHO
10 BcecTOpOHHHE, CHCTEMAaTU3UPOBAHHbIC, IYOOKHE 3HAHMS y4e€OHON MPOrpaMMbl AUCLUIUIMHBL U
yYMEHHE YBEPEHHO NPHUMEHSATh MX Ha MPaKTUKE MPH pEIIeHHMM KOHKPETHBIX 3a/1ad, CBOOOTHOE M
MpaBUILHOE 00OCHOBAaHHUE MPUHSTHIX PEILICHHIA;
9 cucremaru3upoBaHHbIC, TNTyOOKHE 3HAHUS Y4eOHOH MpOrpaMMbl JUCHUIUIMHBI U YMEHHE YBEPEHHO
MPUMEHSATh UX Ha MPAKTHUKE MPH PEIICHUH KOHKPETHBIX 3a4a4, NpaBHIIbHOE 000CHOBAHHE MPHUHATHIX
peLIEHN;

8  mryOokue 3HaHMS Yy4eOHOM MpOrpaMMbl JUCUUIUIMHBI U YMEHUE MPUMEHATh UX Ha MPAKTHKE IPU
peIIeHUH KOHKPETHBIX 3a]1a4, IpaBUJIbHOE 000CHOBAaHHUE MIPUHATHIX PEIICHUH;



XOpOLLO

7 TBEpIO 3HAET Marepuall, 'PaMOTHO U IO CYLIECTBY M3JIaraeT €ro, yMeeT IPUMEHSTH [OJyUYEHHbIE
3HAHMS HA IPAKTHKE, HO JOITYCKAET B OTBETE WM B PEIICHUH 337a4 HEKOTOPBIE HETOYHOCTH;

6 3HaeT Marepual, rPaMOTHO M3JaraeT ero, yMeeT MPUMEHATh MOJIyYeHHbIC 3HAHUS Ha MPAKTHKE, HO
JIOITyCKAeT B OTBETE WM B PELICHUHU 33a4 HEKOTOPbIE HETOUHOCTH;

5 3HaeT OCHOBHOM Marepuaj, 'paMOTHO HM3/1araeT €ro, yMeeT IPUMEHTh IOJIY4YEHHbIE 3HAHUS Ha
MpaKTUKE, HO AOITyCKAET B OTBETE WM B PEIICHUH 3a]]ad HETOUHOCTH;

YIOBJIETBOPUTEIBHO
4  ¢parmeHTapHBIN, pa3pO3HEHHBIA XapaKTep 3HAHWN, HEJOCTATOYHO IMPaBHIbHBIE (HOPMYIUPOBKU
0a30BBIX TOHATUH, HApyIIEHHs JIOTHYECKOH MOCIEOBAaTEIbHOCTH B H3JIOKEHHH HPOTrPaMMHOIO
Marepuaina, HO IPH 3TOM OH BJIaJeeT OCHOBHBIMH pa3lesiaMu yueOHOH IporpaMmbl, HEOOXOOUMBIMHU
IUIsL JanbHeNIIero o0y4eHuss 1 MOKET HMPUMEHATh IMOJTy4eHHbIe 3HaHMS 10 0o0pasily B CTaHIapTHOM
CUTYalluu;

3 XapakTep 3HaHUI AOCTaro4yeH AJs AalbHEHIIero oOydeHUs W MOXET NMPUMEHATH IOJy4YCHHBIE
3HaHMA 10 00pa3Ily B CTAaHIAPTHOM CUTyaluH;

HEYJIOBJIETBOPUTEIHHO

2 He 3HaeT OOJNBIIEH YaCTH OCHOBHOTO COACpXaHMUSA yueOHOH MporpaMMbl AUCLUUILUIMHBL, TOIMYCKAET
rpyOble omuOKkM B (HOPMYTMPOBKAX OCHOBHBIX IOHATUI JUCHMIUIMHBI M HE yMEeT IPaBUIBHO
HCIOJIB30BaTh MOyYEHHBIC 3HAHUS MIPU PELICHUH THIIOBBIX MPAKTHYECKUX 3a/1a4.

1 He 3HaeT GOPMYIUPOBOK OCHOBHBIX MOHSATHI AUCHUILIMHBI U HE YMEET UCIOIb30BaTh MOITYYCHHBIC
3HaHUA IPU PELICHUH TUIIOBBIX [IPAKTUYECKUX 3a]ay.

5. MeTonuveckne MaTepuabl, onpeneasone Npouexypbl OLeHUBAHUA 3HAHUI, YMeHH I, HABBIKOB H
(W) onbITA AESATEJIbHOCTH

Bo Bpems mpoBeneHust audhepeHIPOBAHHOTO 3a4€Ta OOYYAOIIMMCS HE Pa3pelIeHO MOJIb30BaThCS
MPOTrPaMMON JUCIIUILTAHBI.



