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AHHOTANMA
Kypc mocssimieH Teopu, Jiexamield B OCHOBE COBPEMEHHBIX IMPOMBIIUICHHBIX PACIPEISIICHHBIX CHCTEM:
¢aitioBBIX cucTeM, odepenei coodmeHmit, key/value xpanununi, 6a3 JaHHBIX. DTH CUCTEMBI XPaHST JACCATKH
Y COTHH IeTabaiT JaHHBIX, 00CITY)KHBAIOT MHOTHE THICSIYH 3allPOCOB B CEKYHIy U MAaCIITaOUPYIOTCS 10 COTEH
U THICSIY MAIlMH, NEPEXNBasi IIPX 3TOM OTKa3bl JUCKOB M NMUTAHUS, Apel( 9acoB, 3aJepKKH U HapyLICHUS
CBSI3HOCTH CETH, a IOTOMY YCTPOEHBI HEBEPOSTHO CIIOXKHO.
Ho ecim mocMoTpeTh CKBO3b BCE WMH)KEHEpHBIE J€Tald M COTHH THICSY CTPOK KOAA, TO OKAXKETCS, YTO
CIIO)KHOCTb, CBSI3aHHYIO C PaCIpEIeICHHOCTBIO, MOXKHO 3aKIIOUYUTh B OTHOCHTEIIFHO TNPOCTHIE MOACTH M
3a7la4yn: KaK y3JaM JOTOBOPUTHCSA O IMOPSIKE JOCTaBKM COOOIIEHUH B aCMHXPOHHOW CETH, KakK BbIOpaTh
JHJIepa Cpeny paBHONPABHBIX MAIIUH, KaK J00aBUTh B CHCTEMY €IIe OJJMH CepBep WiIH 00HAPYKUTh COOWHYIO
MamuHy. IMEHHO OT peleHuns 3THX 3a/ad B KOHEYHOM HTOre OyayT 3aBHCETh Ba)KHEHIINE XapaKTepUCTUKU
BCE CHCTEMBI: TPAHUIIBI €€ OTKa30yCTOHYMBOCTH, AOCTYIMHOCTh NPU HECTAOWIBHOM IOBEICHHU CETH H
MOJIEJb COIIACOBAHHOCTH JAHHBIX.
B kypce MBI pacCMOTPHUM 3TH 33134, UCCIIETyeM OIPaHUYEHUsI, KOTOPhIe HAKJIaIbIBaeT HA HUX MOJEIH CETH U
cboeB, W MOTPOTaeM MPAKTUYECKHUE AITOPUTMBI, KOTOPbIE NPHMEHSIOTCS B H3BECTHBIX IPOMBIIUICHHBIX
pacIpeesIeHHbIX CHCTEMaX.

1. leau u 3apauu

eap AUCUMNIMHBI

- HAy4YUTh CTYACHTA BUJETH 3a PACIPECIICHHBIMUA CUCTEMaMH psiji (pyHIaMEHTAJIbHbIX 3a]a4, KOTOpbIE
OTIPEJICNIAIOT KIIIOUEBBIE XapaKTEPUCTHUKU ATHX CHCTEM: OTKa30yCTOHYHMBOCTb, MAacCIITa0HMPyEeMOCTb,
JOCTYIIHOCTb;

- U3YYUTH PA3JIMIHBIC MOIACIIN CETU U C60€B, HCCJICA0BATh OTPaHUYCHUA, KOTOPHIC OHHU HAKJIAAbIBAIOT
Ha PCIUICHUS 3TUX 3aa4,

- W3YYHTh KIIOUCBBIC aJTOPUTMBI, KOTOPBIC HCIOJB3YIOTCS B MPOMBINUICHHBIX PACIpPEACICHHBIX
CHCTEMAX;

- Hay4YWUTh CTyAE€HTa OPHUEHTHUPOBATHCS B HAyyHOH OOJAcTH, IO3HAKOMUTHCA C KIHOUEBBIMH
aKaJIeMUYECKUMH paboTaMu.

33]13‘[1/[ JAUCHUIIINHBI

- 3HAET TEOPETUYCCKUE MOJICNH, KIIOUEBBIC 3aJa4d M PE3yJbTaThl O HEBO3MOXKHOCTH (Atomic
Broadcast, Consensus);

- 3HaeT aITOPUTMBI, KOTOPHIE WCIIOJIB3YIOTCS B IPOMBIIUICHHBIX pPAaCHpEIeIeHHbIX CHCTeMax
(Multi-Paxos, RAFT, pacnpenenennsie Tpanzakuun, PBFT, Bitcoin);

- 3HAaeT NOAXOAbl K BepUHUKALMM paclpelNesIeHHBIX CHUCTeM, BiaaeeT (POpMaibHBIMH METOAAMU
BepU(UKAIINN;

- yMeeT MHpOrpaMMHpOBaTh H3Y4EHHBIC aJTOPUTMBI C HMPUMEHEHHEM COBPEMEHHBIX HWHCTPYMEHTOB
ACHHXPOHHOTO NporpamMmmupoBanus ((paitdepsl, Gpioun U T.1.).

2. Ilepeyens opMupyeMbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAIIPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

Kon n HanMeHOBaHNE KOMIIETEHIIUU MHaukaTopsl JOCTHKEHUS KOMIIETEHIIUN
VYK-3.1 CmocobeHn  ycTaHaBiuBaTb  pasHble  BUJBI
YK-3 CnocoGen ocyniecTBIsITh COIMANBEHOE KOMMYHUKalUU (yueOmnyro, Hay4HY!O, JIEJIOBYO,
B3aMMOJCICTBUE U PEATTU30BbIBATH CBOIO POJIb B He()OpPMAIBHYIO U 1P.)
KOMaH[ie VK-3.2 BzaumoznelcTByeT C IpyrMMU Wi€HaMH KOMaHIbl

I JOCTHKCHUA IIOCTaBJICHHOM 3agadun

VK-6.2 CrnocobeH  miuaHMpOBaTh  CaMOCTOATENIBbHYIO
JEATEIIbHOCTh B PEIIEHHHM IPOQECCHOHANBHBIX —3a1ay;
MOJBEprarh KPUTHUYECKOMY aHAIN3Yy IMPOACIaHHYIO padory;
HAaXOIUTh M TBOPUECKU HCIIOIb30BaTh MMEIOIIUICS OINBIT B
COOTBETCTBHUH C 33Ja4aMH CaMOPa3BUTHUS

YK-6 CriocoGeH ynpaBiiTh CBOUM BPEMEHEM,
BBICTPAaMBaTh U PEaIM30BBIBATH TPACKTOPUIO
CaMOpa3BUTHS HA OCHOBE MPUHIIUIIOB
00pa30oBaHus B TCUCHUE BCEH )KU3HH




OIIK-2 CriocobeH moHUMAaTh PUHITUITBL
paboTbl COBpeMEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTU U IPOrPaMMHBIX CPEACTB, B TOM
YHCIIE OTE€YECTBEHHOTO IPOU3BOACTBA, U
UCTIONIB30BaTh X MPH PELICHNH 3a1a4
npo¢ecCHOHANBHON e TeNbHOCTH

OIIK-2.2 Bnageer HaBBHIKAMH CO3[aHUA MPOTPAMMHOIO
obecneuenns 11 O9BM u cucteM pa3nuyHON apXUTEKTYPhI

OIIK-3 CriocobeH pemarb CTaHapTHBIC 3313491
npodecCuoOHAILHOMN JIETEIbHOCTH Ha OCHOBE
nH(POPMAIMOHHOM 1 Oubmorpaduyeckoit
KYJBTYPBI C IPUMEHEHUEM
MH()OPMALMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTH U C y4E€TOM OCHOBHBIX TPeOOBaHHI
WH(POPMAIIMOHHOM 0e30MacHOCTH

OIIK-3.1 Ob6manaer HaBBIKAMH Pa3pabOTKU aApPXUTECKTYPHI
NPOrPaMMHBIX CHUCTEM ¥  KOMIIOHEHTOB C  Y4ETOM
TpeOOBaHMH K TPOU3BOAUTENBHOCTH, HAJCKHOCTH U
0e30MacHOCTH

OIIK-3.3 3Haet ocHOBBI HHPOPMALMOHHON 0€30IIaCHOCTH H
METO/Ibl 3aIIUTHI IMPOrPAMMHOTO OOECTeueHHs OT yrpo3 U
arak

OIIK-8 CriocoOeH oCcylIecTBISTh MTOKCK,
XpaHeHue, 00pabOTKy 1 aHau3 UHPOPMaLIUU
U3 Pa3IMYHbIX HCTOYHUKOB U 0a3 JaHHBIX,
MPECTaBIATh €e B TpeOyeMoM (opmare ¢
UCTIONIb30BaHNEM MH()OPMAIIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTHH

OIIK-8.2 VYMmeeT mNpHMEHEHATh TEXHOJIOTMH MAaITUHHOTO
00y4eHHs B Pa3IMUHbIX NPUKIIAIHBIX 00JacTIX

I1K-1 CiocobeH caMOCTOSTEILHO HIIA B
Ka4yeCcTBe WiIeHa MajJoro KOJJIEKTHBA
OpPraHWU30BBIBAaTh U TIPOBOANTH HAyUHBIC
WCCIIeIOBAHUS U UX armpoOariuio

[MK-1.2 CnocobeH MNpoOBOAUTH HAaydHBIC HCCICIOBAHUS
CaMOCTOATENIPHO MJIM B KaueCTBE WiCHa Majloro Hay4HOTO
KOJIJIEKTUBA

[IK-2 Cnocoben ¢popmanuzoBats u
AJITOPUTMU3UPOBATH [TOCTABICHHYIO 3a/1a4y

[IK-2.1 CnocobeH ¢opmann3oBaTb U aITOPUTMU3HPOBATDH
MOCTAaBJICHHYIO 3aJaqy

3. IlepeyeHb NIAHMPYEMBIX Pe3y/IbTATOB 00yUeHHUsI O JUCHMILINHE (MOLYJII0)

B pe3ynbrare ocBOeHUS TUCIUIUTHHBI 00y4YaronInecs JOKHBI

3HATh:
* QJITOPUTMBI, PEIIAONINE 33]]a41 BEIUNCIUTEIbHON TeOMETPHUH;
. METOJUKH pacliapaUieIMBaHus aJITOPUTMOB, CIOCOOBI CHHXPOHHU3AIIMU ITOTOKOB, pa3ieliCHUs
JOCTyIA K JAHHBIM U KOHTPOJISI HCTIOIHEHU T10]13a/1a4;
* OULEHKH CIOKHOCTH CTaHJAPTHBIX aIrOPUTMOB.
YMETb:
* peaJM30BHIBATh AJTOPUTMBI, PEIIAIOIINE 3a/1a4H BEIYHCINTENBHON T€OMETPUH;
*  peaTn30BBIBATH MapaJICIBHBIE aJITOPUTMBI PA3INYHOMN, BBIIONHATH CHUHXPOHU3AIUIO ITOTOKOB U
JOCTyTa K JaHHBIM.
BJIAJETh:

* cpeacTBaMu CTaHAapTHOW OnbOmmoTexn C++ Iiis Co31aHNsT MHOTOTIOTOYHBIX TPUIIOKCHUN;
* METOJaMH JICKOMIIO3HIIMY 33724 B 00JacTH WH(POPMAIIMOHHBIX TEXHOJIIOTUH U MMOCTPOCHHUS €ITHOTO
pPELIEHUS C UCTIONb30BAHUEM U3YUYECHHBIX aITOPUTMOB.

4. Coep:xanue TUCUMILIUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHueM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYECKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Pa3znenbl TUCTMITIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TpynoeMKOCTb 110 BUaM Y4eOHBIX 3aHATHH, BKIIIOYAs
CaMOCTOSITENIbHYO padoTy, Jac.
No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTs
pabora
1 Mogens pacpeneeHHON CHCTEMBI 4 4 4
2 Pennukanus 1 MoaeiiM coriacoBaHHOCTH 4 4 4
Atomic Broadcast m State Machine
3 L 2 4 2
Replication




4 PacnipeneneHHbIif KOHCEHCYC 2 2 2

5 AnroputMm Single Decree Paxos 2 2 4

6 Anroputm Multi-Paxos 2 2 4

7 Paxos Made Live 2 2 4

8 Pacnipenenennsie TpazHakuuu 2 2 4

9 dopmanbHble METONBI ISl BepUPHUKALIUH ) ’ 4
pacnpeneseHHbIX CHCTEM

10  |BuzanTuiicKue OTKa3bl 2 2 4

1 Anroputm Practical Byzantine Fault ) 5 6
Tolerance (PBFT)

12 |Bitcoin. Anroputm HotStuff 4 2 6

Uroro wacos 30 30 48

[loaroroska k sK3aMeHy 0 gac.

OO01mas TpynoEMKOCTh 108 yvac., 3 3au.en.

4.2. CopaepxaHue AUCHUILTUHBI (MOIYIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (pasjieiiam)
Cemecrtp: 6 (Becennuit)
1. Mogenb pacnpezielIeHHON CHCTEMBbI

Moyenb pacnpeleneHHOW CUCTEMBbI: CHapy»XH — BHYTPU — Y3IIbI U MOJIENb Tiepeiayd COOOIICHNUH,
CHapy»XH — KOHKYPEHTHBII aTOMapHbIi 00beKT. MogenupoBaHue y3JI0B, CETH, OTKa30B, YaCOB.
Bpewms, Bunsl yacoB (KBapueBble, aTOMHbIE), Apeid. HeBo3MOXKHOCT CHHXPOHHM3ALMH 4YacoB 0e3
IOpedida B CHHXPOHHOM CETH C HEONPEACICHHOCThIO TpU JocTaBke coobmieHuii. GPS wu
CHUHXpOHHM3alMsl 4acoB, npuMmeHeHne GPS u aroMHBIX 4YacoB B pacmupeneieHHBIX CHCTEMax:
TrueTime.

Cemunap:

BpeMsi B IPOMBINIUIEHHBIX CHCTEMaX: MOHOTOHHBIE U wall time yachl, cTaHIapTHbIE BpeMEHHbBIE OCH,
NTP 1 MOHOTOHHOCTB, BHCOKOCHBIE CEKYH/IBI M leap smearing.

VYerpoiictBo  paraneHTpa: cToiikh ¥ ToR  koMMyTaTtophl, KOMMYyTalMoHHas (aiOpuka,
OTKa30yCTOMYMBOCTh W 3ajepkku BHyTpu [ILl, oxmakaeHwe u muranue. MarucrpaibHble KaOemH:
3aJIepKKH, mosoMkn. Google private network u mapTHIIIEHBI.

[Tonstue failure domains

2. Permmukanust 1 MOJZENIN COTTIACOBAHHOCTH

Motusupyromuii  npumep:  K/V  xpaHwiuine, peruidkanus, MOJCIU  CONIACOBaHHOCTH,
JIMHEAPHU3YEMOCTD.

3amavya perumkanuu peructpa, anroputM ABD. HauBHble KBOpyMHBIE Omepanu U HapylleHHE
nmuHeapusyemoctd. Ciydail omHOTro mmcarensi, AByx(da3HOe YTEeHHE, aHaJIOTusi cO CBOOOIOW OT
OJIOKMPOBOK B MHOTOIIOTOYHBIX aJITOPUTMaXx, 10K-BO JMHeapu3yeMoctu. Ciiyyail MHOTHX Mucaresei,
COIVIACOBaHHBIM BBIOOD BPEMEHHBIX METOK, (u3uueckoe Bpemsi / AByxdaszHas 3aluchb, TOK-BO
TUHEeapu3yeMocTh. BriOOp MOHOTOHHBIX MeTOK ¢ Tomoiipio TrueTime. [Tepexondurypamus Habopa
PEIUTUK, pecTapThl PEIJIMK, BO3MOXHOCTh 0000IIEHUS Ha O0JIee CIIOKHBIE ONEPaLly.

CemuHap:

YcTpolCTBO 0TKAa30yCTOWYHMBOTO JIOKAILHOTO XpaHuiuina Aiist key/value xpannnuiina / 6a3bl TaHHBIX.
Breibop API, BbiOop rapantuii HazexxHocTu: atomicity, durability. Bwibop ™momenu oueHku
CJIO’KHOCTH.

dusnueckue ycrporictsa: HDD, SSD. HDD: Bpems moBopota OnvHa u Bpemsi seek-a, marTepHbI
JOCTylla M WX CTOMMOCTH. XapakTepucThku coBpeMeHHbix HDD. SSD: APl ¢mm namsTw,
cTpaHuIbl ¥ O510KH, n3HammBanue, FTL, narrepusl noctyna

Crpykrypsl 1ansbIX: B+-nepeBbs u LSM-nepeBbs, read/write amplification




3. Atomic Broadcast u State Machine Replication

[IpumutuB Atomic (Totally Ordered) Broadcast, cBoiictBa. AB kak TpaHCHOPT KOMaHJ, aJlfOPUTM
peruMKany  mpousBoiasHOro asromara (RSM), mokasarenscTBO JmHeapuzyemMocTd. lIpumepst
npumeHeHnss RSM B unayctpun.

bonbime aBToMaThl, MIApAMPOBAHUE WM TPaH3aKIHH, HEACTEPMUHM3M. TaiiMayThl Ha KIHEHTE W
cemanTtuka exactly-once. Hemerepmunusm. Read-only oneparuu. Iapamienuszm.

Cemunap:

Pacnpenenennsie daiinoseie cuctemsl (DFS). MortuBanus. Beibop API, Append/Write.

Juzaita nmokanbHOW (paliIoBOi cHCTEMBI: aOCTpaKIusl OJOYHOTO YCTPOHCTBA, CIOH JAaHHBIX (OJI0KH
¢aiioB) u MeTagaHHBIX (namespace, inode-br).

Paznenenne DFS na Meta store u Chunk store. UMmmyTtabensHOCTh YankoB, BbiOop API mst Chunk
store, BelpaxkeHue omnepaunii DFS gepez Meta/Chunk store. Peanuzaunsa Meta store: onuH y3en ->
RSM. Peanuzanus chunk store, eventual consistency.

Cpasnenue ¢ GFS. Onepanust nepezanucu, Ju3bl U primary 4aHKOB, FapaHTHH COTIIACOBAHHOCTH
JTaHHBIX. [ apaHTUM aTOMapHOCTH MPH NEPECEUYCHNH IPAHHIIBI YaHKOB.

LSM over DFS.

4. PacnipeneneHHbI KOHCEHCYC

Atomic Broadcast kak Reliable Broadcast + Consensus, sxBuBaneHTHOCTh 3a1a4 AB u Consensus.
HeBo3MOXKHOCTh KOHCEHCyca B acHHXpOHHOW cucreme: 1) rpanmma n > 2f 2) teopema FLP o
HEBO3MOXKHOCTH KOHCEHCYCa B AaCHHXPOHHOU CETH CO COOSMU ISl IETEPMUHUPOBAHHBIX MPOIIECCOB.
[IpakTnueckue cieacTBUs.

Cemunap:
ACHHXPOHHOCTh B POTPaMMHUPOBAHHUN: KOPYTHHBI / haiibepsl / Gpproun

5. Anroputm Single Decree Paxos

Uctopuss anroputma: crarbs Part Time Parliament, rpeku m pernukanus, crarbs Paxos Made
Simple. OO0mas waes aiaropurMa, NpPOTOKOJN, pazdop cueHapueB. Uutymumsa s ¢daser Prepare.
ITonsiTne BbIOOpa, KOHTPHpPUMEP A  OOJBIIMHCTBA AKCENTOPOB C OAHUM  3HAYCHUEM.
JoxkazarensctBo KoppektHOcTH. FLP u cuenapmii nmaiiBnoka — dueling proposers. M3BieueHue
BBIOpaHHOTO 3HaYeHus. ONTUMHU3ALNY.

Cemunap:
[IporpamMmHas CUMYJISILIMS pACIPEAEIEHHON CUCTEMBI.

6. Anroputm Multi-Paxos

Db dektuBHas peanuzanust Atomic Broadcast, obmias cxema RSM, perumkanust jmora KOMaHI.
[Tpumeps! npumenennss RSM B peanbHbIX cUCTEMaXx.

Multi-Paxos: He3aBUCHMMBIE HMHCTAHCHI KOHCEHCyca B Ul KaXKIOro ciora Jjora. Beibop nuzaepa,
asropuT™ JIsMIopra M ero HeJOCTaTKK, OPTOTOHAJIBHOCTH BHIOOpA JINAEPA U PEIUIMKALIMH, CUTYaIlHs
nByx suaepoB. Ilaiinnaiinuer, yckopeHwe mnporokoia Ha OblctpoM myTH a0 oxHoro RTT.
MacmrtabupoBanue ¢asel Prepare Ha cyddukc nora, moHsTHE dM0XH. [[paBuiia KOMMUTa KOMaHIbI
jora.

CemuHap:

Anroputm RAFT. Ponu, Tepmsl, (ha3sl BeIOOpa Jtnaepa U peruiMKauu. AITopuT™ BbIOOpa Iuaepa B
TepMme. HeTpuBHanbHbIE CliIeHapHH, paBUiia KOMMUTA 1 nipaBuiia rojgocoBanus. CpaBaenue RAFT u
Multi-Paxos. Pa3z6op mpomsinimieHHOH peanuzanui RAFT.



7. Paxos Made Live

[Ipumenenne Multi-Paxos B mpombinuieHHON cucteme. Bwibop uumcna pemiuk. Pacnonoxenue
pertuk, failure domains. 3amada mepexkoHUTYpallui: HAWBHBIA TOAXOJM, CIy)KeOHas KOMaHJa B
npotokone  Multi-Paxos, a-meton. Read-only omepaunn, KBOpyMHOE TOATBEPXKICHHE,
ucrnonp3oBanue 4acoB u leader leases. I'pynmoBoii kommut. Kommaktudukamus gora U CHUMKH
cocrosanus. Cuumku: nepcuctentHoctb, CoW u fork, fuzzy snapshots B ZK. YerpoiicTBo nora
KOMaH]I: CeTMEHTUPOBAaHUE, YEKCYMMBI, Ipeaiokanus u fsync.

Cemunap:

Koncencyc kak ceppuc: Google Chubby u Apache ZooKeeper. [Ipumenenne ZK B mpOMBIIIUIEHHBIX
pacIpeieIeHHbIX CHCTEMaX.

Crash consistency u ¢aiiyioBble CHCTEMBI

8. PacnpeneneHHblie Tpa3HAKIIUU

Tpanzakuun, ACID, uzonmsuusi TpaH3aKLUWH, cCepUan3yeMOCTb. consistency models u rapanTuu
n3oanun ANSI, anomanuu.

KounukTHas cepuann3yeMocTh, MEXaHU3M JByX(a3zHbIX OJIOKUPOBOK.

MynbTHBEpCHOHHOCTh ¥ CHANIIOTHI, H30Jsiuus cHammoTtoB, Google Percolator - mportokon
Tpan3zakuuii mosepx BigTable.

HByx¢azusiii kommMuT(2PC) B Google Spanner, npumenenue TrueTime.

HerepmunupoBanHble Tpan3akuuu (Calvin)

9. q)OpMaJ'ILHLIe MCTOABI 1A BepI/I(I)I/IKaLII/II/I pacupCACJICHHBIX CUCTCM

[MpoGembl nu3aiiHa W BepUHUKALUU PACHPENCIICHHBIX CHUCTEM, CTaHAapTHBIE MOAXOABl K
Bepudukanuu. opmansHas crnenuduranus U explicit model checking. [pad kondurypammii ans
pacIpeseseHHOH CHCTEeMbl B ACHHXPOHHOM Mopenu. Macmrad Mojenei Juis NpaKTHIeCKOH
MPOBEPKM W TMOuYeMy Takoro wacmraba pgocrarouHo. CaoiictBa safety wu liveness juis
pacnpeneneHHbIX CUCTEM, JJUHeHHas TeMnopanbHas joruka (LTL),

BBIPOKCHNE TUIMYHBIX CBOWCTB JJISi KOHKYPEHTHBIX / PacHpeNesIeHHbIX aJrOPUTMOB / OOBEKTOB B
LTL. S3p1ix TLA+.

Pazbop cnemudukanuit TLA+ nans Single Decree Paxos, RAFT. Texuuku MomenupoBaHUsI
pacrpeelIeHHbIX aITOPUTMOB 1 cucteM Ha TLA+.

A3pik PlusCal mis MmogenupoBaHust MHOTONIOTOYHBIX anropuTMoB. TpaHcisinus PlusCal B TLA+.

Fault Injection Ha mpumepe ¢pelimMBopka Jepsen: MHCTPYMEHTHI AJisi BHeapeHus cOoeB ceTu /
BpPEMEHH, Pa3IMYHbIC CIIEHApUH MAPTHILIEHOB, TECTUPOBAHUE JTMHEAPU3YEMOCTH.

10. BusauTuiickue oTKa3bl

Buzanrtuiickas wmozpens cOoeB. IlpuumHBI ¥ NpUMeEphl BH3AHTUHCKOTO TOBeAeHUs. [louemy
MPOMBIIUICHHBIE CHUCTEMBbl HE YYMTHIBAIOT BH3aHTUHCKME cOOM. AyTeHTUHUKAuMs U LU(PpPOBBIE
nofnucy. ['panuna n > 3f ans 3agaum KOHCEHCyca, MePexo]l Yepe3 TPaHUIly B BUBAHTHICKON MOIEIH
W MOJIENIM C OTKa3aMu y3i10B. PannomusupoBansblil anroputM Ben-Or, KBOpyMBI 111 BU3AHTUHCKUX
aJITOPUTMOB.

Cemunap:
Kpunrorpadguueckrne HHCTPYMEHTHI: X3MI-QYHKIIUH, TUPPOBBIC TOANHNCH, cepTudukatsl, TLS

11. AnroputMm Practical Byzantine Fault Tolerance (PBFT)

Perunkanust aBromara B BU3aHTHIICKOM OKpykeHuH. Public Key Infrastructure. [Tony4yenue orBera
OT BHM3AaHTUHCKON cucTeMbl. BapmaHThl Bu3aHTHiicKoro moBeneHusi primary. @assl Pre-Prepare u
Prepare. Rotating primary, npoToKoJa mepexojia 4epe3 310Xy, KBOpyMHbIe cepTU(HKaThl. JIokaabHOE
3Hanue W (aza Commit. CHUMKH cocTossHuS aBToMmara. LludpoBeile mommucu ©  KOABI
ayTeHTU(UKAIIMH COOOIICHU.



Cemunap:
Paz6op peanmzanuu PBFT.

12. Bitcoin. Anroputm HotStuff

OOmas cxema 3JEKTPOHHBIX JeHer, rpad TpaHzakuumid u uudpossie noxmuch. [Ipobmema double
spending ® JOr TpaH3aKUWH, 3agada pEIUIMKAIMsA JIOTa B BU3AHTUIICKOM OKPY)KEHHH.
Heuentpanu3anusi 1 MyOIMYHOCTb, AHOHUMHOCTh M TICEBIOHUMHOCTH, IWHAMHYECKUH HaOOp
pEeIIMK W TYyONMYHBIC KIIOYM B KavyecTBe ajapecoB. brokdeiiH, ONOKH, TpaH3aKIWH, gossiping.
Heuentpanu3oBannas yorepes — PoW, dopku, crabmimzanus, ataka 51%, finality. MotuBanus
MalHEpPOB M 3MHCCHUSI MOHET. BIIOKUEHH uepe3 JIMH3bl KJIACCHUYECKUX AJITOPUTMOB PEIUIMKALUU,
cpaBHeHue ¢ PBFT.

CemuHap:

Selfish mining, mapaupoBaHue U TpaH3aKUUU MEXIy OnokuyeiiHamu (atomic swaps), aHOHUIMHOCTb H
JI0Ka3aTeNIbCTBA C HYJIEBBIM pasIyIallieHueM

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLeCTBJIEeHHS 00pa30BaTEJILHOIO
npouecca 1no JUCUUILInHe (MOIYJII0)

VYueOHast aymuTOpus, OCHAIICHHAs! KOMIIBIOTEPaMH AJIs1 KAK0TO CTYICHTA.
6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. CamormpoBepsieMble ycTpoicTBa U oTkazoycroiuuskie cucteMbl [ TekcT]/E. C. CoromonsH, E. B.
Cnabaxos, -M., Panno u cBsa3b, 1989

Jlureparypa, pekoMeHJ0BaHHAs JIJIsl CAMOCTOSITEIILHOTO H3Y4YCHUSI:

- Diego Ongaro, & John Ousterhout. (n.d.). search of an understandable consensus algorithm (extended
version). http://ramcloud.stanford.edu/raft.pdf.

- Leslie Lamport, John Matthews, Mark Tuttle, & Yuan Yu. (2002). Specifying and Verifying Systems
with TLA+.

- Leslie Lamport. (2000). The part-time parliament.

- Michael J Fischer, Nancy A Lynch, Michael S Paterson, & Coventry England. (1985). Impossibility of
distributed consensus with one faulty process.

JomnonHutensHas auTeparypa

Jlureparypa, peKOMEHJOBaHHAS ISl CAMOCTOSTEIBHOTO U3yUeHHS:
- Barbara Liskov. (n.d.). Chapter 7 From Viewstamped Replication to Byzantine Fault Tolerance.
- Herlihy, M. (2018). Atomic Cross-Chain Swaps.

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTH ""UHTepHeT" , HEOOXOTUMBIX
JJIS OCBOCHUSI JUCHMILIUHBI (MOLYJIs1)

T. Chandra, S. Toueg / Unreliable Failure Detectors for Reliable Distributed Systems / 1996 /
https://dl.acm.org/doi/10.1145/226643.226647

M. Fischer, N. Lynch, M. Paterson / Impossibility of Distributed Consensus with One Faulty Process /
1985 / https://groups.csail.mit.edu/tds/papers/Lynch/jacm85.pdf

L. Lamport / The Part-Time Parliament / 1998 /
https://lamport.azurewebsites.net/pubs/lamport-paxos.pdf

D. Ongaro and J. Ousterhout / In Search of an Understandable Consensus Algorithm /2014
/https://raft.github.io/raft.pdf



M. Castro, B. Liskov / Practical Byzantine Fault Tolerance / 1999 /
http://pmg.csail.mit.edu/papers/osdi99.pdf

Nakamoto / Bitcoin: A Peer-to-Peer Electronic Cash System / 2008 / https://bitcoin.org/bitcoin.pdf

8. IlepeyeHb MH(POPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NIPH OCYLIECTBJICHNH 00pa30BaTeILHOIO
npouecca 1o AMCuMILINHe (MOAYJII0), BKJIIOYasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 odecredyeHust
¥ HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

1O nuist pa3pabOTKH 1 OTIAIKU IPOrpaMM Ha si3bIKe porpamMmupoBanus C++.
9. Metonuyeckne yKkazaHusi JUIsl 00y4AIOIMXCH 10 OCBOCHUIO U CHUILTHHBI (MOXYJIs)

BrImonHeHue JomairHero 3ajaHus sBIsSETCS OJHON o0miei paboToi crymeHTa. Ha 3aHsTusix ocoboe
BHUMaHHE oOpamiaeTcs Ha COBPEMEHHbIE CHOCOObI pPa3pabOTKM TMPOrpaMMHBIX  MPOIYKTOB.
HeobxoaumMo TpeGoBaTh OT CTYIEHTOB Kaue€CTBEHHOTO U MOHSATHOTO MPOrPAaMMHOIO KOJa Ha Psay U B
pPaBHOW CTENEHH C MPaBWIBHOW padoToil mporpammbl. Ha 3aHSATHAX CTOMT MOCTOSHHO pa3OupaTh
OIIMOKHU, KOTOPBIE JOIYCKAJIM CTYJICHTHI B CBOMX ITPOrpaMMaXx, a TaK jKe JOTHYECKHE OIIUOKH.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

110 HANIPABJICHUIO: IIporpammuas nHXEHEpHs

Nnpo¢uJIb NOATOTOBKH: Pa3paboTka nporpaMMHO-MH(POPMALTUOHHBIX CHCTEM
BBICIIIas MIKOJa nMporpamMmmHon nHxkenepun MOTHU - SAnnexc
BBICIIIAsl IIKOJIA POTPaMMHON HHXEHEPUN

Kypc: 3

KBAJM(PUKAIMA: OaxanaBp

Cemectp, (opMBI IPOMEKYTOUHOH arTecTanuu: 6 (BeceHnui) - JlnuddepeHunpoBaHHbIi 3a4eT

Pa3paborunk: A.B. Co3bIkuH, KaHJI. TEXH. HayK, TOIICHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-3 CriocoOeH 0CyIIeCTBIATE COIMATEHOE
B3aUMOJICHCTBUE U PEaM30BbIBATH CBOKO POJIb B
KOMaH e

VYK-3.1 CrmocobGeH  ycTaHaBIWBarh  pasHbIC
KOMMYHUKAIIHH (yueOnyto, Hay4qHYIO,
He(OopMallLHYIO U JIp.)

BUJIBI
JIETIOBYIO,

VYK-3.2 B3auMonelcTBYeT ¢ JIpPYIMMH 4YJ€HAMH KOMaHIBbI
IUISL TOCTYOKEHHS TIOCTaBICHHON 3a1a4n

YK-6 CriocobeH ynpaBisTh CBOUM BPEMEHEM,
BBICTPANBATh U PEAIN30BBIBATH TPACKTOPHUIO
caMOpa3BUTHS Ha OCHOBE NPUHIIUIIOB
00pa3oBaHMs B TeUEHUE BCEH KU3HU

VK-6.2 CrnocoOeH  MIaHHpPOBaTh  CaMOCTOSTENBHYIO
NeSITeIbHOCTE B pEUICHUH NPOo¢eCCHOHAIBHBIX —3a1ay;
MOZABEpraTh KPUTUYECKOMY aHAJIM3y HpPOJENaHHYyI0 padoTy;
HAXOIUTh M TBOPYECKH MCIOJNB30BaTh NMEIOLIUICS OIBIT B
COOTBETCTBHUH C 3a/1a4aMU CaMOPa3BUTHS

OIIK-2 CriocobeH moHUMaTh TPUHITUITBL
paboTbl COBpeMEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTU U IPOrPaMMHBIX CPEACTB, B TOM
YHCIIe OTE€YECTBEHHOTO POU3BOACTBA, U
UCTIONIB30BaTh X MPH PELICHNH 3a1a4
npo¢ecCHOHANBHON eI TeNbHOCTH

OIIK-2.2 Bnageer HaBBHIKAMH CO3[aHUA MPOTPAMMHOIO
obecneuerns 11 O9BM u cuctem pa3znuyHON apXUTEKTYPhI

OIIK-3 CriocobeH pemarb CTaHapTHBIC 3312491
npodecCHOHAILHOM JIeTeIbHOCTH Ha OCHOBE
WHGPOPMAIMOHHOM 1 Oubmorpaduyeckoit
KYJBTYPBI C IPUMEHEHUEM
MH()OPMAMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTH U C y4E€TOM OCHOBHBIX TPeOOBaHHI
WH(POPMAIIMOHHOM 0e30MacHOCTH

OIIK-3.1 OGmanaer HaBBIKAMH Pa3pabOTKU apPXUTECKTYPHI

MPOrPaMMHBIX ~ CHCTEM W  KOMIIOHGHTOB C  y4YETOM
TpeOOBaHMH K TPOU3BOAMUTEIBLHOCTH, HAJICKHOCTH U
0e30macHOCTH

OIIK-3.3 3Haet ocHOBBI HHPOPMALMOHHON O0€30IIaCHOCTH H
METO/Ibl 3aIIUTHI IMPOrPAMMHOTO OOECIeueHHs OT yrpo3 U
arak

OIIK-8 CriocoOeH oCcylIecTBISTh MTOKCK,
XpaHeHue, 00paboOTKy 1 aHau3 UHPOPMaLIUU
U3 Pa3IMYHbIX HCTOYHUKOB U 0a3 JaHHBIX,
MPEICTaBIATH €e B TpeOyeMoM (opmare ¢
UCTIONIb30BaHNEM MH()OPMAIIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTHIH

OIIK-8.2 VYMmeeT mnpHMEHEHATh TEXHOJIOTMH MAaIIUHHOTO
00y4eHHs B Pa3UUHbIX NPUKIIAIHBIX 00JIacTIX

I1K-1 CiocobeH caMoCTOSTEILHO HIIA B
Ka4yeCcTBE WiIeHa MajJoro KOJJIEKTHBA
OpPraHW30BBIBATh U TIPOBOAMTH HAyUHBIC
WCCIIeIOBAHUS U UX armpoOariuio

[MK-1.2 CnocobeH mNpoOBOAUTH HAaydHBIC HCCICIOBAHUS
CaMOCTOATENIPHO MJIM B KaueCTBE WiCHAa Majloro Hay4HOTO
KOJIJIEKTUBA

[IK-2 Cnocoben ¢popmanuzoBars u
AJITOPUTMU3UPOBATH [TOCTABICHHYIO 3a/1a4y

[IK-2.1 CnocobeH ¢opmann3oBaTh U aITOPUTMUZHPOBATDH
MOCTAaBJICHHYIO 3aJady

2. Iloka3aTe/in OLIEHUBAHUA KOMITETEHIU

B pesynbrare u3ydeHus TUCHUILTHHBI « TeOpHsl 0TKa30yCTONYMBBIX paclpeleIeHHBIX CUCTEM» 00yJaromuiics

JIOJDKEH

3HAThb:

¢ AJr'OPUTMBI, pCIIA0IMNEC 3aJa491 BBIYHCIIMTEIIEHON TCOMCTpPHUH,

® METOAUKH pacliapaluIiCJIMBaHus aJIrOPUTMOB, CITOCOOBI CHUHXPOHHM3allMKU II0TOKOB, pa3fcICHUA
A0CTYyIIa K JaHHBIM U KOHTPOJIA UCIIOJIHCHUS MOA3a4aa4,

¢ OILCHKHU CIIOKHOCTH CTaHAAPTHBIX aJITOPUTMOB.

yMeThb:

¢ PpCaln30BbIBATH AJITOPUTMBI, PCIIAOIIHNEC 3a1a491 BBIYMCIUTSILHOMN TCOMCTPHUHU,
® PpCaJIM30BbIBATh IAapPaJlJICIbHBIC aJITOPUTMBbI pa3n14qH0171, BBIIIOJIHATE CHHXPOHU3AHIO ITOTOKOB H

A0CTYyIIa K JaHHBIM.
BJIaJd€Th:

* CpejcTBaMM CTaHAapTHOM Oubnuoreku C++ sl CO31aHNsT MHOTOTIOTOUHBIX MPUIIOKEHHIA;
* METOJaMU JICKOMITO3HIINY 33724 B 00JIaCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI U IMMOCTPOCHUS €IUHOTO
pEeIIeHHs C UCTIOb30BaHNEM U3yUEHHBIX aJITOPUTMOB.



3. IlepeyeHb THNOBLIX (IIPMMeEPHBIX) BONPOCOB, 3a/1aHHUI, TeM /ISl HOATOTOBKH K TeKylleMy KOHTPOJIIO

1. Joka3zarenbcTBO KOppekTHOCTH anroputMa RAFT.

Hoxaxute Leader Completeness Property — mycTs B TepMme t Jauaep 3aKOMMHUTHI B JIOT HEKOTOPYIO
KOMaH]Iy, TOT/Ia 3Ta KOMaH1a Oy/leT MPUCYTCTBOBATH B JIOTE JIMJIEPA BO BCEX MOCICAYIOMINX TEPMaXx.

2. Hanncanue crienudukanuii 11 aITOPUTMOB PEIUTUKALIMH PETUCTPA.
Hanummre cnenudukanny ajsi 1ByX aJrOpuTMOB PEIUIMKAlUY PEerucTpa Ui cirydas | nmucares.

3. Ananus xozxa cucteMbl Apache ZooKeeper.
- HalinuTe xon aBTOMara, KOTOphIH peruuupyet ZooKeeper
- Haiinnure xof, KOTOPBIN BBIMONHSIET CETMEHTHPOBAHUE JIOTa TPAH3AKLINUN U IPEAJUIOKALNIO CETMEHTOB

- Haligute xon, KOTOpBIM MUIIET CHUMOK JepeBa. Kak OH CHHXPOHM3HPOBAH C KOHKYPHUPYIOIIMMH
angerramu?

4. Anamms crareu ipo Google BigTable.

[Ipourute n pazbepute crarpio Bigtable: A Distributed Storage System for Structured Data.
HexoTopsle KOHTPOJIBHBIE BOIPOCHI MO CTAThE:

- Uro takoe Tabier B BigTable?

- Kakue nannblie Tabnera XpaHsaTCs B ONIEPATUBHON MaMSITH 00CITYKHBAIOIIETO €ro TadbieT-cepsepa?
- 3auem B LSM nyxxeH WAL? [Touemy Tabnet-cepBep BEJET cpa3y JiBa )KypHaia?

4. [lepeyens THNOBBIX (MPUMEPHBIX) BONMPOCOB U TeM [IJIsl IPOBeAeHUsI IPOMEKYTOUHOI aTTecTalluu
o0yuarouuxcst

Monens pacnpeneneHHoi cucteMsl. Bpemst

Pennukanusi, 0TKa30yCTONYUBBIN aTOMapHBIA PETUCTP
State Machine Replication, Atomic Broadcast u Consensus
HeBo3MOXXHOCTh KOHCEHCYCA

Single-Decree Paxos

Multi-Paxos, RAFT

Paxos Made Live

AN i

PacnipeneneHubIe TpaH3aKIMK

9. Bepudwukanus, hopMaabHbIe METOIBI
10. Buzantuiickue cooun

11. Practical Byzantine Fault-Tolerance
12. Bitcoin u O10KYEHHEI

Kputepun onennBanus
OTJIIMYHO
10 BcecTOpoHHHE, CHCTEMAaTH3HPOBAaHHbIC, ITyOOKHE 3HAHUS y4eOHOH HpOrpaMMbl AUCLUIUIMHBI U

YMEHHE YBEPEHHO NPUMEHATh MX HA MPAKTUKE IPH PEHICHWH KOHKPETHBIX 3a/ad, CBOOOIHOE H
MPaBWIbHOE 000CHOBaHNE MIPUHATHIX PELICHUIH;

9 cucremaru3upoBaHHBIC, YOOKHE 3HAHUA Y4eOHOWM MpOrpaMMbl JUCHUIUIMHBL U YMEHUE YBEPEHHO
NPUMEHATh UX Ha MPAKTHKE MPH PELICHUH KOHKPETHBIX 33/1a4, IpaBHIbHOE 000CHOBAHME MPUHATHIX
PpELICHMUI;

8 rmnyOokue 3HaHMA y4eOHOH MPOrpaMMbl TUCHMILIMHBI M1 YMEHHE MPUMEHSITh UX Ha MPaKTHKE MPH
peLIeHNN KOHKPETHBIX 3aJ1a4, IPaBHIbHOE 000CHOBAHUE MTPUHATHIX PEIICHHH;

XOpOLIO

7 TBEpAO 3HAET Marepuall, 'PaMOTHO U IO CYLIECTBY M3JIaraeT €ro, yMeeT IPUMEHSTH MOJyUYEHHbIE
3HAHMS HA MTPAKTHKE, HO JOITYCKAET B OTBETE WM B PEIICHUH 337a4 HEKOTOPBIE HETOYHOCTH;

6 3HaeT Marepual, FPaMOTHO M3JaraeT €ro, yMeeT MPUMEHATh [TOJyYeHHbIE 3HAHNS Ha MPaKTUKE, HO
JIOITyCKAeT B OTBETE WK B PELICHUH 33a4 HEKOTOPbIE HETOYHOCTH;



5 3HaeT OCHOBHOM Marepuaj, 'paMOTHO HM3J1araeT €ro, yMeeT IPUMEHsTh IOJIY4YeHHbIE 3HAHUS Ha
MIPaKTUKE, HO AOITyCKAEeT B OTBETE WM B PEIICHUH 3a]]ad HETOUYHOCTH;

YIOBJIETBOPUTEIBHO

4  ¢parmeHTapHBIN, pa3pO3HEHHBIA XapaKTep 3HAHWN, HEJOCTATOYHO IMpPaBHIbHBIE (HOPMYIUPOBKU
0a30BBIX TOHATUH, HAapyIIEHHs JIOTHYECKOH MOCIEOBAaTEIbHOCTH B H3JIOKEHHH HPOTrPaMMHOIO
Marepuaina, HO IIPH 3TOM OH BJIaJeeT OCHOBHBIMH pa3lesiaMu yueOHOH IporpaMmbl, HEOOXOOUMBIMHU
IUIS JanbHEHIIero o0y4eHuss 1 MOXKET MPUMEHATh IMOJTy4eHHbIe 3HaHMS 10 0o0pasily B CTaHIapTHOM
CUTYalluu;

3 XapakTep 3HaHHUI AOCTaro4yeH AJs AalbHEHIIero oOydeHUs W MOXET NMPUMEHATH IOJy4YCHHBIE
3HaHMA 10 00pa3Ily B CTAaHIAPTHOM CUTyaluH;

HEYJIOBJIETBOPUTEIHHO

2 He 3HaeT OOJNBIIEH YaCTH OCHOBHOTO COACpPXaHMUA yueOHOH MporpaMMbl AUCLUUILUIMHBL, TOIMYCKAET
rpyOble ommOku B (HOPMYTMPOBKAX OCHOBHBIX IOHATUI IUCHMIUIMHBI M HE yMEeT IPaBUIBHO
WCIOJIB30BaTh MOJyYEHHBIC 3HAHUS MIPU PELICHUN THIIOBBIX MPAKTHUYECKUX 3a/1a4.

1 He 3HaeT GOPMYIUPOBOK OCHOBHBIX MOHATHH AUCHUILIMHBI U HE YMEET UCIIOIb30BaTh MOITYYCHHBIC
3HaHUA IPU PELICHUH TUIIOBBIX [IPAKTUYECKUX 3a]ay.

5. MeTonuveckne MaTepuabl, onpeneasione Npouexypbl OeHUBAHUA 3HAHUI, YMeHH I, HABBIKOB H
(W) onbITA AESATEJIbHOCTH

JudpdepeHnrpoBaHHBI 3a4eT BBICTABIAETCS Ha OCHOBE pPA0OTHI HAa CEMHHApPEe M BBITOIHEHUS
JOMAIlHUX PaboT, 100, B Cilydyae IMepeciaud KOMHCCUH, BBINOJIHEHUS 3aaHUsl U €ro 3alluThl
KOMHCCHUH.

Ouenka 3a nudQepeHInpoBaHHbIN 3a4eT BBICTaBIsieTCs M3 cooTHomeHus: 30% 3a TeopeTHdecKyro
4acTh pu oTBeTe Ha Oniet, 1 70% - 3a MPaKTUUECKYIO 110 UTOraM BBIIOJHEHHBIX JIOMALIHHUX 3adaHUH.



