degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO

JupexTop BhICIIEH HIKOJIBI
NPOrpaMMHOI HHKCHePHHU
A.B. Manees

PaGouyas nporpamMma qucuunJIMHbI (MOXYJIs1)

Mo TUCHHUIIJIMHE: NudopmannonHas 6e30macHOCTh
10 HANPABJIEHHIO: [IporpammHas HHKEHEpUs
NpoduJIb MOATOTOBKH: Pa3paboTka nporpaMMHO-UH(POPMAMOHHBIX CUCTEM

BbICIIIAs! LLIKOJIA IPOTPaMMHOM HHXEHEpUU
BBICIIAS IKOJIA ITporpaMMHOM nHx)eHepuu MPTU - Annexc

Kypc: 3
KBaJIMpUKALS: GakanaBp

Cemectp, GopMBI IPOMEKYTOUHOH arTecTauuu: 5 (oceHHuil) - JuddepenuupoBannslii 3a4eT

AynutopHbIX 4acoB: 60 Bcero, B TOM 4HCIIE:
nexuud: 30 yac.
cemuHapsl: 30 gac.
nabopatopusle 3ansaTus: 0 gac.

CamocrositensHas padora: 48 yac.

Bcero gacos: 108, Bcero 3au. en.: 3

[Iporpammy cocraBui: A.B. Co3blkuH, KaHJI. TEXH. HayK

[Iporpamma obcyxieHa Ha 3aceflaHuy BBICIICH MIKOJBI porpaMMHoil naxkenepun MOTU - Anpekc 28.04.2023



AHHOTANMA

Juctumimaa  «MHbopManmonHass 0e30mMacHOCTh»  BKIJIIOYAeT B ce0sS 3HAKOMCTBO — CTYIEHTa c
MaTeMaTHYeCKMMH  OCHOBAMH  COBPEMEHHBIX  KPUNTOrPaUUECKHX  TEXHOJOTMH W IPAaKTHKAMH
MH(POPMAIIMOHHOW O€30MaCHOCTH, NMPHHATHIX B COBPEMEHHBIX OHM3HEC-CTpPyKTypax. [IpakTndeckue 3amaHus
BBITIOJTHSIOTCS ¢ HCTIoNb30BanueM s36ikoB C/C++ u Python, a B ciydae paspabdorku Murepuer-cucrem (b, B)
JOTNOJIHUTEIBHO JJOMYCKAeTCsl HCIIOIb30BaHMe si3bIka JavaScript.

1. leau u 3apauu

Meap AUCUMNIMHBI

- (opMmupoBaHre 3HAHWH W HABBIKOB, JIOCTATOYHBIX JJISi TOTO, YTOOBI 3(D(HEKTUBHO MPHUMEHSTH H
MIOHUMAaTh COBPEMEHHBIC NMPAKTHKA MH(POPMAIMOHHOW O€30IMacHOCTH M CaMOCTOSTEIBHO OCBaHBaTh
CIICIMANIbHBIC 3HAHUS, HEOOXOAUMBIE ISl UX Pa3pabOoTKH.

3agauu AUMCHUILINHBI
- cOopMHUPOBATh TOHUMAHUE MATEMAaTHYCCKUX OCHOB KPHUNTOrpapuu ¥ YMEHHUE pPeliaTh Psii TUIIOBBIX
3a1a4 B OTOM 00J1acTy;
- c¢hopMHUPOBAThL MOHUMAHHE OCHOB MPHKJIAIHON KPUNTOTpaQuu ¥ YMEHHUE PEHICHUS PAZa THITOBBIX
3a7a4 B OTOM 00IaCTH;

- TIO3HAaKOMHUTH CTYIEHTOB C COBPEMEHHBIMU IPaKTHKaMH WH(QOPMAIMOHHONW O€30MacHOCTH,
MPUMEHSEMBIMU Ha MIPOMBIIIICHHBIX TPEANPUATHIX U B OM3HEC-CTPYKTYypax.

2. Ilepeyens opMupyeMbIX KOMIIETEH M

OcBocHue AUCHUIIJIMHBI HAIIPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

Ko 1 HanmMeHOBaHKE KOMIIETEHIINH WNnaukaTtopsl AOCTHKEHHUS] KOMIIETCHIIN
YK-4 CriocoGeH 0CyecTBISTh JSIOBYIO YK-4.2 Hcnons3yer COBpEMEHHBIE
KOMMYHHUKAIUIO B YCTHON M INCBMEHHOM MH()OPMAMOHHO-KOMMYHHUKAaTHBHBIE cpezcTBa Ui
(hopmax Ha rOCYIapCTBEHHOM SI3bIKE KOMMYHHKaLlU1
Poccutickoii ®enepanuu 1 THOCTPAaHHOM(BIX )
s3bIKe(ax)
OIIK-2 CriocobeH moHUMaTh TPUHITUITBL OIIK-2.1 CmocobeH wucCmoONb30BaTh WHGOPMAIMOHHBIE
paboTbl COBpeMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOTUM M IPOrpaMMHBIE CpEICTBA, B TOM YHUCIIE
TEXHOJIOTUH U IPOTPAMMHBIX CPEZACTB, B TOM OTEYECTBEHHOTO IPOU3BOJACTBA, MPHU PEUICHHU 33434
YHCIIE OTE€YECTBEHHOTO POU3BOACTBA, U npodeccuoHaIBHON 1S TeTbHOCTH
WCIONIb30BaTh MX MPH PEIICHUN 33]1a4 OIIK-2.2 Bnazneer HaBbIKaMM CO3[aHMs IIPOIPaMMHOIO
1pO(hECCHOHATLHOM JIEATENBHOCTH obecneuenns 11 O9BM u cucteM pa3nuyHON apXUTEKTYPhI
OI1K-3 Cnoco6en pemars craggaprabie 3agaun |OIIK-3.3 3naeT ocHOBBI HHGOPMALMOHHON O€30IIaCHOCTH U
po(eCCHOHAIBHOM JIEATENHLHOCTH HA OCHOBE  |METO/bI 3allUMThI IIPOrPAMMHOIO O0ECIEYEHUs. OT yrpo3 U
nH(pOpMaLMOHHOHN 1 6ubnmorpaduyeckoi aTrax
KYJIBTYpPBI C IPUMEHEHUEM OIIK-3.1 Ob6manaer HaBBIKAMH Pa3pabOTKU aApPXUTECKTYPHI
MH()OPMAIMOHHO-KOMMYHUKAIIMOHHBIX OpOrpaMMHBIX CHCTEM M KOMIIOHCHTOB C  YYCTOM
TEXHOJIOTUH U C YYETOM OCHOBHBIX TPEOOBAHMH |TpeOOBaHMN K NPOM3BOAUTEIBLHOCTH, HAJIEKHOCTH U
nH(POPMALIMOHHOH 6e30MacHOCTH 0€30MMacCHOCTH

3. IlepevyeHnb MJIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCHUILIHHE (MOXYJII0)
B pesynbrare ocBOCHUS TUCIUTUIMHBI 00YYaIONTHUECs JOKHEI

3HATB!
- OTIPEJIETICHNs] OCHOBHBIX OOBEKTOB M MOHATHH U3 001aCTH MaTeMaTHYECKUX OCHOB KpUIITOrpaduu;
- OCHOBHBIE aJITOPUTMBI X IOAXOABI IPUKJIAJTHON KpUIITOrpaduu;
- KJIFOYEBbI€ KOHIETILIUH U TTOIXO0/IbI COBPEMEHHBIX IPAKTUK HHPOPMAMOHHON 0€301acHOCTH.
YMETb:

- MPUMEHSTh 3HAHUS U3 00JACTH MaTeMaTHYECKUX OCHOB KpunTorpaduu [Uis aHaiu3a U pa3paboTKu
KPUNTOTpapHUECKUX aJITOPUTMOB;
- TPUMEHATH 3HAHMSA Kypca JUIS aHaiu3a pa3IMYHbIX pPEHICHHH B 007acTH WH(OPMAIMOHHON
0€e30I1aCHOCTH.

BIIAJIETH:




- MaTeMaTHYECKUM anIapaToM NpUKIaJHON Kpunrorpapuu;
- KOHLICTIUSIMH U TIOHSATHSIMH COBPEMEHHBIX IPAKTUK HHPOPMALIMOHHON 0€30MacHOCTH.

4. Coep:xanue TUCUMILTUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYECKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TpynoeMKOCTb 110 BUAAM YU€OHBIX 3aHATUH, BKIIIOYAs
CaMOCTOSITENIbHYO paboTy, Jac.
No Tema (pa3nen) TUCIUTUTHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTs
pabora
1 Teopust MHOXkeCTB U OyJieBa JIOTHKA 1 1 2
2 OcHoBbI apudpmeTuKu 1 2 2
3 Anrebpandeckue CTPyKTYpPbI 3 2 2
AnroputMuyeckue mpoOiIeMbl B KOJIbLAX
4 1 2 4
ZnZ
5 Konbia MHOTOUIIEHOB U 018 [amya 2 2 4
6 MarpuuHele Trpynnsl M JIMHEWHBIE 3 ’ )
JUHAMUYECKHE CUCTEMBbI
7 Onnuntryeckas Kpunrorpadus 2 2 4
8 ANTOpUTMBL 1 2 2
9 [Ipocreiimme anropuTMsl Kpuntorpadhuu 2 2 4
10 |ludpoBanue 1 2 2
11 OOmMeH Kmo9aMu 2 2 4
Kpunrorpadgust ¢ OTKPBITBIM KIIIOYOM U
12 1 2 4
U poBast MoMUCH
13 |Mudpactpykrypa PKI 1 1 2
14 [Monsitue WHPOPMAIIMOHHOM ) ’ )
0e30MacHOCTH
OCHOBHBIE ~ KOHLEMUUH ¢  TEPMUHBI
15 o 3 2 4
WH(POPMAIIMOHHOM 0e30MacHOCTH
Pa3zpaboTka ¥ BHEApPEHHE TOIUTHKU
16 . 4 2 4
nH(POPMALIMOHHOH 6e30MmacHOCTH
Htoro gacos 30 30 48
Iloaroroska k sk3aMeHy 0 gac.
Oobmas TpynoEMKOCTb 108 gac., 3 3au.ex.

4.2. Cogpep:xaHue OUCHUILTUHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (paszeiam)
Cemectp: 5 (Ocennuit)
1. Teopust MHOXKECTB U OyJieBa JIOTHKA

MHuoxectBa U oTtoOpaskeHus.. OCHOBHBIE OIEpalMd HaJ MHOXECTBAaMU. bHHApHbBIE OTHOIICHUSI.
[epecranoBku. Jlormueckue GopMymbl U IPETUKATHI.

2. OCHOBBI apUPMETHKH

Henenne ¢ ocrarkoMm. Anroput™m EBknmuma. [IpocThie umcna W OCHOBHas TeopeMa apu(METHKH.
Kuraiickas Teopema 06 octarkax. Pacnpenenenue npocTbX YUCed.




3. AnreOpandecKkue CTpyKTyphl

I'pynmer. KommyraruBabeie Tpynnbsl. [pynma mepecranoBok. Koinbiia. AnreOpandeckue CBOWMCTBa
KOJIblIa BBIYETOB Z/nZ.

4. AnroputMuYecKre poOIeMbl B KoJbIax Z/nZ

JuodantoBel ypaBHeHus. Dynkmus Oiinepa. beicTpoe Bo3BeneHHE B CTeleHb. JIUCKpETHBIM
norapudm. HanéxHeie 1aT4uku CIIy4aliHbIX YUCEIL.

5. Konpita MHOTOWIIEHOB 1 ot ["anmya

Anroput™m nenenus. PasnoxeHue Ha MHOXuTenu. HempuBoauMele MHOTrowieHsl. Apudmernka B
nonsix ['anya. Pacimpenns n aBromopu3Mel nosnei.

6. ManI/ILIHLIG Tpyniibl 1 JIMHCHHEIC JUHaAMHUYCCKHEC CUCTEMBI

Knaccuueckue mMarpuusblie rpyninsl. JInHelHble JUHAMUYECKUE CUCTEMBI B R™*n U UX cnieKTpajibHbIe
CBOMCTBA. MaTpulpl ¢ LEIOYUCICHHBIMA Kod(duurentamu. JlnHelHbIe TUHAMUYECKUE CHUCTEMBI
HaJl TTOJIIMH BbIUeTOB U nosisimu ['anmya. Asromopduszm @pobenuyca.

7. DnnunTrdeckas Kpuntorpapus

KoHCTpyKIIMSL 2IIIMITHYECKOM KPHBOM Haj KOHEYHBIMM HOMAMHU. [IpOeKTHBHBIE KOOPIMHATBHI.
Onnmuntuyeckas apudpmernka. Teopema Xacce.

8. AnropuTM™msl

[lonsatne 00 anropuTMUYecKodl cloxHOCTH. I[padpl u jgepeBbs. KoHeuHble aBTOMaThl U
aBroMopdusmel AepeBbeB. Kiaceel P u NP. Kpuntoananus — ocHoBHbIe nonxoasl. [Ipencrasnenue o
KBAHTOBBIX BbIUUCIICHUSX.

9. llpocrTeiinue aaropuT™Mbl KpUnTorpadhun

Uctopuueckuit 0630p. Kpunroananuz cxem muppoBaHus ¢ OWEKTUBHBIM IPeoOpa3OBaHUEM.
XemupoBaHUe - MOJXObI U aJITOPHTMBI.

10. IlIndposanue

[lonsatue o cxeme cumMmerpuyHOro mudpoBaHus. OCHOBHBIE AITOPUTMBL. biiouHble MUQPEL
[Moaxoap! K HaJIE)KHOMY CO3/IAHUIO KITFOUEH MU POBaHMUSL.

11. O6MeH KiTroYaMu

Vcnonp30BaHNEe CXEM KIIOYEBOTO OOMEHAa B TEJIEKOMMYHMKAI[MOHHBIX CHCTEMaX. AJTOPUTM
Huddu-Xennmana. Anroputmsl kiaroueBoro oomena ['OCT.

12. Kpunrorpadus ¢ OTKpBITHIM KIIOUOM U IU(POBast MOANHUCH

[IpyHUIMOBI ¥ TOAXOABI K CO3NAHUIO ACHMMETPUYHBIX CXeM MIM(POBAHUS W HOAMHUCH. AJTOPUTM
RSA. Anropurmsr T'OCT.

13. Uudpacrpykrypa PKI



Cranmaptel npezcTaBieHus Kpunrtorpagudyeckux coobmiennii. ASN.1. JlepeBo 00BEKTHBIX
uaentupukaropoB OID. CepTudukarbl OTKPBITHIX KIIOYEH 3JIEKTPOHHON LU(PPOBON IMOAIHCH.
Cranpaptel TOCT. VYmocroBepsitonuie neHTpbl u uHOpactpykrypa PKI. Tlpaktuka BHempeHus
ungpactpykrypsl PKI B Poccuiickoit denepanuu.

14. Tlonstre nHHOPMAIMOHHON OE30TIACHOCTH

[lonsarue wunpopmaunonHoii Oe3omacHocTu. CounManbHas HMHXXEHEPUS KaK HWHCTPYMEHT st
IpefoTBpalieHuss yrpo3 uHpopmanuonHoi Oe3omacHOCTH. [IpuMeHEHHME HCKYCCTBEHHOI'O
WHTEJUIEKTa TPH PEUICHHH 3aJad COLMAJIbHOH HWH)KEHEPUH. CrpykTypa HOCTpPOEHUS
TOCYJapCTBEHHOH CHCTEMBI M OCHOBHBIE 3aKOHOJATENIbHBIC TPeOOBaHMSA IO  BOMpPOCaM
nH(popMaMOHHON 1 Kubepbe3onacHocTH B PO.

15. OcHoBHBIE KOHLEIUN U TEPMUHBI HH()OPMAIIHOHHON 0€301acHOCTH

OcHOBHBIE TEpPMHHBI M OHpenelcHus HWHGOPMANMOHHOH Oe3onmacHOCTH. OTBETCTBEHHOCTD
JOJDKHOCTHBIX JIMIT 33 BBITIOJIHEHHE 3aKOHOATENIbHBIX TpeOoBaHmii 1o Borpocam Wb. MHcaiinepsr u
MCXOASIIUE OT HUX YTPOo3bl HHQOpMaIMOHHOH Oe3onacHocTH. Knbepopyxkue u KuOEepBOHHBI.

16. Pa3paboTka 1 BHeipeHHE OJIUTUKHA WHPOPMAIIMOHHOM Oe30MacHOCTH

Pa3paborka u BHeapeHHE MONUTHUKM WH(GOPMALMOHHON Oe3omacHocTu. ObecneueHne 6e301macHoro
J0CTyNa K MH(GOPMAIIMOHHBIM aKkTHBaM. [lepcriekTuBHBIE BOIIPOCH HH(POPMALIMOHHON 06€301MacHOCTH
u kubepbeszonacuoctu. Tect Triopunra. JlocTikeHIE COCTOSIHUA TEXHOJIOTHYECKONW CHHTYIAPHOCTH.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HEO0X0AMMOM AJIsl OCYIeCTBICHHUS 00Pa30BATEILHOIO
npouecca o JHCHUIIMHE (MOLYJII0)

ydeOHas ayTUTOpHsl, OCHAILEHHAs! KOMITBIOTEPOM U MYJIbTUMEAUNHHBIM 000py10BaHHEM (IIPOCKTOP,
3BYKOBasi CHCTEMA).

6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. Uadopmanmonnas 6€30MacHOCTh OTKPBITBIX CUCTEM [DIIEKTPOHHBIN pecypc], yueOnuk / JI. A.
MenbaukoB. — M., ®nunTa, 2014.— URL: https://e.lanbook.com/book/48368 (mara obparmienwus:
25.01.2021). - IMonnsrit Tekct (Pexxum gocryna : u3 cetu MOTU / Vaanennstit noctym)

2. HopmaruBHas 6a3a u cranaapThel B 001acTH HHPOPMAIMOHHOW 6e301acHoCTH, yueb. nocodwue / FO.
A. PomnueB. — Canxr-IlerepOypr, [Turep, 2018.— URL: https://ibooks.ru/bookshelf/358147/reading
(nara obpamenwus: 24.11.2020). - [Tonnsiii Tekct (Pexxum goctyna : u3 cett MOTH / Ynanennsrid

JOCTYTI)
JomonanTtenyHas uTeparypa

7. llepedyeHs pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 0CBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

HE MIPEAYCMOTPEHO

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIi, HCIIOIb3yeMbIX NPH OCYLIECTBICHUU 00Pa30BaTeJIbHOIO
npouecca 1o JHCHUIIMHEe (MOIYJII0), BKJIIOYAs NepedeHb He00X0ANMOro NporpaMMHOro odecrnedyeHnst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

Ha 3aHATHSX HCTIONB3YIOTCSI MYJIBTHMEANHHBIC TEXHOIOTHUH, BKJIFOYAst IEMOHCTPAIIMIO TIPE3CHTAIUH.
Ha xoMmmproTepax B KOMIBIOTEPHBIX KJIacCax JIOHKHA ObITh YCTAHOBIICHBI ONIEPAIIMOHHAS CHCTEMA
Windows.



9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm 0o 0OCBOCHMIO JTHCHUIIJINHBI (MO)_IyJ'lﬂ)

CTyIeHT, U3ydaroluii Kypc 10JDKEH, ¢ OTHOW CTOPOHBI, OBJIAJIETh OOIIMM MOHATHIHBIM anmaparoM, a ¢
ZPYyToil CTOPOHBI, JOHKEH HAYYUTHCS IPUMEHATh TEOPETUUECKUE 3HAHUS Ha MPAKTHKE.

B pesynbrate u3ydeHWs IUCLHUIUIMHBI CTYACHT JOJDKEH 3HAaTh OCHOBHBIE OIPENEIEHMs, MOHATHA,
JITOPUTMBI, YMETh [IUCAaTh MHOI'OIIPOLIECCHbIE U MHOI'OHUTEBbIE IIPUIOKEHUS B CpPElE ONEepalMiOHHON
cucTeMbl Linux, KOPpEKTHO OPraHU30BHIBATH B3aMMOJEHCTBHE MPOLIECCOB U HUTEH, KaK JIOKAIbHBIX,
TaK ¥ yAaJeHHBIX, paboTaTh ¢ (paiiiaMu U yCTPOWCTBAMHU BBOJA-BBIBO/IA.

VYeneniHoe ocBoeHrE Kypea TpedyeT HanpshKEHHOM paboThl cTyleHTa. B mporpaMme Kypca npuBeieHO
MUHUMaJIBHO HEOOX0IMMOE BpeMsl Ui padOoThl CTy/IEHTa HaJ TEMOM.

CamocrosiTenbHas padoTa BKIIIOUAET B ceOs:

- YTEHHE U KOHCIIEKTHPOBAHME PEKOMEHOBAHHOM JINTEPATYPHI;

- mpopaloTKy y4ueOHOro marepuana (1o KOHCIIEKTaM JIEKIUH, y4eOHOW W Hay4HOH JuTepatype),
JI0Ka3aTeJIbCTBO OTIEJbHBIX YTBEPKIECHUM, CBOMCTB;

- pelleHue 3a/a4, IpeAaraéMblX CTyIEHTaM Ha JIEKLUSX.

PykoBOACTBO W KOHTPOJIb 32 CaMOCTOATENBHON pabOTOH CTyJeHTa OCYIIECTBIsAEeTCS B Qopme
WHIUBUAYaIbHBIX KOHCYIBTAllN.

ITokazarenem BiageHUs MaTEpUAIOM CIIYKUT YMEHHUE PelIaTh TEOPETHUECKHUE U MPAKTUYECKHE 3a1a4H.
Jnst popMupOBaHUs YMEHUS PUMEHATh TEOPETUUECKUE 3HAHUS HA MPAKTUKE CTYACHTY HEOOXOIMMO
pelaTh Kak MOXKHO OOJIbIIIe MpakTHYecKuX 3a1ad. Ilpu pemennn 3agay kaxaoe neiicTBue HeoOX0AUMO
apryMEHTHpOBaTh, CChUIAsACh HAa M3BECTHbIE TEOpEeTHYECKHe cBeleHMs. IIporpamMMbl JOJKHBI JIETKO
YUTATHCSI U UMETh MOJPOOHBIE KOMMEHTAPHUH.

BaxHo 10o0uThCA MOHMMaHMS M3y4aeMOTo MaTepHaja, a He MEXaHHYECKOTo ero 3anoMuHaHus. [Ipu
3aTPyOHEHUN H3YYCHHUS OTACIBHBIX TEM, BOIPOCOB, CIEAYEeT OOpamaTrhCsi 3a KOHCYJABTALUSMH K
JIEKTODY.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

110 HANIPABJICHUIO: IIporpammuas nHXEHEpHs

Nnpo¢uJIb NOATOTOBKH: Pa3paboTka nporpaMMHO-MH(POPMALTUOHHBIX CHCTEM
BBICIIIas MIKOJa nMporpamMmmHon nHxkenepun MOTHU - SAnnexc
BBICIIIAsl IIKOJIA POTPaMMHON HHXEHEPUN

Kypc: 3

KBAJM(PUKAIMA: OaxanaBp

Cemectp, (hopMBI IPOMEKYTOUHOH arTecTanuu: 5 (oceHHuil) - JluddepeHpoBannbiii 3a4eT

PaszpatGoTunk: A.B. Co3bIkuH, KaH]l. TEXH. HAYK



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kon 1 HauMeHOBaHME KOMIIETEHIINH NHIuKaToOpbl JOCTHKEHNUS KOMIIETEHIINH
YK-4 Crioco0GeH 0CyecTBIATh JICIOBYIO YK-4.2 Ucnoneiyet COBPEMEHHBIE
KOMMYHHKALUIO B YCTHOH M MMCBMEHHOM WH(POPMALIMOHHO-KOMMYHHUKAaTUBHBIE cpeacTaa JUTS
¢dbopmMax Ha TOCYJapCTBEHHOM SI3bIKE KOMMYHHKALUH
Poccutiickoii ®enepanyu 1 THOCTPAaHHOM(BIX )
sI3bIKE(ax)
OIIK-2 CniocobeH noHuMaTh IPUHIHITBL OIIK-2.1 CnocobeH wucnons3oBaTh HMHGPOPMAIIMOHHBIE
paboThl COBPEMEHHBIX HHPOPMAITHOHHBIX TEXHOJIOTUM M MPOrPaMMHBIE CpEICTBA, B TOM YHUCIIE
TEXHOJIOTHI U IPOTPaMMHBIX CPE/ICTB, B TOM OTEUECTBEHHOI'O IIPOU3BOJCTBA, IIPU pEUICHUU 33434
YHCIIe OTEYECTBEHHOTO IIPOU3BOCTBA, U npodecCHOHAIBHON IS TeTbHOCTH
HCIIOJIb30BATh UX IIPY PEUICHUU 3a4a4 OIIK-2.2 Brnaaeer HaBBHIKAMH CO3aHUS MPOTPAMMHOTO
po(eCCHOHATIEHON JAEATENBHOCTH obecrieuenus st OBM u cucrem pa3indHON apXUTEKTYphI
OIIK-3 Cnioco6en pemiars cranaaptabie 3agaun |OIIK-3.3 3naeT ocHOBBI HHPOPMALMOHHON GE30M1aCHOCTH U
npo(eCCHOHAIBHOM IEATENLHOCTH Ha OCHOBE  |METOIBI 3alIUTEl IPOrPAMMHOIO OOECIEUEHHS OT Yrpo3 M
WHPOPMAIMOHHON 1 Oubnmorpaduyeckoit arak
KYJIBTYpBI C IPUMEHEHUEM OIIK-3.1 OOmagaer HaBBIKAMH Pa3pabOTKH aAPXUTEKTYPHI
MH()OPMALMOHHO-KOMMYHHKAIIMOHHBIX INPOrPaMMHBIX ~CHCTEM M  KOMIIOHEHTOB C  Y4eTOM
TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPEOOBaHUH |TpeGOBaHMI K POM3BOAMTEILHOCTH, HAJEKHOCTH U
MH(POPMAMOHHON 0€30MaCHOCTH 0e30MmacHOCTH

2. Iloka3zare/iM OLCHMBAHMS KOMIIETCHIIUIA
B pesynbrare nzyuenus aucuuiuinasl « THPopMannonHas 6e30macHOCTE) 00y4atoIUNACs JOIKEH:

3HATb:

- OTIpe/ieTICHUsI OCHOBHBIX OOBEKTOB M MOHATHH U3 00JIaCTH MaTeMaTHYECKUX OCHOB KpUITOTpaduu;

- OCHOBHBIE aIITOPUTMBbI U TIOXOAbI TPUKIIAHON KpUITorpapum;

- KJIOUEBbIe KOHLEMIUH 1 TIOAXO/IbI COBPEMEHHBIX MPAKTUK NH(OPMALIMOHHON O0€30MaCHOCTH.
yMeTh:

- MPUMEHSATH 3HAHUS U3 OOJIACTH MATEMAaTHUYECKUX OCHOB KpHIITOrpaduu JJis aHaliu3a U pa3paboTKu
KPHUITOrpapUyYeCKUX aJrOPUTMOB;

- TPUMEHATh 3HAHUSA Kypca JUIS aHalu3a pas3IMuYHBIX PEIICHHH B 00JacTH WH(POPMAIMOHHOM
0e30MacHOCTH.

BJIAA€Th:

- MaTeMaTHYECKUM arIapaToM NPUKIaJHON Kpunrorpapuu;
- KOHLICTIUSIMH U TIOHSATHSIMA COBPEMEHHBIX IPAKTUK HHPOPMALIMOHHOM 0€30MacHOCTH.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHIi, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0

1  OcHoBHBIC omepanuy HaJ MHO)KecTBaMu. buHapubeie ortHomeHus. [lepecranoBku. Jlornueckue
(hOpMYIIBI U IPEAMKATHI.

Ormpezenenre KOMMYTaTHBHBIX TPyIIL. [pymma nepecTaHoBOK.
Anrebpanueckre CBOWCTBA BEIYETOB Z/nZ
JrohaHTOBBI ypaBHEHHS.

2
3
4
5 JluckpetHsrii norapudm. HagexxHble 1aT9uky CITydailiHBIX YUCEIT.
6 Koubua MHorowieHos. HenpuBoaumble MHOTOWIEHBI.

7 JluneliHble TMHAMUYECKHUE CUCTEMBI B R™n 1 uX criekTpaibHbIe CBOICTRA.
8

JIuHeliHple AMHAMUYECKHE CHUCTEMbI HaJl TOJSIMU BBIYETOB M mnoisiMu [amya. ABromMop¢usm
®pobennyca.

9 KoHCTpYKIMS 3JUTMIITHYECKOW KPUBOM HaJl KOHEYHBIMHU MOJISIMU.
10 IlpoexTrBHBIE KOOPAUHATEL. DnunTrdeckas apupmerrka. Teopema Xacce.

11 [lonsitue 00 anropurmuueckoit cioxkHoctu. Ipadpr u nepeBbs. Koneunble aBTOMAaThl H
aBTOMODP(H3MBI IEPEBHEB.

12 KpunToananus — ocHOBHBIE oxonbl. [IpeacTaBnenne 0 KBAHTOBBIX BEIYUCIICHUSX.




13 Tlonsarue o cxeme cuMMeTpUIHOTO T poBanusi. OCHOBHBIE alTOPUTMBI.
14 bnounbie mudpsl. [Togxoabl K HAJE)KHOMY CO3/IaHUIO KITFOUEH ITH(PPOBAHUS.

15  Hcnonmbp3oBaHHE CXeM KIIIOYEBOT0 OOMEHA B TEIEKOMMYHHMKALMOHHBIX CHCTEMax. AJITOPUTM
Huddu-Xennmana.

16 Aunropurmsl kimtoueBoro oomena ['OCT.

17 IlpuHOUOBL ¥ TOAXOABI K CO3JAHUIO ACUMMETPHUYHBIX CXeM MIM(POBaHUS U MOANHUCH. AJITOPUTM
RSA. Anropurmsr T'OCT.

18 Crangaptel npexacraBieHuss kKpunrorpadgudeckux coodbmennid. ASN.1. JlepeBo 00BEKTHBIX
uaentugukaropos OID.

19 CeprudukaTsl OTKPBITHIX KitOued »nekTpoHHOH mudposoi mnoamucu. Cranpaptel ['OCT.

20 Vaocrosepstomiue 1eHTpsl U uHGpacTpykTypa PKI. TIpakTrka Baenpenus nadpactpykrypsl PKI B
Poccuiickoii denepanumu.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIIPOCOB M TeM JJISI IPOBeAeHHUA IPOMEKYTOYHOM aTTecTaluu
o0yuyarommxcst

. Uto Takoe «uHPpOpMaIMOHHAS 6E301aCHOCTH» ?
. B 1eMm cocrout meronuka nHOOPMAIIMOHHON 3aIIUThI?
. Uro Takoe MoIUTUKHU Oe301acHOCTH?

1

2

3

4. Kakue moaxo/isl U METOJIMKH YIPaBICHUs HHPOPMAIMOHHOM Oe30MaCHOCThIO BbI 3HACTE?
5. Pacckaxurte 00 OpraHM3alMOHHBIX CTPYKTYpax U COCTaBe CTAaHIAPTU3YIONINX JIOKYMEHTOB.
6

Uto Takoe kareropuzanusa? Yem OTIMYarOTCs KaTeropuu Apyr oT napyra? B yem ommmuus
KaTeropusaiiu oT Ki1acCHu(PUKaIuy HHPOpMAITIu?

7. Pacckaxute 0 METOAMKE YIIpaBieHHs pUCKaMH B HUHPOPMaLMOHHOHW O€30I1acCHOCTH.
8. Uro Takoe yA3BUMOCTH M KaK OLICHUTh IIOTCHLIUAIbHbIE TOTEPH?

9. Kakue tunsl TpeboBaHuil uH(pOpManMOHHONW Oe3omacHOCTH cymecTByoTr? Ilepeunciuts.
OxapakTepHu30Barh.

10. Kakue tunsl kpunrorpa@uyecKux alrOpuTMOB BbI 3HaeTe?

11. Yto Takoe CHMMETpHYHbIEC 1 ACHMMETPUYHBIC CUCTEMbI ITHU(PPOBaHNS?

12. Yro Takoe rudposas moanuch u xsui-¢pyHknuu. Ooriee 1 paznuyus?

13. HanmonanbHbIe (TOCYIapCcTBEHHBIE) 0COOEHHOCTH KPUTITOrpadUIESCKUX CHCTEM?
14. TlepeurcauTh TUIBI CPEACTB 3ALTUTHI OTIEPAIMOHHBIX CUCTEM?

15. OObscHUTE MPUHIIUIIBI 3aIMTHI TPUKJIATHOTO MPOTPaMMHOT0 00ecTieueH s ?

16. IlepeuncauTh Kiacchl CpecTB ceTeBoi OezonacHocTH. OXapaKTepu30BaTh KaX (bl U3 KJIACCOB.
17. Onumute apxutextypy IP VPN 1o BceM ypoBHSIM CeTEBBIX B3aUMOAEHCTBUN?
18. Tlepeuncnuts npotokoisl [P VPN mo BceM ypoBHSIM CETeBBIX B3aMMOAECHCTBUIA?
19. Pacckaxure 06 apxurexrype [PSec.

20. Ilepeuncnute Bce MpOTOKOIBI B apxurektype IPSec.

21. Pacckaxute o mpoTokojiax uaeHTudukanuu B apxurekrype IPSec.

22. Pacckaxwure 0 mpoTokosax mudposanus B apxutekrype [PSec.

23. Pacckaxure o0 MpoTOKOJIax reHeparyu 1 oomena kiroueit IKE.

24. Uro takoe uHPpacTpykTypa oTKphIThIX Kitoueld (PKI — public key infrastructure)? Onumute
apxutekTypy PKI, OCHOBHBIE KOMIIOHEHTHI.

Kputepun onennBanus

Onenka «ormmmuno (10)» BeicTaBisieTcs oOyvaromeMycs, €CiM IIOKa3aBIIEMy BCECTOPOHHHE,
CHCTeMaTH3UPOBaHHBIE, [NIyOOKHE 3HAHMS MpeAMeTa U B Xoje Oecelbl OH BEPHO M AETAIBHO OTBETUI
Ha ueTbipe (4) NPOU3BONBHBIX BOIPOCAa M3 BHINIE INPUBEACHHOIO mepevHs. JleTaabHbI OTBET
IpeAIoaracT BepHbIe OTBETHl HA BCE YTOUHSAIONIME BONPOCHI. [10AroToBKa M 3amiuTa MHUIMATHBHOM
KypCOBOH paOOTHI SIBISETCS IPEUMYLIECTBOM.

Onenka «ommuaHO (9)» BbICTaBNsETCS OOywaromeMycs, €ciu B XoJe Oecelbl OH BEPHO, HO HE
MCUEPIBIBAIONIECE JIETaTbHO OTBETHJ Ha 4eThIpe (4) MPOM3BOJIBHBIX BOIPOCA W3 BBINIE NPUBEAECHHOIO
nepeyHs (MOr HE OTBETUTh Ha HEKOTOpbIe yTOuHsIomMe Bompockl). [logroroBka u 3ammra
MHHULMATUBHOHN KypCOBOH pabOThI ABJISIETCS IPEUMYIIIECTBOM.



Onenka «oTaU4HO (8)» BBICTABNSETCS OOyyaromeMmycs, €ciu B Xoie Oecelbl OH BEpPHO, HO HE
MCUEPIBIBAIONIECE JETaTbHO OTBETHJ Ha 4eThIpe (4) MPOM3BOJIBHBIX BOIPOCA W3 BBINIE NPUBEAECHHOIO
nepeyHst (He OTBETHII HA YTOYHSIFOIIME BOIIPOCHI).

Ouenka «xopoio (7)» BBICTaBISETCS 00ydYaroIeMycs, eciii B Xone Oecebl OH BEpHO M AOCTATOYHO
JeTaIbHO OTBETWI Ha TpH (3) MPOM3BOJIBHBIX BOIPOCA U3 BhINIC IIPUBEAECHHOTO NepedHs. JleTanbHblii
OTBET TMpEAIoJaracT BEPHBIE OTBETHI HAa BCE YTOYHSIOMIME BONPOCHL. [loaroTtoBka W 3amura
MHHULMATUBHOM KypCOBOM pabOThI ABJISIETCS IPEUMYIIECTBOM.

Onenka «xopomo (6)» BBICTaBIsETCS OOydaromemycsi, eclid B Xoje Oecelbl OH BEPHO, HO HE
MCUYEPIBIBAIOIIECE JCTAIFHO OTBETWJI Ha TpH (3) MPOHM3BOJIEHBIX BOIPOCA W3 BBIIIC NPHBEACHHOTO
nepeyHst (He OTBETWJI HAa HEKOTOpBIE YTOYHSIOIIME BOMPOCHI). [IoAroToBKa M 3aluTa MHUIHMATHBHON
KypCOBOM pabOTHI SBJISETCS MTPEUMYIIECTBOM.

Onenka «xopomio (5)» BeIcTaBisieTcs 00ydaroneMycs, €Ci B XoJie 0ecelbl OH BEPHO M JOCTATOYHO
JIeTaIbHO OTBETWIJI Ha JBa (2) MPOM3BOJBHBIX BONPOCA M3 BHIIIEC MPUBEICHHOTO MepedHs. JleTambHblii
OTBET IPEAIOIaraeT BEpHbIE OTBETHI HA BCE YTOUHSIOIINE BOIPOCHL.

OueHka «yIOBJIETBOPUTENHHO (4)» BBICTABIAETCS 00ydaroleMycs, €Clii B Xo[e Oeceibl OH BEPHO H
JOCTAaTOYHO JICTAILHO OTBETHJI HA OAMH (1) MPOU3BOJIBHBINA BOIPOC M3 BHILIEC MPUBEICHHOTO MIEPEYHS.
JleTanbHBIN OTBET MpEJIoNaraeT BEpHbIe OTBETHI Ha BCE YTOUHSIOIUE BOpockl. [lonroroska u 3ammra
MHHUIUATUBHOM KypCOBOM pabOTHI SABJISIETCS IPEUMYIIECTBOM.

OreHKa «yIOBIETBOPUTENBHO (3)» BBHICTABISIETCS 00ydaIOIIEeMYyCsl, €M B XoJie Oecellbl OH BEPHO, HO
HE HMCYEPITBIBAIOIICE JETAIBFHO OTBETWII Ha OfuH (1) MpOM3BONBHBIN BOIPOC W3 BHINIE NMPUBEACHHOTO
nepeyHst (He OTBETWI Ha YTOUHSIOIIME BOIIPOCHI).

O1reHKa «HEYIOBIETBOPHUTEIBHO (2)» BBICTABISECTCS 00ydaromeMycs, €CIi B Xo7e Oecelbl OH HE CMOT
OTBETUTHh HU HA OJINH MPOM3BOJIBHBIN BONPOC U3 BBIIIE NPUBEACHHOIO IEPEYHs, HO CMOT OTBETUTH Ha
HaBOJISIINE BOIPOCHI U BOIPOCHI C «ITOACKAa3KaMm».

Onenka «HeynoBIeTBOpUTENHHO (1)» BBICTaBIsieTCsl 00yYaroImeMycs, eclid B XoJie Oece/lbl OH HE CMOT
OTBETUTHh HH Ha OJIMH MPOHM3BOJIHBIN BOIPOC M3 BHIIIE MPUBEACHHOTO NMEPEYHs, a TaK )K€ HU Ha OJMH
HaBOJSLMI BOIIPOC.

5. MeTtonuveckne MaTepuabl, onpeneasione Npouexypbl OLeHUBAHUA 3HAHUI, YMeHH I, HABBIKOB H
(W) onbITA AESATEJIbHOCTH

Bo Bpemss mnpoBenenus anddepeHUIHpPOBaHHOTO 3adeTra OOydYalolIMecsi MOTYT IOJb30BaThCS
MPOrpaMMOi TUCLIUIUINHBI, @ TAKXKE COOCTBEHHBIMU KOHCIIEKTaMU 3aHATHH MO IPEIMETY.
JuddepeHmpoBaHHBIN 3a4eT TPOBOANUTCS 110 UTOTaM TEKYIIEH aKTUBHOCTH B XOJAE€ 3aHITHUH, 3aIIUTHI
MHHULMATUBHON KypcOBOW pabOThl, M IyTE€M OpPraHU3alMU CIEIHAIBHOIO OMNpOCa, NMPOBOAMMOIO B
mpocToi ycTHOH opme, B Buae Oecepl IpenogaBarelis U CTy/ACHTa.



