degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO

JupexTop pu3TEeX-IMIKOJIbI
NPHUKJIATHONH MATEMATHKH H
HH(OPMATHKH

A.M. Paiiropoackuii

Pabouast nporpamMma JMCIMIIMHBI (MOXYJIsT)

o AMCHUIIJIMHE: COBpeMCHHLIC KOMIIBIOTCPHBIC CCTU
0 HANIPaBJICHUIO: HH(bOpMaTHKa W BBIYHUCIIMNTCIIbHAA TCXHUKA
HpO(l)I(lJIb MnoATrOTOBKMU: CuctemHoe OporpaMMUpPOBAHUC U MPUKJIAAHAA MATCMATHUKaA

Oustex-mkona [Ipuknagnoit Maremaruku u Uapopmatiku
kageapa anropuTMOB U TEXHOJIOTUH MPOTrPaMMHUPOBAHUS

KYpC: 3
KBAJM(PUKAIMA: OaxanaBp

Cemectp, (hopMBI IPOMEKYTOUHOM arTecTanuu: 5 (oceHHuil) - JluddepeHpoBanHblii 3a4eT

AynutopHbIX yacoB: 60 Bcero, B TOM YHCIIE:
nexuuu: 30 gac.
cemuHapsl: 30 gac.
naboparopHsie 3ansTus: 0 Jac.

CamocrositensHas pabora: 75 gac.
Bcero gacos: 135, Bcero 3a4. ex.: 3
[IporpamMmy cocraBunu:

A .M. Paiiroponckuii, n-p ¢us.-Mar. Hayk, npodeccop
O.H. UBuenko, 3aBenyromuii kadenpoi
T.®. ApreMeHKo, HAYaJIbHUK Y4eOHO-METOINYECKOro OTAea

[Iporpamma obcyxeHa Ha 3aceqannu Kadenpsl aropuTMOB U TEXHOIOTUH niporpamMupoBanus 02.04.2024



AHHOTANMA

Hucuurnnna "CoBpeMeHHBIE KOMIBIOTEPHBIE CETH" W3y4yaeT OCHOBBI OpraHM3aluH, (PyHKIHMOHUPOBAHUS U
VIpaBJICHUST COBPEMEHHBIMH KOMITBIOTEPHBIMH CETAMH. B Xoie Kypca CTyACGHTHl Y3HAIOT O Pa3inYHbIX
TOTIOJIOTUSIX CETEH, MPOTOKONAxX Iepelayd JaHHBIX, METONAX MapIUpyTH3alWd, CETEBOM 0e30macHOCTH M
aJMUHUCTpUpoBaHus cereil. Oco0oe BHUMaHHE YAEISIETCS TEXHOJOTHSIM CETe HOBOTO IOKOJICHUS, TaKHM
kak cetn 5G, Unrteprer Bemieit (IoT), obnaunsie cetn u BuptyanbHble yacTHeie cetd (VPN). Kypc Taxke
MOXeT BKJIIo4YaTh B cebsi m3ydeHue cereBbix mporokonoB TCP/IP, cranmaproB Ethernet, Wi-Fi u apyrux
TEXHOJOTHH mepemnaun  AaHHBIX. CTyAeHTB TakkKe MOTYT HW3y4aTh NPHUHIUIBI  [TOCTPOCHUS
BBICOKOITPOU3BOJIUTENILHBIX M OTKA30yCTOWMYUBBIX CETEH, a TakKe METOABl ONTHMH3AllMd M MOHWUTOPHHIA
paboThl KOMITBIOTEPHBIX CETEH.

1. leau u 3apauu

eap AUCUMNIMHBI

- OCBOEHHME INPUHIMIIOB OPraHU3alMu M (PyHKINOHUPOBAHUS KOMIIBIOTEPHBIX ceTeil, 0cOOeHHOCTEH
paboThl B KOMIIBIOTEPHBIX CETSAX, 3HAKOMCTBO C COBPEMEHHBIMHU CETEBBIMU TEXHOJOTHIMH, ITOJTy4YCHHUE
MPAaKTHYECKUX HABBIKOB PAOOTHI B JIOKAIBHBIX CETAX.

3agaun AU COMIIHHBI
- HAy4YMTb CTY[EHTOB IIPOEKTUPOBATh U PACCUUTHIBATH TOIOJOIMU U CTPYKTYPbl KOMIIBIOTEPHBIX CETEH.

2. llepedyens popmMupyemMbIX KOMIETeHUHH

OcBoeHue TUCIUILTMHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONIMX KOMITETEHITHINA:

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

OIIK-4.1 Bmageer weTromaMu Hay4HOrO TIOMCKa |
WHTEJUIEKTYyaJlbHOTO aHalin3a WHGOpMalH{ MpH PEIICHUN
3a7a4 npodeccHoHaIBHOM IesITeNbHOCTH

OIIK-4.2 3HaeT OCHOBHBIE UCTOYHUKU HAyYHO-TEXHUYECKOU
u (W) TexHoJOorHYeckod wuHpopManmuu B OONACTH

OIIK-4 CriocobeH ocymiecTBiIsITh cOOp U .
npodecCHOHAIBHON IS TeTbHOCTH

00paboTKy HayYHO-TEXHUYECKOH U (MJIIH)
TEXHOJIOTMYECKOH MH(OPMAIINK ISl PELICHHS
(yHIaMEHTAIBHBIX U MPUKIIAJHBIX 3329

OIlK-4.3 VYMmeeT cocTaBiATh aHHOTAIMH, pedeparsl,
oubnuorpaduyeckue nepeyHr U 0030pbl MHPOPMALUHU B
o0JyacTu cBoei mpodeccuoHaIbHOM JIeATENbHOCTH

OIIK-4.4 Bnageer HaBbIKaMu pabOTHl C KOMIBIOTEPOM H
KOMITHIOTEPHBIMH CETSMHU C IENbI0 MONTYYeHHs], XpPAaHeHUS U
00pabOTKM Hay4yHOUW (TEXHHYECKOW, TEXHOJOTHYECKOMN)

nHpopMaIun

OIIK-5.1 CnocobeH pemarh TOCTaBICHHbIC 3a/1a4d B
OITK-5 CriocoGeH yyacTBOBATh B IIpoBeieHnH | 00/1acTH TEOPETHUECKUX u IKCIIEPUMEHTAIBHBIX
(dyHIaMEHTANBHBIX U IPUKIATHBIX HMCCIIC/JOBAHUH 1 PaspaboToK

UCCIIEAOBAaHUM U pa3paboTok, camocTosiTensHo |OIIK-5.2 Obnamaer crmocoOHOCTBIO K OCBOEHHIO HOBBIX
OCBaMBaTh HOBbIE TEOPETUYECKHE, B TOM YHCIIE, |3HAHUI Ha OCHOBE M3y4YEHUs JUTEpaTyphl, HAy4YHBIX CTaTeil

MaTeMaTH4eCKHE METObI UCCIIEJOBAHUN 1 U APYTHUX UCTOYHHUKOB

paborars Ha COBPEMCHHOI dKCIIEPUMEHTAIIBHOM |OTTK-5.3 Crocober k mpod)ecCHOHATBHOM JKCILTyaTaluu

HAYYHO-HCCIICI0BATeIIbCKOM, COBPEMEHHOMN 9KCIIEPUMEHTAIBHOMN

HU3MEPUTCIIbHO-aHAJIUTUICCKOU U Hay‘lHO-PICCJ’IeZ[OBaTenLCKOfI

TEXHOJIOTUIECKOI araparype) (M3MepHuTEeTHEHO-aHATUTHYECKOM U TEXHOJOTUYECKOM)
anmnaparypsl

[MK-1.1 CnocobeH HaxoauTh, aHAIM3WPOBATH U 0000IIATH
nH(pOpMaNKIO 00 aKTyalbHBIX Pe3yJIbTaTax HCCIICIOBAHUN B
pamMKax TemaTH4eckoi o0nacTu cBoed mpodeccHoHaTbLHON

[MK-1 CriocobeH cTtaBuTh, GopMann30BbIBaTh 1 |ACATCILHOCTH

pears 3a1a4y, B ToM uncie paspadareiBath 1 [[IK-1.2  CrocoGeH  BBIIABUTAaTh  THUIOTE3bl, CTPOHTH
UCCIIE0BAaTh MaTeMaTHYECKUE MOJEIH MaTeMaTHYeCcKue MOAEIM Ul OIUCaHMA H3y4aeMbIX
M3y4YaeMbIX SABJICHHN U MPOLIECCOB, CACTEMHO  |SIBJICHHH M MPOLIECCOB, OLECHUBATH KAUECTBO pa3paboTaHHON
aHAJIM3MPOBATh HAy4YHbIE MPOOIEMBI, IOJIyYaTh |MOIENIN




HOBBIC HAYYHBIC PC3YJIbTAThI

[MK-1.3 CnocobeH NpUMEHATh TeopeThueckue W (W)
JKCIIEPUMEHTAJIbHBIE METOJIbl MCCIEOBaHUN K KOHKPETHON
HayyHOM 3ajadye M  HHTEPIPETUPOBATH  IOJYUCHHBIC
PE3ybTaThl

I1K-2 CiocobeH caMOCTOSTEILHO HIIA B
Ka4eCTBE uieHa (PYKOBOIUTEIIS) MAJIOTO
KOJUIEKTUBA OPTraHU30BLIBATH U MIPOBOIUTH
Hay4YHbIC UCCIICJIOBAHUS U UX allPOOaIUio

[IK-2.1 3HaeT HOpUHLUIBI MOCTPOEHHUS HAyYHOW PadOTHI,
MeTogsl cOopa W aHanmM3a TIOJNyYEHHOTO MaTepHala,
CH0coObI apryMeHTallH

[MK-2.2 Cnoco0eH TulaHUpOBaTh ¥ MPOBOJAWTH HaydHBIE
HCCIICAOBAHMUSI CaMOCTOSITEIbHO MJIM B KauecTBE WICHA
(pyxoBonuTENs ) MAJIOTO HAYYHOTO KOJUIEKTHBA

[IK-2.3 CnocobeH NpOBOAWTH ampoOaIuio pe3yiIbTaToB
HAYYHO-HCCIIE0BATEIHLCKON paboThI MOCPEICTBOM
MyONMKAIMY HAYYHBIX CTAaTe U y4acTusl B KOH(pEepeHIuIX

3. IlepeyeHb NIAHMPYEMBIX Pe3yIbTATOB 00yUeHHUsI 0 JUCHMILINHE (MOLYJII0)
B pesynbrare 0cBOHHS AUCHUIIMHBI 00y4alOIINecs JOIKHbI

3HATb.

- OCHOBHBIE MOHATHUS KOMITBIOTEPHBIX CETE: TUIIbI, TOTIOJIOTHH, METOIBI JOCTYIIA K Cpe/ie Tepeaadu;
- annapaTrHbIe KOMIIOHEHTHI KOMIIBIOTEPHBIX CETEH;
- IPUHIUIIBI TAKETHOM Mepeaayn JaHHBIX;

- IIOHATHE CETEBOM MOACIIH,

- cereBas moaens OSI u fpyrue cereBbie MOJEINH;

- HOPOTOKOJIbI: OCHOBHBIC IIOHATHUA,

MIPUHIUIIBI B3aHMOﬂeﬁCTBHH, pasinuua u 0COOEHHOCTHU

pacrpocTpaHEHHBIX IPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B ONIEPAIIHOHHBIX CHCTEMAX;
- aJipecanus B CETIX, OpPraHU3alUs MEKCETEBOTO BO3ICHCTBHSL.

YMETB:

- OpPraHU30BbIBATH U KOH(PUTYPHPOBATH KOMIIBIOTEPHBIE CETH;
- CTPOUTH U aHAJIM3UPOBATh MOJEIIN KOMIIbIOTEPHBIX CETeH;
- 3¢ pEeKTUBHO HCIOIB30BAThH alllapaTHbIE U MPOrPaMMHBIE KOMIIOHEHTHI KOMIBIOTEPHBIX CETEeH NpHU

pCUICHNHU PAa3JIMIHBIX 3a/4a4;

- BBIIIOJIHATH CXCMbI M YCPTCIXKU II0 CICHUAIBHOCTHU C HUCIOJB30BAHHUCM IMPUKIIAAHBIX TPOTPAMMHBIX

CPEICTB;

- paboTarh C MPOTOKOJAMH Pa3HBIX YPOBHEH (Ha mpuMepe KOHKPETHOTo creka mportokonos: TCP/IP,

IPX/SPX u T.1.);

- YCTaHaBIMBATh U HACTPAaWBATh NapaMeTPhI IPOTOKOJIOB;
- IPOBEPSITH IPABUIILHOCTD IIEPElauy IaHHBIX;

- 00HapyKMBaTh U YCTPAHATH OLIMOKM IIPY TIepeade JaHHBIX.
- IPOTPaMMHPOBATh CETEeBBIX NpuiiokeHuit B creke TCP/IP.

BJIAJIETh:

- HHCTPYMEHTaIbHbIMU cpelcTBaMu npoekTuposanus JIBC,
- HCTIOJIb30BAHMEM BCTPOEHHBIX CPEACTB MOHUTOPUHIA KOMITBIOTEPHBIX CETEM,
- ACTIOJIb30BAHUEM CPEJICTBAMH yIIpaBiIeHUs Ha 0aze npoTokoiga SNMP.

4. Coep:xanue TUCUMILIUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYCCKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUeOHBIX 3aHSATHIA

TpyaoeMKoCTb 10 BHIaM y4eOHBIX 3aHSATHH, BKITIOUAs
CaMOCTOSITENIbHYO padoTy, Jac.
No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTsr

pabora

1 ba3oBbIe NOHATHS KOMIIBIOTEPHBIX CETEN. 8 8 15

Monenan ceTeBoro B3aUMOICHCTBHS. 3 3 10

3 dusnueckuit ypoBeHs Moaenu OSI. 5 5 10




4 Tonojaorum KOMIBIOTEPHBIX CETEH. 3 3 10
5 Kananphsriit ypoenb momenu OSI. 5 5 10
6 TexHOMOrNM KOMMYTAITHH. 3 3 10
7 AJpecaliysi CeTeBOro ypOBHSI. 3 3 10
Wroro yacos 30 30 75
[loaroroska k sK3aMeHy 0 gac.

OO01mas TpynoEMKOCTh 135 yac., 3 3au.en.

4.2. CopaepxaHue IUCHUILTUHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (pasjieiiam)

Cemecrtp: 5 (Ocennuii)
1. bazoBbie MOHATHS KOMIIBIOTEPHBIX CETEH.
Ucropus xommbloTepHBIX ceTeil. Mcmonbp3oBaHue KOMIBIOTEPHBIX ceTell. OCHOBHBIE TOHATHS B
00JIacTH KOMITBIOTEPHBIX ceTei. Kitaccudukanus koMnbloTepHBIX ceTeil. BzaumoneiicTeue
KOMITBIOTEPOB B ceTH. OCHOBHBIE MOHITHS CETEBBIX TEXHOJIOTHI.

2. Monenu ceTeBoro B3auMOAECHCTBUSL.

Mogens OSI. Ypoau momemu OSI. Mogenp u crek mpotokonoB TCP/IP. OcHOBHBIE MOHSATHS
CETEBBIX TEXHOJIOTHM.

3. ®usnueckwuii ypoenb monenu OSI.

Ilonstue nuHuu u kxanana cBs3u. Cursansl. OCHOBHBIE XapaKTEPUCTUKM KaHaja cBA3U. MeTonsl
COBMECTHOT'O HCIIONIb30BaHMA CPEbl IIepeiaun KaHaa cBsi3u. Moayssiust 1 KOAUPOBAaHUE CUTHAJIOB.
Cranpaptbl kabeneil. DnexTpudeckas MpoBoaka. becipoBoanas cpena nepeaayn.

4. Tononoruu KOMIBIOTEPHBIX CETEH.

[Honsarue Tononoruu ceru. CereBoe 00opynoBanue B Tononoruud. O030p CETEBBIX TOMOIOTHIA.

5. KananbHsiii yposenb mogenu OSI.

Metonel kommyTanuu. CeTeBble MPOTOKONBI M METOAbl KOMMYTauuu. IIpOTOKONBI KaHaJIbHOTO
YPOBHSL.

Crannaptel [EEE 802. Texnonoruu nokanbHbix ceteir. TexHosnorus Ethernet. @uznueckuid ypoBeHb
texnonoruu Ethernet. Oneprosddexrusnsiii Ethernet. CmenHbIe HHTEPdECHBIE MOTYIH.

6. TexHOIOrMKU KOMMYTALUU.

Anroput™M  mpo3payHoro Mocrta. Meroasl  KOMMyTanud. KOHCTpYyKTHBHOE — HCIIOJIHEHHE
KOMMYTaTopoB. DH3HUECKOe CTEKUPOBAHHE KOMMYTATOPOB. TeXHOJOTMM KOMMYTAallMd M MOJIENb
OSI. TIIporpammuoe obecrieueHue KoMMmyTaropoB. OOIIMe MNPHHIUIBI CETEBOTO JH3aifHa.
TpexypoBHeBasi wuepapxuyeckass Monenb ceru.llporokon Spanning Tree Protocol (STP).
Bupryansusie nokansable cetd (VLAN). VLAN nHa ocHoBe crannapra IEEE 802.1Q. Texnonorus
Power over Ethernet.

7. Anpecanys CeTeBOro ypoBHsI.

CereBoii ypoBeHs. [Iporokon [P Bepcun 4. IIporokon IP Bepcun 6. Anmpecarusi CETEBOTO ypOBHS




5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLeCTBJIEeHHS 00pa30BaATEILHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)

Heo0xonnmoe ob6opynoBaHue 1Jist JIEKIUN: KOMIBIOTEP U MYJIBTUMEIUIHOE 000pya0BaHuE (ITPOEKTOP,
3BYKOBasi CHCTEMA).

6.IlepeyeHnb pekoMeHyeMOii TUTEPATYPbI

OcHoBHas nuTeparypa

1. TenexoMMyHHKaLIMOHHbIE U KOMIIbIOTEpHBIE ceTr. BBoaubIH Kypc [Tekct] : [yue6. mocobue ns
By30B] / JIxx. Yonpaun ; nep. ¢ aurin. M. E. Jlunkuna, M. M. IItuunukoBa ; noj pen. B. H.
Crapoay6neBa .— M. : Iloctmapker, 2001 .— 480 c.

JomnonHutenbpHas auTeparypa

1. KomnsrotepHsie cetu, Computer networks, DnekrpoHHas Bepcusi ne4aTHON myOnukauuu / . —
Canxkr-IlerepOypr, [Tutep, 2021

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTH ""UHTepHeT" , HEOOXOTUMBIX
JJIS1 OCBOCHUSI JUCHMILIUHBI (MOLYJIs1)

He HCIOJIB3YIOTCA

8. IlepeyeHb MH(POPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NIPH OCYIIECTBJICHNH 00Pa30BaTeILHOIO
npouecca 1o AMCuMILINHe (MOAYJII0), BKJII0OYasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 oldecredyeHust
H HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXO0AMMOCTH)

Ha nexuusx ucronb3yeTcs KOMIBIOTEP U MYJIBTUMEINIHOE 000pya0BaHKe (IIPOEKTOP, 3ByKOBas
cucTeMa),

9. MeToauyeckue yKazaHusi AJis1 00y4arOIIMXCs 10 OCBOCHUIO U CHUIIMHBI (MOIYJIs1)

[lpu  BomonHeHMM W 3amuUTe  Ja0OpaTOpHBIX  pabdOT  cleayeT  PYKOBOICTBOBATHCS
y4eOHO-METOIMYECKIMHU YKa3aHUAMH MIPEToaBaTeIs.

PexomeHnyercsi cHauasia BBIIOJIHUTD IIPOCTHIE 3aJaHUs TSl OCBOEHHSI 0a30BOM (TUIIOBOI) TEXHOJIOTHH.
[To Mepe ocBOCHHUSI IPOTPAMMHOM Cpellbl CTaBSATCS Bce 0oJiee CIOKHBIC 3aa4H, IPH PEILICHNH KOTOPBIX
OyZIyT akTHBM3MPOBATHCS 3HAHUS JOTOJIHUTEIBHBIX BOSMOXKHOCTEH JaHHOH cpenbl. MTak, nmepexoas ot
MPOCTHIX 33JaHUi K OoJiee CIOXHBIM, OyleT ocBOeHa OOoJbIIast YacTh TEXHOJIOTHYECKUX ONepaluii B
KOHKPETHOH MPOTrpaMMHOM Cpefie U JOCTUTHYT JOCTATOYHO BBICOKUH MpodeccHOHaNbHBIA YPOBEHB.
Cnaya n 3amuTa jJa00paTOpHOM PabOTHI BKJIIOYAET MPOBEPKY SJIEKTPOHHBIX (DaiilloB M OTBETH Ha
KOHTPOJIBHBIE BOIIPOCHI, KOTOpPbIE IIOJDKHBI IPOJEMOHCTPUPOBATh TEOPETHUUECKUE U IPAKTHUYECKUE
3HAHMSI, yMEHUS M HaBBIKH 10 COOTBETCTBYIOLIEH TEME.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

110 HANIPABJICHUIO: Wndopmarnka 1 BEIYACIUTENbHAS TEXHUKA

Nnpo¢uJIb NOATOTOBKH: CucreMHOE pOrpaMMUpOBaHHUE U TPUKJIaIHAS MaTeMaTHKa
Oustex-mkona [Ipuknagnoit Maremaruku u Uapopmatiku
kageapa anropuTMOB U TEXHOJIOTUH MPOTrPaMMHUPOBAHUS

Kypc: 3

KBAJM(PUKAIMA: OaxanaBp

Cemectp, (hopMBI IPOMEKYTOUHOH arTecTanuu: 5 (oceHHuil) - JluddepeHpoBannbiii 3a4eT

PaspaGorunkm:

A.M. Paiiroponckuii, 1-p ¢us.-Mar. Hayk, npodeccop
O.H. UBuenko, 3aBenyromuil kadgenpoi
T.®. ApreMeHko, HaYabHUK Y4eOHO-METOIMIECKOTO OTea



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

OIIK-4 CriocobeH ocymiecTBiIsITh cOOp U
00pabOTKy HayYHO-TEXHUYECKOH U (M)
TEXHOJIOTHYECKOH MH(OPMAIIUK ISl PELICHHS
(yHIaMEHTAIBHBIX U MPHUKIIAJIHBIX 3349

OIIK-4.1 Bmageer weTromaMu Hay4HOrO TIOMCKa |
WHTEJUIEKTYyaJIbHOTO aHalin3a WHGOpMalWuW MpH PEIICHUN
3a7a4 npodeccHoHaIBHOM AesITeNbHOCTH

OIIK-4.2 3HaeT OCHOBHBIE UCTOYHUKU HAyYHO-TEXHUYECKOU

u (W) TexHoJOorMYeckod wuHpopManmuu B OONACTH
npodecCHOHAIBHON IS TeTbHOCTH
OIlK-4.3 VYMmeeT cocTaBiATh aHHOTAIMH, pedeparsl,

oubnuorpaduyeckue nepeyHr u 0030pbl MHPOPMALUHU B
o0JacTu cBoei mpodeccuoHaIbHOM JIeATENbHOCTH

OIIK-4.4 Bnageer HaBbIKaMu pabOTHl C KOMIBIOTEPOM H
KOMIIBIOTEPHBIMU CETSAMU C LIEJIbIO NOyUEHUsI, XpaHEHUs U
00pabOTKM Hay4yHOU (TEXHHYECKOHW, TEXHOJOTHYECCKOMN)
nHpopMaIuu

OIIK-5 CriocobeH yuacTBOBaTh B IPOBEACHUH
(byHIaMEHTAIBHBIX U TIPUKJIAJHBIX
UCCIIeIOBAaHUI M Pa3pabOTOK, CAMOCTOSTEIEHO
OCBaMBaTh HOBBIE TEOPETHYECKHE, B TOM YHCIIE,
MaTeMaTHYEeCKHE METObI HCCIICIOBAHUN 1
paboTars Ha COBPEMEHHOM dKCIIEpUMEHTAITLHON
HayYHO-HCCIICI0BATEIBCKOM,
M3MEPUTEIbHO-aHATUTUYECKOH 1
TEXHOJIOTUYECKOH armaparype)

OIIK-5.1 CnocobeH pemarh TOCTaBICHHbIC 3a/1a4d B
obnactu TEOPETHUECKUX u SKCTIIEPUMEHTAJILHBIX
UCCIIeJOBaHUN U pa3paboTOK

OIIK-5.2 OOmagaerT CHOCOOHOCTBIO K OCBOECHHUIO HOBBIX
3HAHWW Ha OCHOBE W3YYCHUS JIUTEPATyphl, HAYYHBIX cTaTeit
U IPYTUX UCTOYHUKOB

OIIK-5.3 CnocobeH k mpodeCcCHOHANBHON JKCIUTyaTaIuu

COBPEMEHHOMI 9KCIEPUMEHTAIBHOMN
HAay4HO-UCCIEI0BATEIbCKON
(M3MEpUTENbHO-aHATUTHYECKOH M TEXHOJIOTUYECKOM)

anmaparypsl

[IK-1 Criocoben crtaBuTh, (hOpMaIN30BBIBATH U
pemars 3aa4u, B TOM YUCIIe pa3padaThIBaTh U
UCCIIEI0BaTh MaTeMaTHYECKUE MOJICIIN
M3y4aeMBbIX SBJICHUH U MPOIECCOB, CACTEMHO
aHAJIN3UPOBATh HAyYHBIE MPOOJIEMBI, TIOJTy4aTh
HOBBIC HAYYHBIC PE3yJIbTaThI

[MK-1.1 CrnocobeH HaxoauTh, aHAIM3UPOBATH U 0000IIATH
nH(pOpMaNKIO 00 aKTyal bHBIX Pe3yJIbTaTax HCCIICIOBAHUN B
paMKax TemaTHdeckoi o0macTu cBoed mpodeccHoHaTbLHON
JEATEIEHOCTH

[IK-1.2 CnocoOeH  BbABHrarh  THUIIOTE3bl, CTPOUTH
MaTeMaTHYeCcKue MOAEIM Ul OIUCaHMA H3ydaeMbIX
SIBIICHUH U MPOLIECCOB, OLIEHUBATh KAYECTBO pa3paboTaHHOU
MOJENN

[MK-1.3 CrnocobeH NpUMEHATh TeopeThdueckne W (W)
JKCIIEPUMEHTAJIbHBIE METOIbl MCCIEJOBaHUN K KOHKPETHON
HAayyHOM 3ajadye M  HHTEPIPETUPOBATH  IOJYUCHHBIC
PE3ybTaThl

I1K-2 CiocobeH caMOCTOSTEILHO HIIA B
Ka4eCTBE 4ieHa (PYKOBOIUTEIIS) MAJIOTO
KOJUIEKTUBA OPTraHU30BLIBATH U MIPOBOIUTH
Hay4YHbIC UCCIICJIOBAHUS U UX allPOOAIUIo

[IK-2.1 3HaeT HOpUHLUIBI MOCTPOEHUS HAYYHOW PadOTHI,
MeTogsl cOopa W aHanmM3a TIOJyYEHHOTO MaTepHala,
CHocoObl apryMeHTallH

[MK-2.2 Cnoco0eH TulaHUpOBaTh M TPOBOJAWTH HaydHBIC
HCCIICAOBAHMUSI CaMOCTOSITEIbHO MJIM B KauecTBE WICHA
(pyxoBoznuTeNs ) MAJIOTO HAYYHOTO KOJUIEKTHBA

[IK-2.3 CnocobeH mNpoBOAWTH ampoOaIuio pe3yiIbTaToB
HAYYHO-HCCIIE0BATEIHLCKON paboThI MOCPEICTBOM
MyONUKAIMY HAYYHBIX CTAaTe U y4acTusl B KOH(pEepeHIuIX

2. Iloka3aTe/in OLlEHUBAHUA KOMITETEeHIU

B pesynbrare nzyueHus AncMILIMHBL « COBPEMEHHBIE KOMITBIOTEPHBIE CETIY 00YyYaIOIIUICS OIKEH:

3HATb:




- OCHOBHbIE [TOHATUS KOMIIBIOTEPHBIX CETEH: TUIIBI, TOIIOJIOT MU, METObI IOCTYIIA K Cpelie Iepelayuy;
- amnmaparHble KOMIIOHEHTBI KOMIIBIOTEPHBIX CETEH;
- IPUHLIUIIBI IAKETHOM Iepesady JaHHbIX;
- IOHATHE CETEBOW MOJIETH;
- cereBas mozens OSI u fpyrue cereBbie MOJEINH;
- TPOTOKOJBI: OCHOBHBIC TOHATHUS, NPHUHLMIIBI B3aUMOACHCTBHS, pa3iniusi U OCOOCHHOCTH
pacnpoCTpaHEHHbIX IIPOTOKOJIOB, YCTAHOBKA IIPOTOKOJIOB B OIEPAllMOHHBIX CUCTEMAX;
- aJipecanus B CETIX, OPraHU3ausl MEXCETEBOTO BO3IEHCTBHS.
yMeTh:
- OpPraHU30BbIBATh U KOH(PUTYPHPOBATH KOMIIBIOTEPHBIE CETH;
- CTPOUTH U aHAJIU3UPOBATh MOJEIIN KOMIIbIOTEPHBIX CETEH;
- 3¢ PEeKTUBHO HCIOIB30BAThH alllapaTHBIE W MPOrPAMMHBIC KOMIIOHEHTHI KOMIBIOTEPHBIX CETEeH NpHU
pELIEHUH pa3IUYHbIX 33]1ay;
- BBIIOJHATH CXEMBI M YEPTEXKH MO CHELUANBHOCTH C HCIOJB30BAHUEM NPUKIAIHBIX MPOTrPAMMHBIX
CpPEICTB;
- paboTarh ¢ MPOTOKOJAMH Pa3HBIX YPOBHEH (Ha mpuMepe KOHKPETHOTo creka mporokonos: TCP/IP,
IPX/SPX u T.1.);
- yCTaHaBJIMBATh U HACTPAUBATh APaMETPhI IPOTOKOJIOB;
- IPOBEPSITH IPABUIILHOCTD IIEPElauy IaHHBIX;
- 00HapyKMBaTh U YCTPAHATH OLIMOKY IIPY TIepeiadye JaHHBIX.
- IPOTPaMMHPOBATh CETEeBBIX NpuiiokeHuit B creke TCP/IP.
BJIaJeTh:
- HHCTPYMEHTaIbHBIMU cpelcTBaMu npoekTuposanus JIBC,
- HCTIOJIb30BAHMEM BCTPOEHHBIX CPEACTB MOHUTOPUHIA KOMITBIOTEPHBIX CETEM,
- ACTIOJIb30BaHUEM CPEJICTBAMH yIpaBieHus Ha 0aze npoTokoiga SNMP.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylleMy KOHTPOJII0

. Mogenu OSI u TCP/IP

. Wireshark

. Transport: TCP, UDP

. Apxutektypa MapipyTu3aropos: data plane, control plane, management plane
. Bupryansnsie cetu, QinQ, VXLAN

. Mapuipytusanus B cerax [P

. udposanue nanubix EFS

0 NN N bW~

. SI31K JavaScript, kak pencTBoO CO3IaHUs NHTEPAKTHBHBIX PECYPCOB
. S3eik HTML

10. BuaeocurHamsl, BHIEO CTaHAAPTHL, BUaeodopMmarsl, CO3AaHHE W  pPEIaKTHPOBAHHE
BHJICON300pasKEHUSI

Ne)

4. [lepeyens TUNOBBIX (MPUMEPHBIX) BONMPOCOB U TeM [IJIsl IPOBeAeHUs IPOMEKYTOUHOI aTTecTalluu
o0yuaruuxcst

. TeopeTrueckre OCHOBBI IEpeAavX JAHHBIX.
. YnpaBisieMble HOCUTEIH HH(OPMALIHU.

. becripoBosiHas CBS3b.

. KaHanpHBI ypOBEHS.

. MonenupoBanue.

. CeTeBoii ypOBEHb.

. OObeIMHEHHBIE CETH.

0NN N bW~

. TpaHCTIOPTHBIN ypOBEHB.

9. YnpaBnenue noTokom u 60pn0a ¢ neperpy3kamu.
10. KauectBo obcnyxuBanus B [P ceTsx.

11. AxpecHblie CITy>KOBI.

12. TexHonoruu oOaIbHBIX CETeH

13. TpanCIOPTHEIE CETH.



14. TIpoTOKOJBI IPUKIATHOTO YPOBHS.

15. be3onacHOCTh B KOMIIBIOTEPHBIX CETAX.
16. CranaapTsl ynpaBIeHHE CETAMH.

17. CereBoe obopynoBanue

18. CereBble orepalioHHbIE CHCTEMBI

19. Cpencra aHanu3a u yIpaBlIeHUs CETIMU

Kpurepun onennBanus
OTIINYHO

10 BcecTOpOHHHE, CHCTEMAaTU3MPOBAHHbIC, IyOOKHE 3HAHHUS y4eOHON MPOrpaMMbl AUCLUIUIMHBL U
yYMEHHE YBEpEHHO NPHUMEHSATh MX Ha MPaKTUKE MPH pEIIEHHMM KOHKPETHBIX 3a/1ad, CBOOOTHOE U
MpaBUILHOE 00OCHOBAaHHUE MPUHSTHIX PEILICHUIA;

9 cucremaru3upoBaHHbIC, TITyOOKHE 3HAHUS Y4eOHOH MpOrpaMMbl JUCHUIUIMHBI M YMEHHE YBEPEHHO
MPUMEHSATh UX Ha MPAKTHUKE [PH PEIICHUH KOHKPETHBIX 3aJa4, MNpaBHIIbHOE 000CHOBAHHE MPHUHSATHIX
peLIEHN;

8  mryOokue 3HaHMS Yy4eOHOM MpOrpaMMbl JUCUUIUIMHBI U YMEHUE MIPUMEHATh UX Ha MPAKTHKE HPU
pEIIeHUH KOHKPETHBIX 3a]1a4, IpaBUJIbHOE 000CHOBAaHHUE MPUHATHIX PELICHUH;

XOpOLIO

7 TBepAO 3HAET Marepuaj, IPaMOTHO M IO CYIIECTBY M3JIaracT €ro, yMEEeT MPUMEHAThH MOTyYEHHBIE
3HaHUS Ha [IPAKTUKE, HO JIOIYCKAeT B OTBETE WJIM B PELLICHUU 33]a4 HEKOTOPbIE HETOUHOCTH;

6 3HaeT mMarepuall, FPaMOTHO U3JaraeT €ro, yMeeT PUMEHATh [10JIyYE€HHbIE 3HaHUS Ha MPaKTUKE, HO
JOITYCKaeT B OTBETE WIIM B PEIICHHUH 33]1a4 HEKOTOPBIE HETOYHOCTH;

5 3HaeT OCHOBHOW Marepual, I'PaMOTHO M3JaraeT ero, yMeeT NPUMEHATh NOJyYEHHBbIE 3HAHHS Ha
[IPAKTUKE, HO IOIYCKAeT B OTBETE WJIU B PEILIEHUU 33]lad HETOYHOCTH;

YIOBJIETBOPUTEIILHO
4  (parmeHTapHbBIN, pa3pO3HEHHBIH XapakTep 3HAHWH, HEJOCTATOYHO IMPaBWIbHBIE (HOPMYITUPOBKU
0a30BbIX MOHATHHA, HApPYLICHHUS JIOTWUYECKOH IOCIICAOBAaTEIbHOCTH B HM3JIOKEHUH TPOrPAMMHOIO
Marepuaia, HO IIpHd 3TOM OH BJaJeeT OCHOBHBIMM pa3/ieslaMH y4eOHOH mporpamMMbl, HEOOXOIUMBIMU
JUI IajJbHEHWIero oOy4eHUsI ¥ MOXKET NPUMEHSTH HOJTYy4YEeHHBbIE 3HAHHs MO 0o0pas3ly B CTaHAAPTHOU
CUTYyalluy;

3 xapakTep 3HAHHUIl JOCTaTOYCH JUI JaJbHEWIIEro OoOyueHHMsS W MOXKET HPUMEHSTH IMOIy4YeHHBIE
3HaHUS 110 00pa3ily B CTAHAAPTHOM CUTYaLUH;

HEYIOBJIETBOPUTEIILHO
2 He 3HaeT OOJbLICH YaCTH OCHOBHOTO COJEPKAHUS Y4eOHOW MpOrpaMMbl JUCLHUIUIHHBI, JOITyCKaeT
rpyobie OmMOKM B (HOPMYIMPOBKaxX OCHOBHBIX MOHATUH AMCLUMIUIMHBI M HE YMEET IPaBHIBHO
UCII0JIb30BaTh [10JIyUYEHHbIE 3HAHUS IIPU PELIEHUH TUIIOBBIX MPAKTUUECKUX 3a/au.

1 He 3HaeT GOPMYINPOBOK OCHOBHBIX MOHATHH JTUCHUIUIMHBI M HE YMEET HCIIOIb30BaTh MOTy4YEHHbIE
3HAHUS IPU PELICHUH TUIIOBBIX IPAKTUYECKUX 3aa4.

5. MeTonuueckune MaTepuasbl, onpeaeasionie Npoueaypsbl OeHUBAHUA 3HAHUI, YMEeHH i, HABBIKOB H
(W1M) oNbITA AESITEILHOCTH

Bo Bpems mpoBesnenust auddepeHINPOBaHHOTO 3adeTa OOydYaroNIMMCsl HE pa3pemieHoO MOJIb30BaThCs
IpOrpaMMON TUCIUTUTAHEI.



