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AHHOTANMA
Hucnumnnnaa "CoBpeMeHHbIe KOMIIBIOTEPHI M CETH Tepeladd JaHHBIX' W3ydaeT NpeaMeT, Lenu, 3aiadd,
CTPYKTYpY, OCHOBHBIC MOHSTHS M OOILIUE CBEICHHS O CETSIX, OCHOBBI IOCTPOCHHS CETeH, apXUTEKTypa U
CTaHAapTU3aIMA ceTel, TpeOOBaHMS K COBPEMEHHBIM KOMIIBIOTEPHBIM CeTSM. M3ydaroTcs OCHOBBI Iepeaadn
JTUCKPETHBIX JaHHBIX: JIMHUMU CBSI3M, METOMbI KOAUPOBAHUS U Nepeaavyn TUCKPETHBIX JAHHBIX HA (YU3UUECKOM
YpPOBHE, METOIbl IepeAadyd JaHHBIX KaHAJIbHOIO YPOBHS, MYJIbTUIIEKCUPOBAHUE W KOMMYyTallMs,
OecripoBosiHas nepegaya MHGOpMAIH, IEPBUYHbIE CETH.

1. leau u 3apauun

eap AUCUMNIMHBI

- O3HaKOMJICHHE CTYJCHTOB C COBPEMEHHBIM COCTOSIHUEM M TEHICHIMSMH CTaHAapTU3AIMU CETEBBIX
MPOTOKOJIOB, B 0COOEHHOCTH B YaCTH BOTPOCOB 00ecTiedeHHsT 0e30MaCHOCTH Mepeiadyd HH(OopMaIvH.

3agauu AU CHUILIHHBI

- OCBOCHHE CTyJeHTaMH 0a30BbIX 3HaHMH B 00jacTH obecneueHuss OE30TACHOCTH Tepeadu
MH(pOpMAIIMU B KOMIIBIOTEPHBIX CETSIX;

- HpI/IO6peTeHI/I€ 3HAHUH O CCpBUCAX U MCXAaHU3MaAX 6630HaCHOCTI/I, HCTIOJIb3YCMbIX B COBPCMCHHBIX
KOMIIBIOTCPHBIX CETAX;

- OKa3aHWE KOHCYJbTAllMid M TIOMOIIY CTYACHTaM B MPOBEJCHUU COOCTBEHHBIX HCCICIOBAHHHA H
pa3paboToK B 00NACTSX, HCIONB3YIOMINX CpelcTBa obecrieueHusi 0€30MacHOCTH, B YaCTHOCTH ISt
CO3IaHUs pacIpeeICHHBIX CHCTEM 00pabOTKH HH(OPMAIINY;

- NpuOOpETeHNE HABBIKOB pPAa0OTHI B COBPEMEHHBIX CETSX KOMIIBIOTEPOB C HCIOJIB30BAaHUEM
Pa3IMYHBIX TEXHOJOTHI obecrieueHus 0€30MacHOCTH.

2. llepedyens popmMupyemMbIX KOMIETeHUMH

OcBoeHue TUCIUILTMHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONIMX KOMITETEHITHIA:

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

VYK-1.1 Ananuzupyet npoOIeMHYI0 CUTYaIIHIO KaK CUCTEMY,
BBISIBJISISL €€ COCTABIISIOLIHE U CBSI3U MEXKIY HUMH

VK-1.2 OcymecTBisier MOHCK BapUaHTOB  PELICHUSA
MOCTAaBIICHHOH  TpOOJIEMHOW  CHUTyallud Ha  OCHOBE

YK-1 CriocoGeH ocyecTBIsATh KpUTHIECKUN
JOCTYTHBIX HICTOYHUKOB HH(pOpMaH

aHaJIn3 HpOGJ’IeMHLIX CI/ITyaL[I/Iﬁ Ha OCHOBC

YK-1.3 PaspabarsiBaeT CTpaTeruio JIOCTH)KEHUSA
MOCTABJICHHOM 1€ Kak IOCJICAOBATeIbHOCTh IIaroB,
HOpeABUIS PE3yabTaT KaKAOTO0 M3 HUX M OLEHMBAs HX
BIMSIHUE Ha  BHEIIHEE  OKPYXEHHE  IUIAHHUPYEMOM
JEATEIIbHOCTH W Ha B3aUMOOTHOIICHHS] YYaCTHUKOB 3TOMN
NesITeTbHOCTH

CHUCTEMHOTO TIO/IX0/1a, BBIpadaThIBaTh
CTpaTeruro AeucTBui

[IK-3.1 3Haer OCHOBBI BeJEHUS HAYYHAHCKYCCHUU H
(hOpMBI YCTHOTO HAYYHOTO BBICKA3bIBAHUS

[1K-3 Bnageet HaBbIKaMU y4acTHs B HAy4HBIX
TMCKYCCHSIX, BBICTYTUICHHUS C COOOILEHUSIMH U
JOKJIaJjaMi YCTHOTO, TMCbMEHHOTO U
BUPTYaJILHOTO (pa3MellcHHE B

[IK-3.2 VYmeer BecTH KOPPEKTHYIO AHMCKYCCHIO B 00JacTu
MH(QOPMAIIMOHHBIX TEXHOJIOTFM 3a7aBaTh BOIPOCHl U
OTBEYaTb HA IIOCTABJICHHBIE BOIIPOCHI IO TEME HAay4YHOHU
paboThI

WH(POPMAIIMOHHBIX CETSIX) XapakTepa,
MIPEICTAaBICHUS MaTePHAIOB COOCTBEHHBIX
HCCIeI0BaHUMN

[IK-3.3 MmMeer mpakTHYECKUH OMBIT Y4YacTHsl B HAay4HBIX
CTyICHYECKUX KOH(EpPEHIMUSAX, OYHBIX, BUPTYaJIbHbIX,
320UHBIX OOCYXKJIEHUSX Hay4YHbIX MpoOlieM B o001acTu
MH(POPMAIIMOHHBIX TEXHOJIOTHIA

[IK-1.1 3HaeT ONpUHOUNBI MOCTPOCHHUS HAYYHOH pPabOTHI,
MeTrogsl cOopa W aHamm3a IOJMYYEHHOTO MaTepualia,
CHocoObl apryMEeHTalWu; BiaJleeT HaBbIKAMH HOATOTOBKH
Hay4YHbIX  0030poB,  mNyOnukanmuii,  pedeparoB  u
oubnuorpadguii Mo TEMaTWke MPOBOAMMBIX HCCIICAOBAHUM
Ha PYyCCKOM U aHIVIMHCKOM SI3bIKE

[TIK-1 T'0TOB K BKJIFOUEHHUIO B
npodeccuoHaIbHOE COOOIIECTBO; CIIOCOOCH




LIPOBOAMTD 110 HAYYHbIM PYKOBOACTBOM
JIOKaJIbHBIC UCCJIEIOBAHUS HA OCHOBE
CYIIECTBYIOIINX METOOB B KOHKPETHOMH
o0mactu mpodeccruoHaIbHON NesTENBHOCTH

[IK-1.2 VYmeer pemars Hay4YHbIE 33Ja4d C TOHUMaHHEM
CYLIECTBYIOIIUX TMOAXOAOB K BEpUPHUKALMKU MOAETEH
IPOrpaMMHOTO O0ecHedeHus B CBA3M C IOCTaBJICHHOM
LENBIO U B COOTBETCTBUH C BRIOPAHHOW METOIUKON

[IK-1.3 Hmeer mnpakTU4EeCKUH ONBIT BBICTYIUIECHUA H
HAyYHOW apryMeHTalUy MpH aHaiu3e OOheKTa HAyYHOH M
npo¢ecCHOHANIBHON eI TeNbHOCTH

3. IlepeyeHb NIAHMPYEMBIX Pe3yIbTATOB 00yUeHHUsI 0 AUCHUILINHE (MOLYJII0)
B pesynbrare 0cBOHHS AUCLUIIMHBI 00y4alOIINecs JOIKHbI
3HAThb!

- CTaHJAapTHBIE METOJbl OPTaHU3ALUH OTKPBHITHIX KOMIIBIOTEPHBIX CETEH;
- OCHOBHBIC YTPO3bl HApYIIEHUs 0€30MACHOCTH B OTKPBITHIX KOMITBIOTEPHBIX CETAX;
- METOABl M CpelICTBa MPOTUBOACHWCTBUSL Yrpo3aM HapylIeHHs Oe30MacHOCTH B OTKPBITHIX
KOMIIBIOTEPHBIX CETsX, BKJtodas HTepHer;
- CTaHJApPTU30BaHHbIE METOIBl KpHUNTOrpaduu, HCHONb3yeMble Ui 3allUThl HMHQOpPMALUN B
COBPEMEHHBIX KOMIIbIOTEPHBIX CETSIX;
- METOIbI ayTeHTU(UKALMH [TOJIb30BATENICH U IPYTUX CYITHOCTEH B KOMIIBIOTEPHBIX CETAX;
- LIeJM ¥ MeTObI 0OecieyeHns: KOH(PUICHIINATBHOCTH U LIEJIOCTHOCTH JITaHHBIX;
- MEXaHHM3MbI aBTOPU3ALMH U KOHTPOJISL JOCTYIIA K CETEBBIM pecypcam;
- pa3MeIleHHe CEepBUCOB 0O€30MacHOCTH B MHOTOYPOBHEBOH CETEBOM apXUTEKType U
CTaHJAPTU30BAHHBIE CPEACTBA UX PEaTH3aLHH.
YMETh!

- IrpaMOTHO TOMO0paTh cpeAcTBa OE30MacHOCTH, HEOOXOMWMBIE TPU BEITIOJHEHUHM HAYYHBIX
HCCIIEIOBAaHUM C UCIIOJIb30BAHUEM KOMIIBIOTEPHBIX CETEM;

MPOBOJIUTH CAMOCTOSATEIbHBIC HAYYHBIE UCCIICIOBAHUA 110 TEME JUCLHUILIUHBI;

MIPUMEHSTh U3yYeHHBIE METObI, IPOTOKOJBI U AITOPUTMBI [Tl PEIICHUS] TOCTAaBICHHBIX 3aad.

BJIAJIETh:

HaBBIKAMH OCBOEHHSI OOJIBIIOro 00beMa HH(pOpMaIu;
HaBBIKAMH CaMOCTOSITEIbHON paboThl B IHTEpHETE;

KYJIBTYpOil oOecriedeHust 0e301MacHOCTH pa3pabOTKH U peasM3alii CHCTEMHOTO IMPOrPaMMHOIO
o0ecrieueHns COBPEMEHHBIX KOMIIBIOTEPOB U CETEH.

4. Coep:xanue TUCUMILTUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 110 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJCHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYCCKUX YACOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUaM yUEOHBIX 3aHSATHIA

TpyaoeMKoCTb 10 BHIaM y4eOHBIX 3aHSATHH, BKITIOUAs
CaMOCTOSITENIbHYO padoTy, Jac.

No Tema (pa3nen) TUCIUTUTMHBI
Camocr.

Jlekrum | Cemunapsr | JlaGopar. paboTs pabora

1 Ayrentuduxanus. Konrpons nocryna. 2 2

besomacHOCTh 3JIEKTPOHHOW MOYTHL U
2 AIIEKTPOHHOTO OOMEHa JIOKYMEHTaMH. 2 2 2
VYipasiieHHE CETBIO.

3 NudpactpykTypa OTKPBITBIX  KJIIOYEH 3 3 3
(PKI). CipaBOYHBIE CHCTEMBI.

4 KoH}puneHInaibHOCTh U LEIOCTHOCTb. ) 5 3
HeorkasyemocTs.
Obecrieuenue 0e30MacHOCTH Ha

5 TpaHcnopTHOM ypoBHe. (OOecrniedeHue 2 2 2
0e30MaCHOCTH Ha CETEBOM YPOBHE.

6 CepBucbl 0€30MaCHOCTH W ypOBHEBas 3 5 3

apxuTekTypa. Mertozsl Kpunrorpaduu.




CrangapTsl OTKPBITBIX CHUCTEM.
7 Konuenuuu v TEpMUHONOTUS OTKPBITHIX 1 2 2
cucrteM. OCHOBBI 0€30IIACHOCTH CETEM.

Hroro yacos 15 15 15
IToaroTroBka K sK3aMeHy 0 yac.
Oobmas TpynoEMKOCTb 45 ygac., 1 3au.eq.

4.2. Cogpep:xaHue OUCHUILTUHBI (MOIYIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (paszeiam)
Cemectp: 1 (Ocennuii)
1. Ayrentudukanus. Kontpons gocryma.

OOmue xoHuenuuu. [lapombHble MexaHu3Mbl. [IpoTHBOIEHCTBHE BHEIIHEMY pa3MIAICHUIO U
yraapiBaHuio mnapois. IIpoTmBoaelicTBHE NPOCIHYIIMBAaHWIO JMHMM CBs3H. lIpoTuBoneiicTBue
KoMITpoMeTannu  Bepudukaropa. IIpoTnBoneiicTBHe TOBTOPHOMY BOCHpOHM3BeAeHUIO. Jlpyrue
MeXaHU3MBbl, HE UCTIONbB3yIomue Kpuntorpaduto. OnHopazossie napoiu. OKpHK-0T3bIB. MeXaHU3MbI
Ha OCHOBE ajapeca. MexaHU3Mbl, HCIOJb3YIOIIUE XapaKTepHble OCOOCHHOCTH uenoBeka. KapTsl
ayTeHTU(QUKAIMM JIMYHOCTH. Mcmonp3oBanne MeTomoB Kpuntorpaduu. Ponb  onepaTuBHBIX
cepsepoB. Ponb aBTOHOMHBIX cepBepoB. MeTonbl 10Ka3aTeiabCTBa € HYJIEBBIM pa3lIalleHUEM.
Aytentudukanus mmyHOCTH. HekoTopbie TOHKOCTH POTOKOJIOB ayTeHTH(PHUKAIKUU. ATaky IiepexBara
W IOBTOPHOIO BOCIpOM3BencHMs. [cnosp30BaHME HENMOBTOPSIOIIMXCS 3HauyeHUW. IIpoTokosibl
B3aMMHOM ayTeHTU(UKAUH. 3alUTa ayTeHTU(DUKALIIH.

Hexortopeie xoHKpeTHbie MexaHu3Mbl. Cucrema Kerberos. AyrenTudukamnuonnbie ooMenbr X.509.
AyrtentuduuupoBanubiii oomen duddu-Xemnmana. Croiikue maponbHble MPOTOKOJIbI. OCHOBHAS
unes. Pacmmpennas Bepcus mporoxkona EKE. Croiikuit  maponbnbiii  npotokon  SRP.
AyTeHTH(]HKAIMS HCTOYHUKA TaHHBIX. TpeOoBaHUS K MPOTOKOJIaM. AyTEHTH()HUKAIIMOHHBIE OOMEHBI.
Obmen wuH(popManueir c¢ omnepaTuBHBIM cepBepom. OOMeH wuHpopManueir o cepruduKarax.
MecTomnonokeHne B apXHUTEKType. AyTeHTH(HKAIMS CyIIHOCTeH. AyTeHTH(UKANWs HCTOYHUKA
TAHHBIX.

[TomuTHKM KOHTpPONS JocTyna. MexaHu3Mbl KOHTpois noctyna. CHUCKH KOHTPOJIS JOCTYIA.
BosmoxHoctu. Metku Oe3zonacHoct. MHDopMmaronHass Mojenb, CBsi3aHHas C MeXaHHU3MaMH
KOHTpOJISl ocTyna. MexaHu3Mbl Ha OCHOBe mapoiei. [lpumep MexaHW3Ma KOHTPOJIS JOCTyHa W3
npunoxenuss FTAM. O6miast Mmozens pacnpezeneHusi GyHKIUH KOHTPOJIS TOCTyIa B CETEBOU cpejie.
TpeOoBaHMS K YIIPABICHUIO M PACIIPOCTPAHEHUIO HHPOPMAIINH, CBI3aHHON ¢ KOHTPOJIEM JOCTYIa, B
cereBoii cpene. KoHTposb 1ocTyna K KOMMYHHMKAIUSIM M KOHTPOJIb MapIipyTu3anuu. TpeOoBaHus K
MPOTOKOJIAM ¥ BOTIPOCHI OTIPEICIICHUSI MECTOIIOIIOKEHHUS B YPOBHEBOW apXUTEKTYpe.

2. be3omacHocTh 3HeKTpOHHOI71 IMOYTHI U SJICKTPOHHOI'O oOMeHa JAOKYMCHTaMU. praBJ'IeHI/Ie CCThIO.

Cucrema o6pabotku coobuieanii X.400 MHS (O6mias apxutekrypa. AJJMHUHUCTPUPOBAHUE CHUCTEM
o0pabotku coobmenuit. Umena u angpeca 8 MHS). Yrpo3ssl B cpene MHS u cepBucs! 6e3omnacHocTH,
WCIIONIb3yeMble ISl  TPOTHBOACHCTBUS 3THUM  yrposaM. IlporokonbHble amemeHTl MHS,
ucnoib3yemble s obecriedeHus: OezomacHocTH. ObecrieueHMe OCHOBHBIX CKBO3HBIX CEPBHCOB
6e3onacHocty MHS. ObGecneuenne npyrux cepBucoB 6e3onacHoct MHS. Metonsr 6e30nmacHOCTH,
ucrnonszyembie B MHS. CrieninanbHbie MEpHI [T 3aIIUTH 0OMeHa TpaH3akmusmu EDI.

[Moura Wurepner (OOmas apxutexrtypa. [loutoBeie aapeca. CHUCKH pacchUIKU. MHOTOIIENEBOE
pacmupenue noutsl Matepuer — MIME). [louta MuaTepHeT ¢ pacimpeHusIMyA KOHQUICHINATBHOCTH
(PEM). Crpyxkrypa coobmmenuss PEM. Ycranoenenuwe kiroueit. Mepapxust ceprudpukaroe PEM.
Cruckn aHHynupoBaHHbIX cepTudukaros. Lludposanue. AyTeHTH(UKAUS UCTOYHUKA U 3alIUTa
nenoctHocTd. CooOmieHne Aasi HEeCKONbKUX moiydarenei. Ilepecblika cooOIIEHHST M BIOXKCHUS.
Hezamumennas nagopmanus. opmarsl cooOIEHHH.

Pacumpenne moutst Uatepaer — SMIME. Otinuus S/MIME u PEM. Uepapxus ceprudukaro
S/MIME.

[loutoBenii mpotokon PGP. O630p. Pacnpenenenune ximoueld. O¢¢exkTUBHOE KOAMPOBAHUE.
AHHYNIMpOBaHUE CEPTUPHUKATOB W KiItoduel. THmbl momanuceid. 3akpbIThld Kitod. CBsi3Ka KITFOUYEH.
dopmaTsl 0OBEKTOB.



Ilonxon MWarepuer (OOmas opranusanus ympaeieHuss B HWuatepHer. baza ympasnstomieit
uHpopmanuu. Crpykrypa ynpasisitomedi wuHpopmanuu. I[Iporokon SNMP, SNMP wu crek
npoTtokonoB. [Ipotokonsl Ge3omacHoctn st SNMPv2). Vmpasnenue cersmu OSI (Mopenb
ynpasisiromeit napopmanuu OSI u GDMO. CMIP/CMIS, CMIP u cemetictBo npoTtokosioB. CMIP u
yaasneHHsle onepauud. OyHkuuu ympasiaeHus cuctemoil. [Ipopunn). Obecneuenue Oe3omacHOCTH
YIPaBJIECHUS CEThIO.

3. Uadpactpykrypa oTkpbIThIX Kitodeid (PKI). CripaBoYHbIE CHCTEMBI.

Monenu nosepuss PKI. Mogens woHomonuu. MOHOMONUST IUTIOC LEHTPBl  PETUCTPALIUU.
VYrnonHoMoueHHble LEeHTpbl cepTudukanmu. Onurapxus. Mopenb aHapxuu. OrpaHHYeHUs] MMEH.
Mogens «CBEepXy-BHH3» C OTPAaHUYECHHUSIMH MMEH. MOJENb «CHU3Y-BBEPX» C ONPaHUYEHUSIMHU UMEH.
OtHocutensHble MMeHa. OrpaHudeHus HWMeH B ceprudukarax. l[lomutukn B ceprudukarax.
AnnynmupoBanue ceprudukatoB. PKI u cnpaBounsie cucrembl. Ceprudukarst PKIX u X.509.
Apropuzanus ¢ nomonisio PKI.

Mopnens TeneoHHOro crpaBovHUKA. [IpHHIMITEI OpraHr3aluy CpaBoYHOM cucTeMbl. CripaBoO4HbIE
CIIy’)KObl OTKpBITHIX cucTeM. CrpaBounasi cucremMa X.500. (Cepust craHmapToB. ApXHTEKTypa.
Undopmaunonnas moaens crnpaBouHoil cuctembl). Monens CrpaBounoit Cucremsl (Ciry:kObt
CIpaBOYHOH cHCTEeMBbL. B3amMoseiicTBue MeXIy areHTaMu CcrnpaBoYHOH ciyxObl. [IpoTokoib
CHpaBOYHON cHcTeMbl. Monenb 6e30macHOCTH CHpaBOYHON cucTeMbl). CucTeMa ayTeHTHU(HUKALUN
X.509 (ayrentudukaiuoHHbIE OOMEHBI, (GOpMaThl cepTH(PHUKATOB, MPOLEAYPHl YIPaBICHUSI
ceprudukaramun). KoHTposb AoCTyma K CIpaBOYHON CHCTEME.

VYpoieHHbIH TPOTOKOI A0CTyNa K cripaBouHoil cucteme (LDAP).

Cucrema nomenHbix uMeH (Jlomennbie mmeHa. Kak paGoraer DNS. OOparnbiii mowck. OOMeH
nouroit). Pacumpennss DNSSEC. Basosele npunnunsl pabotsl. [Iponenypsr noucka. JloBepeHHbIE
aHKepbI U ayTeHTU(UKAIMOHHBIE IIEOYKH. YIIPaBIeHUE KIFOUaMU.

4. KonuaeHIna IpbHOCTh B IIEIOCTHOCTh. HeoTkazyemMocTs.

Obmme cpenctBa obecriedeHus: KoHGUWAeHIMaNIbHOCTH. JlBa Toaxoma K obOecreueHuro
KoHpuIeHIuanpHoCcTH. CpencTBa ynpapieHus] NOTOKaMH JaHHBIX. CTENeHb JeTalnu3allii JaHHBIX.
KonkperHble Tumbl MexaHM3MOB KoH(puaeHImandbHoCcTU. lllndposanue. JlomonHeHHEe aHHBIX.
Hononnenue tpaduka. Apyrue mexanusmbl. O01Me cpeacTBa 00eceueHus HeJI0CTHOCTU. YPOBEHb
JeTalu3alii  JaHHBIX. BoccraHoBieHne. KoHKpeTHble THIIBI MEXaHHU3MOB  IEJIOCTHOCTH.
Kontponbubie cioBa. [lewarn wim noamucu. ludposanue. LlenocTHOCTE TOCIEIOBATEIFHOCTH.
HyGnupoBanue. Boccranosnenue IEIOCTHOCTH. KomOunupoBanue MEXaHU3MOB
KOH(HICHIIMAITEHOCTH M LEIOCTHOCTH. TpeOOBaHMS K MPOTOKOJIAM, TPEIbBIsEMbIe MEXaHU3MaMU
KOH(QUJCHIINATBHOCTH W IeJocTHOocTH. Kpunrorpadudeckue mnpeoOpa3oBaHus. YIpaBIIsOMas
uHpopManus TpPoTOoKona. MeTku Oe30macHOCTH. MeCTONONOKEeHNEe KOH(DUACHIMATBHOCTH |
LEJIOCTHOCTH B apXUTEKTYpe CHCTeMBl. JIONOJIHWTENbHBIE BO3MOXHOCTH  (PU3MYECKOTO
000pyIOBaHUSI.

@azpl u pomum B Iporecce oOecreueHHs HEOTKa3yeMOCTH. 3ampoc cepBHca. |eHepauuns
cuerenbcTBa.  llepemaua W coxpaHeHHE CBHICTENBCTBA. Bepudukanus CBHIETEILCTBA.
Paspemenue cropa. Heorkasyemocts muHunmaropa. l{udposas mommuce umuunmaropa. [{udposas
MOANKCh JAaHHBIX JOBEPEHHON Tperbell cropoHoil. LludpoBas moanuch AOBEPEHHOU TpeTheil
CTOPOHOM JalJKecTa »3JIEMEHTa JaHHbIX. Mapkep [OBEpEHHOM TpPEThEH CTOPOHBL. Y4YacTue
JOBEPEHHON TpeThel CTOpPOHBI B TMpolecce Mepenadd JaHHbIX. KoMOMHauM MEXaHHU3MOB.
Hcnonp3oBanue meTok BpeMeHU. HeorkasyemocTs oT pocTtaBku. lloaTBepxkzaeHue, NOANMCAHHOE
nonry4dareneM. [lonreepkneHne nomydeHuss MapkepoM. [JOBEpEeHHBIN areHT 10CTaBKH. [[ByxaTamHas
nocraBka. llocnenoBaresnbHble OTYETHI O jgocTaBke. DOYHKIMHM JOBEPEHHBIX TPETHUX CTOPOH.
TpeboBaHus K MPOTOKOIAM.

5. Ob6ecnieuenne 0e30MacHOCTH Ha TPAHCIIOPTHOM ypoBHE. ObecriedeHre 0e30MacHOCTH Ha CETEBOM
YpOBHE.

CewmeiictBo npotokonoB SSL/TLS. Kparkas uctopus. bazoseiii mpotokon SSL/TLS. Bo3obnoBnenue
ceanca. Beruncnenue kmodei. Ayrentudukanus knueHra. PKI, npumensiemast SSL. CornacoBanue
HabopoB mupos. Bosmoxueie Buasl arak Ha SSL/TLS. ®opmarst coobmenuit SSL/TLS.



Henocrarku mpotokona [Pv4. Kparkuit 0630p npotokona [Pv6. DxpanupoBanue. TyHHeInpoBaHue.
00630p [Psec. Kontekctsl Oe3onacHocTH. baza JaHHBIX KOHTEKCTOB Oe30macHOCTH. baza maHHBIX
nonuTuK Oe3zomacHocTH. TumoBoe npumenenue [Psec. Ilpotoxonst AH u ESP. TyHHenbHbBIH U
TPAHCIOPTHBIN PeXHUMBL. [IpOTOKOJIBI aBTOMaTHYECKOTO yCTAHOBJIEHHSI KOHTEKCTOB O€30MaCHOCTH U
ynpasienus kiaouamu B MaTepHeT. O630p nporokona IKE. Ocobennoctu pabotsl mporokona IKE.
Crpyxkrypa coobmennii ISAKMP/IKE.

6. CepBuchl 0€3011aCHOCTH M yPOBHEBAas apxXUTEKTypa. MeTos! Kpunrorpapum.

Pasmernienne cepBrcoB 0e30MacHOCTH B MHOTOYPOBHEBOW ceTeBOW apxuTekType. besomacHocTh
MIPUKJIaJHOTO YPOBHA. be30macHOCTh ypOBHS OKOHEUHBIX CHCTEM. be30macHOCTh ypOBHS MOACETH.
be3onmacHoCcTh ypoOBHSL KaHaja CBsA3U. B3auMmopeiicTBue ¢ JHOABMH. YIPaBIEHUE CEPBUCAMU
0€30MacHOCTH.

CuMMeTpHUYHbIe KPUIITOCUCTEMBI. THITBI aJITOPUTMOB M PEKUMBI IIH(PPOBaHUA. PeXUM 31IeKTPOHHON
KoZ0BOM KHHMTrH. Pexum cueruieHust OnokoB mmudpa. Pexxum oOparHO# cBsA3u 1o BbIXOAY. Pexxum
oOpatHo# cBsizu 1o mudpy. Pexxum cuetunka. OOIIME MPUHIUIIBI TOCTPOCHUST OJIOYHBIX HIH(POB.
Cranpapr mmdpoBanus naHHsix DES. VYcoBepmenctBoBanublii cranmapt mmdpoBanust AES.
Anroputm ['OCT 28147-89. Kpunrocucremsl ¢ OTKPBITBIM KitodoM. AnroputM RSA. Anroputm
Onb [N'amans. Koapl ayrenTrdUKannm cooOeHn.

Hudpossie nognucu. Cranpapt nudposoit noanucu CHIA. Anropurm nudposoit nognucu ['OCT.
Xom-pynknun. OOmMe NPUHLIMIBL  YHOPABIEHUS KPUNTOrpapUYeCKUMH KiIo4aMu. MeTombl
pacnpeneneHus: CeKpeTHBIX Kitouel. Pacnpenenenue Kito4en ¢ moMOIIbl0 CHMMETPUYHBIX METOJIOB.
Pacnipenenenre kimrodei MOCPENCTBOM NPUHYAWTENIBHOTO OOpalieHHsi K CcepBepy  KIHoueH.
Pacnpenenenune kioded C MOMOLIBIO METOJOB PEBEPCHUBHBIX OTKPBITBHIX KIIOUEH. ANTOpUTM
cozmanust kiroda Jnddu-Xemnmana. Mertoapl pachpenesieHus] KIoued s aCMMMETPUYHBIX
KpunrocucreM. PacrpeneneHne OTKpBITHIX Kiroueil. ['eHepamust mapsl Kioued. AHHYIHMpPOBaHUE
ceprudukaros. [Ipumep: Mudpactpykrypa ceprudurannun PEM.

7. CrangapTbl OTKPBITBIX cHCTeM. KoHUENIMHM M TEpPMHUHOJIOIMs OTKPBITHIX cucTeM. OCHOBBI
0€30IaCHOCTH CeTEH.

[Mpoueccer crangapruzamuu OSI u Internet. CraHAapThl, MPOPHIIHN, COIAICHUS TI0 PeaTH3alul H
TECTUPOBaHKE HAa COOTBETCTBHE CTAHIAAPTAM.

Apxutektypbl. OTKpBITEIE crcTeMbl. YpoBHU. Kparkuii 0630p cemu yposaeir monenu OSI. Kparkwuii
0030p ypoBueii Internet. Tepmuuomorus. OOwvekThl. Cuctema o6o3HaueHmit. CiykObl. Monenb
ouepeneid. CmyxObl C ycTaHOBIEHHEM M 0€3 yCTaHOBJIEHHMS coeAnHeHHs. OTHOIIEHHS MEXIy
ciryx0aMH U TPOTOKOJIaMH. [IpOTOKOJNIEHBIC 3aroJIOBKU M TOJB30BATENLCKHE JaHHBbIE. BpeMeHHbIe
nuarpaMMbl. O630p ¢y k0 pacnpeeIeHHBIX TPUI0KEHUH.

[Honutuka GezomacHOCTH. YTPo3bl U Mepbl 0e30nacHOCTH. [1ATh OCHOBHBIX CEPBHCOB OE30MACHOCTH:
ayTeHTH(UKANWsA, KOHTPOJIb JIOCTyNa, KOH(QUAEHIMAIbHOCTh, LEJIOCTHOCTh JAaHHBIX U
HEBO3MO)KHOCTH 0TKa3a. OOHapyKeHHe BTOPKEHUH U ayJuT Oe30M1acHOCTH.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeO0XOMMO AJIsl OCYIIeCTBICHHUS 00Pa30BATEILHOIO
npouecca o JHCHUIIMHE (MOLYJII0)

HeobxonnMoe obopynoBaHue Jis JISKIUNA: KOMIIBIOTEP B MYJIBTUMEUITHOE 000pyI0BaHue (ITPOEKTOP,
3BYKOBasi CHCTEMA).

6.IlepeyeHb pekoMeHAyeMOM JIUTEPATYPHI

OcHoBHas JTEparypa
1. Tannen6aym O. Kommbiorepusie cetn. - CI16.: [Turep, 2003.
2. Xancann @. [lepengaua JaHHBIX, CETU KOMIIBIOTEPOB U B3aUMOCBSI3b OTKPBITHIX cucTeM. - M.: Paguo
M CBsI3b, 1995.
3. Cemenos [O.A. IIporokonsl u pecypcsl Internet. - M.: Pagno u cBsizp, 1996.
4. C. bener, C. Iqitn. Kpunrorpadus. Odunuanpaoe pykoBoactBo RSA Security. - M.: bunom-IIpecc,
2002.

JomnonHutensHas auTeparypa



1. b. naiiep. [Ipuknagnas kpunrorpadus. - M.: TPUYM®, 2003

2. Nanacenxo C.I1. Anroputmsl mmdposanus. CrienuanbHblid cripaBouHuK. - CI16.: BXB-IletepOypr,
20009.

3. B.A. l'anarenko. OcHOBBI HHPOpMAITMOHHOM Oe3onacHocT. - M.: UHTYUT.PY
«HTepHeT-YHuBepcuTeT», 2003.

4. B.A. Tanarenko. Ctannaptsl nHpOpMaMoHHO# Oe3omacHocth. - M.: UHTYUT.PY
«HTepHeT-YHuBEepcuTeT», 2004.

5. M.P. Buktumupog, A.1O. lllepbakoB. M30panHbIe TIIaBbl KOMITLIOTEPHOM Oe30macHoCTH. - KazaHb:
H3znarenscrBo Kazanckoro mareMaruyeckoro oomectsa, 2004.

6. K.B. Pebopuxos, B.3. [llnutman. "[IpoTOKOIBI aBTOMATHYECKOTO YCTAHOBJICHUS! KOHTEKCTOB
Oe3onacHocTH U ynpasieHus kmodamu B Uarepuer”, [penpunt 19 UCIT PAH, M., 2007.

7. llepedyeHs pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHST TUCIMIIJIMHBI (MOTYJIs)

http://www.iso.org, http://www.itu.int, http://www.ietf.org

8. IlepeyeHb HHPOPMANMOHHBIX TEXHOJIOTHIi, HCIIOJIb3yeMbIX NPH OCYLIECTBICHUU 00pPa30BaTeJIbHOIO0
npouecca 1o JHCHUIIMHE (MOIYJII0), BKJIIOYAs NepeyeHb He00X0AUMOro NPOrpaMMHOro odecrnedyeHnst
1 MH(POPMAIIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

[IporpammHOe obecriedeHre u MHHOPMAITMOHHBIE TEXHOJIIOTUH HE TPEOYIOTCS.
9. MeToauyeckue yKazaHusi AJis1 00y4arOIIMXCs 10 OCBOCHUIO U CHUIIMHBI (MOIYJIs1)

CryneHT, W3y4yaromuid IUCUUIUIMHY, JODKEH C ONHOW CTOPOHBI, OBJIAACTh OOIIMM TMOHSITHHHBIM
arrnaparoM, a ¢ Apyroil CrOpoHsl, JOJKEH HAyYUThCs IPUMEHSTh TEOPETUUECKUE 3HAHUS Ha IIPAKTUKE.
B pesynbrare u3ydeHus IQUCLUIUIMHBI CTYyAEHT JOJDKEH 3HATb OCHOBHBIE OIIPENENICHUs, MOHSITHS,
AKCHUOMBI, METOJIbI I0KA3aTENIbCTB.

VYeneniHoe ocBoeHUE Kypca TpeOyeT HanpsHKEHHOM caMoCTOsATeNbHOM paboThl cTyfeHTa. B mporpamme
Kypca TpUBEACHO MHUHUMAJIbHO HEOOXomMMoe Bpemsl [uis paldoThl CTyleHTa HaJ TEMOH.
CamocrosiTenbHas paboTa BKIIIOUAET B Ce0s:

— YTEHHE U KOHCIIEKTHPOBAaHUE PEKOMEHJOBAaHHON JIUTEPATYPhI;

— mpopaboTKy ydeOHOro marepuaina (o yuyeOHOM M HaydyHOW JNHUTEpaType), MOArOTOBKY OTBETOB Ha
BOIIPOCHI, IPEIHA3HAUEHHBIX [UI1 CaMOCTOSITEIbHOIO M3YyHEHHUs, Jl0Ka3aTelIbCTBO OTHAEIbHBIX
YTBEp>KJICHUH, CBOWCTB;

— BBINIOJIHEHHUE J1a0OpaTOpHBIX paboT, Uil OCO3HAHUS CBS3€H MEXIy TEOpHMell M MPaKTUYECKUMHU
HaBBbIKAMU;

— TMOJTOTOBKY K UG GEPEHIIUPOBAHHOMY 3a4ETYy.

PykoBOACTBO W KOHTPOJNb 32 CaMOCTOSITENLHOW paboTOM CTyldeHTa ocymiecTBisieTcss B (opme
WHAWBHUIYaJIbHBIX KOHCYJIBTAIUM.

BaxHo 100UTHCA MOHMMAHMS HM3y4aeMOro Marepuana, a He MEXaHHYeCKOro ero 3anoMuHaHus. [lpu
3aTPyJHCHUM M3YYEHHUS OTAEIBbHBIX TEM, BOIIPOCOB, CIEAyeT oOpalaTbcs 3a KOHCYJIbTalUsAMHU K
JIEKTODY.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

110 HANIPABJICHUIO: Wndopmarnka 1 BEIYACIUTENbHAS TEXHUKA

Nnpo¢uJIb NOATOTOBKH: [Ipuxnagnas MmareMaruka U HHQOpMaTrKa
Oustex-mkona [Ipuknagnoit Maremaruku u Uapopmatiku
kageapa CUCTEMHOTO MPOrPaMMHUPOBAHUS

Kypc: 1

KBaJIH(UKALUS: MarucTp
Cemectp, hopMbI IpOMEXKYTOUHOH arTecTanuu: 1 (ocenuuil) - JluddepeHupoBanHbiii 3a4eT

PaszpatGoTunk: B.3. llInuT™maH, A-p T€XH. HAyK, CTAPIINNA HAYYHBIA COTPYIHHUK



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 CriocoGeH ocyecTBIsATh KpUTHUECKUN
aHaJn3 TpOOJIEeMHBIX CUTyalluii HA OCHOBE
CHCTEMHOTO TI0/IX0/1a, BhIpadaThIBaTh
CTpaTeruro AecTBui

VYK-1.1 Ananuzupyet npoOIeMHYI0 CUTYAIHIO KaK CUCTEMY,
BBISIBJISISL €€ COCTABIISIOLIHE U CBSI3U MEXKIY HUMH

VYK-1.2 OcymecTBisier MOHCK BapUaHTOB PELICHUSA
MOCTAaBIICHHONH  TpOOJIEMHON  CHUTyallud Ha  OCHOBE
JOCTYTHBIX UICTOYHUKOB HH(pOpMaH

YK-1.3 PaspabarsiBaeT CTpaTeruio JIOCTH)KEHUSA

MOCTABICHHON IIEIM KaK ITOCJIEIOBAaTeILHOCTE IIIaros,
MpenBUIA PE3ylbTaT KakIOT0 W3 HUX W OLEHHWBAas HX
BJIMSHHE HA  BHEIIHEE  OKPYXEHUE  IUIAHUPYEMOU
JESATENbHOCTH W Ha B3aMMOOTHOLIEHHUS YYaCTHUKOB 3TOM
JIeATCIbHOCTH

[1IK-3 Bnageet HaBbIKaMU y4acTHs B HAy4HBIX
TMCKYCCHSIX, BBICTYTUICHHUS C COOOILEHUSIMH U
JOKJIaZlaMU YCTHOT'O, IMCbMEHHOI0 U
BHUPTYaJILHOTO (pa3MelecHHIE B
MH(OPMALIMOHHBIX CETAX) XapakTepa,
MPECTABICHHUS MaTePHaoB COOCTBEHHBIX
HCCIIEeI0BaHUI

[IK-3.1 3Haer OCHOBBI BeJEHUS HAYYHAHCKYCCHUU H
(hOpMBI YCTHOTO HAYYHOTO BBICKA3bIBAHUS

[IK-3.2 VYmeer BecTH KOPPEKTHYIO AHUCKYCCHIO B 00JacTu
MHQOPMAIIMOHHBIX TEXHOJIOTFM 3a7aBaTh BOIPOCHl U
OTBEYaThb HA IIOCTABJIEHHBIE BOIIPOCHI IO TEME HAayYHOHU
paboThI

[IK-3.3 MmMeer mpakTHYECKUH OMBIT Y4YacTHsl B HAy4HBIX
CTyICHYECKUX KOH(PEpPEHIMUAX, OYHBIX, BUPTYaJIbHbIX,
320UHBIX OOCYXKJIEHUSX Hay4YHbIX MpoOlieM B o001acTu
MH(POPMAIIMOHHBIX TEXHOJIOTHA

[TIK-1 T'oTOB K BKJIFOUEHHUIO B
npodeccuoHaIbHOE COOOIIECTBO; CIIOCOOEH
MPOBOIUTH MO/ HAYYHBIM PYKOBOICTBOM
JIOKaJIbHBIE HCCIIEA0BAHUS Ha OCHOBE
CYILECTBYIOIIUX METOJOB B KOHKPETHOU
obnacTy mpoheCcCUOHATBHOH JIeATENLHOCTH

[IK-1.1 3HaeT ONpUHOUIBI MIOCTPOCHHUS HAYYHOH pPabOTHI,
MeTogsl cOopa W aHamm3a IOJMYyYEHHOTO MaTepuala,
CHocoObl apryMEeHTalru; BiaJleeT HaBbIKAMH HOATOTOBKH
Hay4YHbIX  0030poB,  myOnukanmuii,  pedeparoB  u
oubnuorpadguii Mo TEMaTWke MPOBOAMMBIX HCCIICAOBAHUM
Ha PyCCKOM U aHIVIMHCKOM SI3bIKE

[IK-1.2 VYmeer pemars Hay4Hble 3aJadyd C ITOHUMaHHEM
CYIIECTBYIOIIMX IOAXOMOB K BepudUKaMu Mojene
MpPOrpaMMHOTO OOEeCreyeHuss B CBA3M C [OCTaBICHHOM
IEJBI0 U B COOTBETCTBUY C BRIOPAHHOW METOIUKON

[IK-1.3 HMmeer mnpakTU4YEeCKUH OMBIT BBICTYIUICHHH H
HAy4YHOM apryMeHTAalH MpH aHaiu3e OOBbEeKTa HAayYHOH H
npodeccuoHaIBHON 1S TeTbHOCTH

2. Iloka3arein OLleHUBAHUS KOMIIeTeHITHH

B pesynbrare W3y4eHUS TUCHUTUIMHBI
00yJaromuiics JOKeH:

3HATb:

((COBpeMeHHLIC KOMITBIOTCPBIL

un CCTU Mmnepcaavyu JaHHBIX»

CTaHAAPTHBIC MCTOABI OPraHU3aAIU OTKPBITHIX KOMIIBbFOTCPHBIX CeTeﬁ;

- OCHOBHBIC YTPO3bl HApYIIEHUs 0€30MACHOCTH B OTKPBITHIX KOMITBIOTEPHBIX CETSX;

- METOABl M CpeICTBa MPOTUBOACHCTBUSL Yrpo3aM HapylIeHHs Oe30MacHOCTH B OTKPBITHIX
KOMIIBIOTEPHBIX CETsX, BKJtouas HTepHer;

- CTaHJIapPTU30BaHHbIE METOIBl KpHUNTOrpaduu, HCHONb3yeMble Ui 3allUThl HMHQOpPMALUN B

COBPCMCHHBIX KOMIIBIOTCPHBIX CCTAX;

MECTOABI aYTeHTI/I(bI/IKaLII/II/I IOJI30BaTEeIICH 1 APpYyrux CyH.IHOCTeﬁ B KOMIIBFOTCPHBIX CCTIAX,

- TIeNTU ¥ METOJIBI 00ecIiedeHus] KOHPHUICHIIMATLHOCTH U IEJI0CTHOCTH JTaHHBIX;

- pa3MeIleHHe CEepBUCOB

MEXAaHM3MBbI aBTOPU3aLMN U KOHTPOJIS TOCTYTIA K CETEBBIM pecypcam;
0e30MacHOCTH B MHOTOYPOBHEBOH CETEBOM

apXHUTEKType H

CTAaHAAPTU30BAHHBIC CPCACTBA UX pPCATIU3ALIUU.

yMeTh:




- rpaMOTHO MOAOOpaTh CpeAcTBa 0E30HMaCHOCTH, HEOOXOAMMBIE IPH BBHINOJHEHUH Hay4YHbBIX

HCCJEI0OBaHU C NCIIOJIb30BaHNEM KOMITBIOTEPHBIX CETEM;

- IPOBOAUTH CAMOCTOSTENIbHBIE HAyUHbIE UCCIIEI0BAHUS 110 TEME JUCLIUILIMHBI,

- TPUMEHSTH U3yYEHHBIE METO/IbI, IPOTOKOJIBI U AJITOPUTMBI JIJIs1 PELICHUS TOCTABICHHBIX 3a/1a4.
BJIaJeTh:

- HaBBIKAMH OCBOCHHMSI 0OJIBIIOTO 00beMa HH(pOpMaIy;

- HaBBIKAMU CaMOCTOSTENILHON paboThl B IHTEpHETE;

- KynbTypol oOecneueHuss O€30MacHOCTH pa3palOTKH M pealin3allid CUCTEMHOTO MPOrpaMMHOIO
obecrieueHNs: COBPEMEHHBIX KOMIIBIOTEPOB U CETeil.

3. IlepeyeHb THNOBLIX (IIPHMMeEPHBIX) BONPOCOB, 32/1aHUI, TeM /ISl MOATOTOBKH K TeKyIleMy KOHTPOJII0

C 1menplo KOHTPOJIS OCBOEHHS OOYYaroUIMMHUCS Y4eOHOro Marepuayia IpOBOIUTCS YCTHBIH OHpOC B
HayaJje 3aHATUSA 110 TeME IPOIUIOHN JIEKIIMK WU B KOHIIE 3aHATHUSA IO IPOWIEHHON TeMe.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB M TeM JJISI IPOBeAEeHHUA ITPOMEKYTOYHOM aTTecTaluu
o0yvyarommxcst

1. 3adeM HyXHBI CTaHAAPTHL, MPOQWIM, COIIAIICHHS [0 pealu3alMd W TECTUPOBAaHHE Ha
COOTBETCTBHUE cTaHAapTam?

[TosicHUTE OTHOIICHUS MY CETEBBIMHU CITY’)KOAMH U TIPOTOKOJIAMH.
CeMuypoBHEBast MOZICITh B3aUMOCBSI3H OTKPBITHIX crcteM OSI.

Crek nporoxonoB TCP/IP.

Knaccuduxanus yrpo3 u Mep 6€30MacHOCTH.

CepBuchl 0€30MTaCHOCTH.

PasmerieHre cepBrUCcOB 0€30MACHOCTH B MHOTOYPOBHEBOM apXHUTEKTYPE.

e i

CummeTpuuHble KpuntocucteMsl. [IpuBeauTe mpuMepsl CTaHJAPTHBIX aJITOPUTMOB.
9. Acummerpuunble KpunrocucteMsl. [IpuBeauTe npuMepbl CTaHAAPTHBIX AITOPUTMOB.
10. Koget MAC.

11. Lludpossie noanucu.

12. PacnipenienieHne CEKpETHBIX KIIOUEH.

13. Pacnpenenenne Kiro4e KpUIITOCUCTEM C OTKPBITBIM KITFOUOM.

14. O6mmye KoHIeNXy ayTeHTU(PUKALHIH.

15. ITaponbHBIE CUCTEMBI.

16. Cucrema Kerberos.

17. Ayrentuduxannonnsie oOMeHsl X.509.

18. AyrentuduuupoBanusiii oomen Auddu-Xemnmana.

19. OcHoBHas uzes 1 peaau3aliy CTORKUX MAPOJIbHBIX POTOKOJIOB.

20. ITomuTUKN 1 MEXaHU3MBI KOHTPOJIS TOCTYIIA.

21. OOmme cpencrBa oOecrieueHUss KOH(PHICHIMAIFHOCTH W KOHKPETHBIE THIBI MEXaHHU3MOB
KOH(UICHIINATBHOCTH.

22. O6mmume cpeacTsa o0ecedeHus IIeTOCTHOCTH.

23. ®a3bl ¥ POy B Iporecce 00ecredeHus] HeOTKa3yeMOCTH. MeXaHn3Mbl HEOTKa3yeMOCTH.
24. IndpacTpyKTyphl OTKPHITHIX KiIrouei u Mozaenu nosepusi PKI.

25. S3p1k ASN.1

26. CnpaBounas cuctema X.500. Mojens 6€3011aCHOCTH CITPABOYHOM CUCTEMEI.

27. YIpouieHHBIH MPOTOKOI JI0CTyma K cipaBouHoi cucteme (LDAP).

28. Cucrema nomenHbix umeH. Pacmupennsst DNSSEC.

29. Cucrema ob6pabotku coobmenniit MHS X.400. Yrpossl B cpene MHS u cepBuchl Ge3omacHocCTH,
UCTIONIb3YEMBbIE JUIsl IPOTHBOICHCTBUS STHM yIPO3aM.

30. [louta UuTeprert. Pacmmpenue noursl Marepuer — SMIME. Otinuns S/MIME, PEM u PGP.

31. Ilporokon SNMP wu opranmmzaums ynpasieHuss B UWurepher. OOecneueHue 0e30MacHOCTH
YIPaBICHHUS CETHIO.

32. TpancnoptHsiii ypoBeHb B cemetictBe TCP/IP. CemeiictBo mpoTtokonos SSL/TLS.
33. MexcereBoii ypoBeHb B cemerictBe TCP/IP. Henocrarku IPv4 u BosamoxuocTu [Pvo.
34. MexaHu3Mbl 9KpaHUPOBAHUS U TyHHEJINPOBaHUs B VIHTEpHET.



35. TunoBoe npumeHnenue [Psec.

36. Ilpotokonst AH u ESP.

37. TyHHENbHBIN U TPAHCTIOPTHBIN PEKUMBI.
38. OcHoBHOM U arpeccuBHBIN pexxuMbl IKE.
39. beictperit pexum IKE.

Kpurepun onennBanus
Onenka ommyHo 10 OadioB -  BBICTABISIETCSl  CTYJEHTY, I[IOKa3aBIIEMy BCECTOPOHHUE,
CHUCTEMaTU3UpPOBaHHbIC, [IYyOOKHE 3HAaHUS YYEeOHOHM MNpOorpaMMbl AMCHUIUIMHBI, TMPOSBISAIOLIEMY
MHTEpeC K JaHHOW MpPEeAMETHOH 00IacTH, MPOAEMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO U TBOPUYECKH
MPUMEHSTh UX Ha MPaKTHKE MPU PEILICHMH KOHKPETHBIX 3a]1a4, CBOOOIHOE U MPAaBUIILHOE 00OCHOBAHHE
HNPUHATHIX PELICHAMN.
Ouenka omMyHO 9 OayIoB -  BBICTABISIETCS  CTYAEHTY, IIOKa3aBIIEMy BCECTOPOHHHE,
CHUCTEMaTH3UPOBaHHbIC, IIyOOKHE 3HaHMA Y4eOHOHW NpOrpaMMbl AMCLUIUIMHBI U YMEHUE YBEPEHHO
IPUMEHATH UX Ha IPAKTHUKE TPH PEIICHNH KOHKPETHBIX 3a]1a4, CBOOOIHOE U NMPaBUIbHOE 000CHOBAHHUE
NPUHATHIX PEIICHUH.
Onenka ommMyHO 8§ OaysioB - BBICTaBISIETCSl CTYACHTY, IIOKa3aBLUIEMy BCECTOPOHHHE,
CHCTeMaTH3UPOBaHHbIE, IIyOOKHe 3HAHUS y4eOHON MpPOrpaMMbl JUCLUIUIMHBI M YMEHHE YBEPEHHO
NPUMEHATh UX Ha MPAKTHKE TPU PEIICHUN KOHKPETHBIX 3a/1ad, MPaBWIbHOE 000CHOBAHUE MPUHSTHIX
pelIeHni, ¢ HEKOTOPbIMU HEZ0UeTaMu.
Onenka xopomio 7 0aioB - BEICTABISETCS CTYACHTY, €CIM OH TBEPAO 3HAET Marepuai, rPaMOTHO H 110
CYILECTBY M3JIaraeT €ro, ymMeeT NPUMEHSATHh IOJy4YEHHBIC 3HAHUS HA INPAKTUKE, HO HEIO0CTAaTOYHO
rpaMOTHO 00OCHOBBIBAET MOITYUYCHHBIEC PE3YJIBTATHI.
Ouenka xopoio 6 6ajIoB - BBICTABISAETCS CTYACHTY, €CIM OH TBEPJO 3HAET MaTepuall, 'paMOTHO U IO
CYLIECTBY M3J1araeT ero, yMeeT NPUMEHATh MIOJyYCHHbIE 3HAHUS Ha MPAKTHUKE, HO JIOIYCKAET B OTBETE
WIN B PELLICHNH 3a]1a4 HEKOTOPble HETOYHOCTH.
Onenka xopomio 5 0ajioB - BHICTABIISIETCS CTYACHTY, €CJIM OH B OCHOBHOM 3HAaeT MaTepHall, FpaMOTHO
U TI0 CYIIECTBY M3JIaraeT €ro, yMeeT NMPUMEHSTh NOIyYeHHbIC 3HAHHUs HA MPAKTHKE, HO JIOMyCKaeT B
OTBETE WJIM B PELICHUH 3a]a4 JOCTATOYHO OOJBIIOE KOJIMYECTBO HETOYHOCTEH.
Onenka ynoBieTBOpuTeNnbHO 4 Oaiia - BBICTABISIETCS CTYACHTY, MOKa3aBIeMy (parMeHTapHbIH,
pa3pO3HEHHBII XapakTep 3HAHUH, HEIOCTATOYHO IpPaBUIbHBIE (OPMYIUPOBKH 0a30BBIX MOHSTHI,
HapyIIEHUs JIOTHYECKON MOCIE0BaTeIbHOCTU B U3JI0KEHUN MPOTPaMMHOTO MaTepuana, HO MPH 3TOM
OH OCBOWJI OCHOBHBIC Pa3Zieibl yueOHOW MpOrpaMMbl, HEOOXOAMMBIE Ul JalbHEWIIEro oOydeHus, u
MOYKET IPUMEHSTH MOJy4YeHHbIE 3HAaHUA 110 00pa3iy B CTAHJAPTHON CUTYyallnH.
OneHka yaoBIETBOpUTENbHO 3 Oajuia - BBICTABISIETCS CTYIACHTY, MOKa3aBIeMy (parMeHTapHbIH,
pa3po3HEHHBIH XapakTep 3HaHWM, Jomyckaroniemy omuOku B (popMynmpoBKax 0a30BBIX MOHSTHH,
HapyIIEHUs] JIOTUYECKOH IMOCIeq0BaTeIbHOCTH B H3JIOKEHWM NPOTPAMMHOTO MaTepuana, ciado
BJIaJICET OCHOBHBIMU paszieslaMy y4eOHOH MporpaMMbl, HEOOXOAUMBIMHU IS AaJbHEHIEro 00y4eHus 1
C TPYZIOM IIPUMEHSIET [TOJyYCHHbIE 3HAHUS AaKe B CTAHAAPTHOW CUTYalHH.
OneHka HeyIOBJIETBOPUTENIBHO 2 Oajuia - BBICTABISIETCS CTYACHTY, KOTOPBIA HE 3HAeT OOJbLICH 4acTH
OCHOBHOTO COJEp)KaHUs y4eOHOH IpOrpaMMbl JUCHMIUIMHBI, JAOIyCKaeT TrpyOble OmHMOKH B
(hopMyIIMpPOBKaX OCHOBHBIX IPUHIIUIIOB U HE YMEET UCIOIb30BaTh MOIYUYCHHBIC 3HAHUS [P PELICHUU
THUIIOBBIX 33/a4.
OueHka HEYNOBIETBOPUTENbHO 1 Oanm - BBICTABISAETCS CTYIEHTY, KOTOPHI HE 3HAeT OCHOBHOTO
cozepkaHusl yueOHON MporpaMMbl IUCLUILTUHBI, JOMycKaeT rpyOeiimue omuOKd B (GOPMYIUPOBKaX
0a30BBIX MOHATUH IUCHUIUIMHBI M BOOOIIE HE MMEET HABBIKOB PELICHUS THUIIOBBIX HMPAKTHYECKHX
3ajay.

5. MeTonuueckne MaTepuaIbl, ONpPeIeJsONINe MPoNeIyPbl OIleHHNBAHUS 3HAHUI, YMEHUIl, HABBIKOB U
(W1M) oNbITA AESITEILHOCTH

Bo Bpems npoBenenust auddepeHnnanbHoro 3a4éra 00yqaromunecs MOTYT HOJIb30BaThCs IPOrPaMMOit
JHMCUUILIHHBL, @ TAKKE CIIPABOYHOM JIUTEPaTypOi, BBIYUCIUTEIBHON TEXHUKON, KOHCTIEKTaMH JICKIIUH.
JuddepeHnmanbHpid 3a4€T TPOBOIUTCS MYTEM OpPraHU3aIMU CIICIHAIBHOTO OMpOca, MPOBOAUMOrO B
ycTHOH opme.



