degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO

JupexTop pu3TEeX-IMIKOJIbI
PAJIMOTEXHUKH M KOMIIBIOTEPHBIX
TeXHOJIOTHH

J.A. T'agpusion

Pabouast nporpamMma JMCIMIIMHBI (MOXYJIsT)

o AMCHUIIJIMHE: Ha6opaT0pI/I$[ I/IH(I)OKOMMYHI/IKaLII/IOHHBIX TEXHOJIOTHi1
0 HANIPaBJICHUIO: HH(bOpMaTHKa W BBIYHUCIIMNTCIIbHAA TCXHUKA
IIpO(l)I(IJIb MnoATrOTOBKMU: KOMHBIOTepHBIe TCXHOJIOTHH WU BBIYUCIUTCIIbHAA TCXHUKA

Oustex-mkona Paguorexuuku nu Komnsrorepubix TexHonoruii
kadempa paarodIeKTPOHUKHY U PUKIIATHOW HH()OPMATHKN

KYpC: 3
KBAJM(PUKAIMA: OaxanaBp

Cemectpbl, HOpMbI IPOMEIKYTOUHON ATTECTAIMH:
5 (ocennwuii) - 3auer

6 (Becennwii) - luddepeHnnpoBaHHbIN 3aUeT

AynutopHbIX yacoB: 60 Bcero, B TOM YHCIIE:
nexuuu: 0 yac.
cemuHapsbl: 0 yac.
nabopatopHbie 3aHsaTus: 60 yac.

CamocrositenpHas pabdora: 120 gac.
Bcero gacos: 180, Bcero 3au. en.: 4

[Iporpammy cocrasuin: AL JluneuH, KaHJ. TEXH. HayK, JOLIEHT, JOLEHT

[Iporpamma obcyxaeHa Ha 3aceqannu Kadeapsl pagriodIeKTPOHUKH U pukiagHoi nndopmaruku 30.01.2024



AHHOTANMA

OTOT Kypc MpelycMaTpUBacT O3HAKOMJICHHE C CETSMH B LIEJIOM, a TakXke MOApPOOHOE H3ydeHue 0a30BbIX
MPHUHIIMTIIOB OpraHu3anuu cerer, kommytaruu JIBC, 6ecripoBognbix JIBC, mapmipyruzanuu, obecredeHust
0e30MacHOCTH B KUOEpIIpOCTpaHCTBE, paboThl IT00ATbHBI ceTel, BUPTYyallbHBIX YaCTHBIX ceTeld. Kypc npusBan
MIOMOYb MOHSATh OCHOBHBIC NPHUHIMIBI U BBIPA0OTaTh COOTBETCTBYIOIIME HAaBBIKM B 00JIaCTH OOecreueHHs
0e30MacHOCTH, B TOM 4YHCIE YCTpaHEHHs yrpo3 ¢ Mmomombio wuHcTpyMmeHToB 3ammthl JIBC. Kypce
IIpeJHa3Ha4YeH [UIsl IOJrOTOBKU CIELMAINCTOB II0 COBPEMEHHBIM CETAM Iepeaul faHHbIX. Ha mpaxkruyeckux
1a00paTOPHBIX 3aHATUSAX CTYHACHTHI Y4arcsi BHEAPSTH CETEBbIC TEXHOJOTHMHM M pelIaTh PaclpoCTpaHEHHBIE

MPOOIEMBI.
1. lean u 3apa4n

]_le.]'ll) AUCHUIIINHBI

- Ha4gaJIbHas MOATOTOBKA CIICIIUAJIMCTOB IO COBPEMEHHBIM CETAM NEpCaain JaHHBIX.

3agauu AU CHUIIHHBI

- n3y4yeHue 0a30BbIX MOHATHH, TEXHOJIOTHH M CTaHIAPTOB COBPEMEHHBIX CETeH Mepeaadn JaHHbIX;

- [10JIyY€HHE [IPAKTUYECKUX HaBBIKOB 10 IPOEKTUPOBAHUIO U IOCTPOCHUIO CETEN Nepeaadyy AJaHHBIX;

- MOJYYCHHUC TIPAKTUYCCKHUX HABBIKOB 110 HWHCTAJUISAIHNU, HﬁCTpOﬁKe U  YyIpPaBJICHUIO CETEBOI'O

000pyI0BaHHIO.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAITPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN

I/IHILI/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

YK-1 Criocoben oCymiecTBISTh TOUCK,
KPUTHYECKUI aHAJIM3 U CUHTE3 HH(POPMALHH,
NPUMEHSATh CUCTEMHBIH MTOXO/ sl PEICHUS
MOCTABJICHHBIX 33]1a4

VK-1.2 HaxomuT, KpUTHYECKH aHAIU3UPYeT U BbIOMpaeT
nH(pOpMaIIHIO0, HEOOXOMUMYIO ISl PEICHHUs TTOCTaBICHHON
3a1auu

OIIK-2 CnocobeH ucronb30BaTh COBPEMEHHbBIE
MH(OPMAIIMOHHBIE TEXHOJIOTHU H
MPOrpaMMHbIE CPEACTBA IIPU PEIICHUHN 3a/1a4
npodecCHOHAIBHON IS TeTBHOCTH, COOITIOas
TpeboBaHus HHPOPMAIIMOHHOHN 0€30MacHOCTH

OIIK-2.1 Criocoben MIPUMEHSTh COBPEMEHHBIE
BBIYHMCIIMTEIEHYI0O TEXHHKY M CEpBUCHI ceT MHTepHET B
obnactu (cdepe) npodeccnoHanbHON AEITETBHOCTH

OIIK-3 CriocobeH cocTaBisITh U 0QOpMIISTH
Hay4HbIC U (UJIM) TEXHUYECKHE
(TEeXHOIOTHYECKUE, MHHOBAITMOHHBIC) OTICTHI
(my6nuKauym, MpOeKThI)

OIIK-3.3 Bnazmeer MeTogaMu BU3yalbHOTO W TpauuecKoro
MPEICTABICHUS PE3yNbTaToB Hay4HOM
(Hay4YHO-TEXHUYECKON, MHHOBAIIMOHHONW TEXHOJIOTHYECKON)
JESITEIbHOCTH B BUJIE OTYETOB, HAyUHBIX ITyOIUKaLIUT

[IK-1 CnocoGen ctaBuTh, HhOpMann30BHIBATH U
pemIarh 3aJ1a4u, B TOM YUCIIe pa3pabaTbIBaTh U
HCCJIEA0BATh MaTeMaTHYECKUE MOJIEIH
M3y4aeMBbIX SBJICHHUH U MPOIECCOB, CUCTEMHO
aHaJIM3MPOBATh HAy4HbIE TPOOIEMBI, [TOyYaTh
HOBBIE Hay4YHbIE PE3YyJIbTaThI

[IK-1.1 CriocobeH HaxomuTh, aHAIM3UPOBaThH U 0000IIAThH
nHpopMaIrio 00 akTyalbHBIX pe3yJbTaTax HCCIIeOBaHUN B
paMKax TeMaTW4YeCKOW OOJACTH CBOEH MpodeCCHOHATEHON
IEITEILHOCTH

IIK-1.2 CnocobeH  BbyIBHTaTh  THIIOTE3BI, CTPOUTH
MaTeMaTHYecKue MOAEIH ISl ONUCAHUA H3y4aeMBIX
SIBIICHUI | TPOLIECCOB, OIICHUBATh KAueCTBO pa3paboTaHHON
MOJENN

[IK-1.3 CrnocobeH mNpuUMEHATh TeopeTHyecKkue u (Win)
SKCIIEPUMEHTAIbHBIE METOJIbI UCCIEAOBAHUN K KOHKPETHOMN
HAay4HOM 3ajade W HHTEPIPETUPOBATH  IOJyuYCHHBIE
pe3yabTaThl

I1K-2 Crnoco0OeH caMOCTOITENBHO WU B
Ka4yecTBe ujieHa (PYKOBOIUTEIS) MAJIOTr0O
KOJUICKTHBA OPTaHW30BEIBATh U IMTPOBOIUTH

TTAYTITIT TA TIAATATADATITIA 11 IV AaTThAAATITITA

[MK-2.1 3HaeT NOPUHIMIBI TOCTPOSHUS HAyYHOHW PadOTHI,
MeTonbl cOopa M aHajW3a I[OJIyY€HHOrO Marepualia,
CHOCOOBI apryMeHTaIH

[IK-2.2 Cnoco0eH miaHupoBaTb M MPOBOJAUTH Hay4dHBIC
UCCIICIOBAHMsI CaMOCTOATENIbHO MJIM B KauecTBE WIEHa
(pPyKOBOAMTEIST) MAJIOTO HAYYHOTO KOJJICKTHBA




nu_y T1MADIV YIVWJIV/AUDAIYLIZL Y1 Y1 auyuuau,yuu

[MIK-2.3 CnocobeH mNpoBOIUTH ampoOanuioo pe3yabTaToB
HayYHO-HCCIICI0BATEIBCKOM paboTsI MOCPEICTBOM
NMyOIMKaluK HAYYHBIX CTATEH U y4acTusi B KOH()EPEHIUSIX

3. IlepeyeHb MIIAHUPYEMBIX Pe3yJbTATOB 00y4eHUS MO JUCHUTLIHHE (MOTYJII0)
B pesynberare ocBOCHUS TUCIUTUIMHBI 00YYaIONTHUECs JOIKHEI
3HaTh:

- anmnapaTHoe o0ecredyeHre NepCoOHaIbHOTO KOMITBIOTEPa;
- OTepallIOHHBIE CUCTEMBI;
- IBOMYHOE IPEACTaBICHNUE JaHHBIX;
- IPUHLIUIIBI CBSI3U M OOMEH JIaHHBIMU B JIOKAJIbHOM MTPOBOJHOM CETH;
- CTpyKTypa cet MHTepHeT U npuHIHNIE 00MEHa JaHHBIMU MEXy y3J1aMH B ceTu MIHTepHeT;
- cXeMa MOJKIIIoueH!s K IHTepHeTy uepe3 MocTaBLIUKa yCIyT;
- cereBble ycTpoiictBa B NOC;
- BUJIBI, XapaKTEPUCTUKU 1 MAPKUPOBKA CETEBBIX Kabenel U KOHTAKTOB;
- cereBas anpecarus. [P-agpeca u macku nmonceru. Tunst [P-agpecoB u metoas! ux nonyuenus. DHCP;
- MHOTOypoBHeBasi Mozeib OS] 1 ceTeBbie IPOTOKOJIBI,
- GecIpoBO/IHBIC TEXHOJIOTUH U JIOKAJIbHBIE CETH;
- yrpo3bl 0e30MacHOCTH B JIOKAaJbHON KOMITBIOTEPHOM ceTH. MeTobl aTak U MOJUTHKA 0E30acHOCTH.
MexceTeBble KpaHbl. Bonpockl 6€30macHOCTH, aKTyallbHBIC AJIs1 IPOBANICPOB;
- OCHOBHBIE CETEBBIC CIIY:KOBbI. ApXHUTEKTypa KIMeHT-cepBep. IP-cepBuCh M NpuHOMIBI UX PaOOTHI.
OnekrponHas noura. Ciry:x6a JoMeHHBIX uMeH DNS;
- apXUTEKTypa U Bo3MokHOcTH cucteMbl Cisco 10S;
- OCHOBHbI€ ITPOTOKOJIbI MAPIIPYTU3ALUY;
- crpykrypa [P-anpecaunus B JIBC;
- Tpancisus anpecoB NAT u PAT;
- 0a30BBIC HACTPOHKHU MapiipyTu3aropa. Hacrpoiika ¢ ncnons3oanuem [0S CLI;
- 6a30BbIE HACTPOMKHM KOMMYTATOPA;
- MEXaHU3MBI PE3EPBHOIO KOIMPOBAaHUS U aBAPUHHOTO BOCCTAHOBJICHHS B CETH.
YMETh!
- IIPOEKTUPOBaTh M YCTAHABIMBATh JOMALIHIO CETh WM CEThb MAJIOTO MPEINpPUATHS, a TaKKe
MOJKII0YaTh ee K HTepHeTy;
- BBIIOJIHATB IIPOBEPKY U YCTPAHSTh HEMOJIAJKU CETU U NMOJKIIoUeHHs K MIHTepHeTy;
- obecrieynBaTh OOLIMIA TOCTYN HECKOJIBKMX KOMITBIOTEPOB K CETEBBIM pecypcam ((daiiam, mpuHTEpam
U J1p.);
- BBISIBJIATD M YCTPAHATH YIPO3bl 0€30MaCHOCTH JOMAIIHEH JIOKaIbHOW KOMIIBIOTEPHON CEeTH;
- HaCTpauBaTh U IPOBEPATH pacnpocTpaHeHHble VIHTEpHET-IIPUIIOKEHNUS;
- HacTpauBarhb O0a3oBblie [P-cepBuck nmpu nomomu rpaduyeckoro narepgetica OC;
- YCTaHaBJIMBATh U HACTpauBaTh yCTPOWCTBA JUIsl MOAKIIOUCHUs K VIHTEpHETY M K cepBepaM, a TakxkKe
BBITOJHATE TIOUCK M YCTPAaHEHHUE HETONa0K;
- POEKTUPOBATh 0A30BYIO MMPOBOIHYIO0 HHPPACTPYKTYPY JJIS MOIJACPKKH CETEBOTO TpaduKa;
- obecneynBarh noxakiaodeHue K cetd WAN ¢ HCIIONB30BaHMEM CEPBUCOB TEIEKOMMYHUKAIMOHHBIX
KOMITAHUH;
- BBIIIOJIHATD aI€KBaTHBIC MPOLEYPBl BOCCTAHOBIICHUS NP aBapHsIX U OCYILIECTBISATH PE3EPBUPOBAHHE
cepsepa;
- KOHTPOJIHMPOBAThH MPOU3BOAUTEIBHOCTD CETH U BBISIBIISITH COOH;
- BBUIBIAITD U YCTPaHATh HENOJAIKU C HCIOJIB30BAaHUEM CTPYKTYpUPOBAaHHON MHOIOYpPOBHEBOM
MIPOLIEYPHI.
BJIaJICTh:
- CO3JaHHME M HACTPOMKHU OJHOPAHIOBOHW CETH, KOMIIBIOTEPHOM CETHM C MOMOLIBIO MapUIyTU3aTopa,
OECTIPOBOTHOM CETH;
- CO3/IaHUE TMOJICETeN U HACTPOUWKH 0OMEHA JAaHHBIMY;
- YCTaHOBKHM U HACTPOMKHU CETEBBIX YCTPOMCTB: CETEBBIX ILIAT, MAPLIPYTH3AaTOPOB, KOMMYTaTOPOB H
Ap.;
- WCIOJNB30BAaHUS OCHOBHBIX KOMaHJ IJiIsi NPOBEPKM MOIKIOueHHs K HHTepHeTy, oTciiexuBaHuUs
CETEBBIX NIAKETOB, NapameTpoB [P-anpecanuy;
- MOHTaa KaleJel «BUTas Iapa» U MOAKIIOUYEHUE KOMITBIOTEPA K CETH;
- HACTPOMKHU 0€30MaCHOCTH KOMIILIOTEPHOMN CETH;
- IOMCKA U YCTPaHEHUsI MPOOJIEM B KOMITBIOTEPHBIX CETSX, UX 00CITy >KUBaHUS;
- OTCJIeKMBAHMS TAKETOB B CETH U IIPOCKTUPOBAHUS CETEBBIX OpaHIMay3pOB.




4. Conep:xkanne TMCUMIIMHBI (MOAYJIs1), CTPYKTYPHMPOBAaHHOE 1O TeMaM (pa3jesiaM) ¢ yKazaHueM
OTBEJeHHOI'0 HA HUX KOJIMYeCTBA aKaJeMHYeCKUX YacoB 1 BH/I0B YUeOHbIX 3aHATHH

4.1. Paznenbl tuctMIInHbI (MOIYJIS) U TPYAOEMKOCTH IO BUAAM yUEOHBIX 3aHATHH

TpynoeMKOCTh O BUJaM YUeOHBIX 3aHATHI, BKIIIOYAs
CaMOCTOSTENIbHYIO padoTy, Jac.

No Tema (pazmen) TUCITUTUIHHEL
Jlextiun | Cemunapsr | JlaGopat. paGoOTHI Camoct.
pabora
1 bazoBas Hactpoiika ycTponcTB 1 3
2 [IpuHIMIB KOMMYyTAITUH 1 3
3 Ceru VLAN 1 3
4 Mapmpytuzanus mexxay cetssmu VLAN 1 3
5 STP 2 3
6 EtherChannel 2 3
7 DHCPv4 2 3
8 [Mpuanunst padotet SLAAC u DHCPv6 2 3
9 [punnunet pabotst FHRP 2 4
10 HpI/IHL[I/IHIzI obecrieueHus 06e30MaCHOCTH ) 4
JIOKaJIbHOHN CeTH
1 Hactpoiika mapamerpoB Oe3omacHOCTH > 4
KOMMYTaTopa
12 |IIpunanumns pabotet WLAN 2 4
13 |Konuduryparms WLAN 2 4
14 |[IpuHIMIIBI MapUIPyTH3ALUU 2 4
15 |Craruueckas [P-mapmpytusarius 2 4
Ilouck u  ycTpaHeHME  HENONAJOK,
|6 |cBA3aHHBIX co CTaTUYECKUMHU ) 4
MapmpyTaMyd M Mapuipyramu IO
YMOITYaHHIO
17 | Texymmii koHTpOsIB Nel 2 4
18 [punanunser OSPFv2 mns ogHOM 06nacTu 2 4
19 Hacrpoiika OSPFv2 s onHo# obmactu 2 4
20 [Ipunuuner obecrieueHus: 0e30MaCHOCTU 5 4
ceTH
71 [IpuHLMDBI CO3MaHUs CIIUCKOB KOHTPOJIS ) 4
JoCTyma
Crucku KOHTPOJIA JOCTyma B
22 koH(urypamusx [Pv4 2 4
23 NAT g IPv4 2 4
24 |lIpuanmmnsl paboter WAN 2 4
25  |[Ipunnmmnst pabotel VPN u [Psec 2 4
26  |IIpunnmmst paboter QoS 2 4
27 | YmpaBieHue ceTsIMU 2 4
28  |IIpoexTtupoBanue cereit 2 4
29 Ilouck u ycrpaHeHue HENOJAl0K B CETH; ) 4
OTJIaJIKa CETH
30 |Bupryanusanus ceTH 2 4
31 ABTOMAaTH3AaINS CETH 2 4
32 |Texymmii koHTpOsIb Ne2 2 4
Hroro yacos 60 120




IToaroTroBka K sK3aMeHy 0 yac.

Oobmas TpynoEMKOCTb 180 gac., 4 3au.ex.

4.2.

Coneprxanue JUCUUIUIMHBL (MOAYIS), CTPYKTYPUPOBAHHOE IO TeMaM (pazzeniam)

Cemectp: 5 (Ocennuii)

1. ba3oBas HacTpolika yCTpOKCTB

IlepBoHauanbHast HacTpoiika KoMMmyTaropa. HacTpolika IOpPTOB KOMMYyTaropa. YAaJeHHBINA
3alMIIeHHBIH  focTyn. HacTpoilka OCHOBHBIX MapaMeTpoB MapmpyTtusaropa. IIpoBepka cBs3u
MEXy TOJKIFOUECHHBIMU HAIPSMYIO CETSMHU.

2. [TpuHIIUTIBI KOMMYTAITUH
[epecbuika kaapoB. KoMMyTalmoHHbIE JOMEHBI.
3. Cetu VLAN

O030p BUpTyalbHBIX JOKAJIbHBIX ceTeil. BUpTyanbHble JTOKalbHBIE CETH B CpPel€ C HECKOJIbKUMHU
KoMMyTaropamu. HacTpolika BUpTyalbHOM JOKaNbHOU ceTH. MarucTpajii BUPTYaJIbHbBIX JJOKAJIbHBIX
cereil. J{lunamuueckuii nporokoin Tpankuura (DTP).

4. Mapuipytuzanusa Mexay cetsimu VLAN

[lpyHOMOB  MapIpyTH3aUUMH MEXIY BUPTYaJIbHBIMH JIOKAJIbHBIMH  ceTssMHu. HacTpoiika
MapIIpyTH3allMl  MEXIy BHUPTYaJbHBIMH JIOKAJbHBIMH CeTAMH Ha 0a3e KoH(UTyparuu
router-on-a-stick. MaprpyTuzanusi Mex1y BUPTYyaJbHBIMHU JIOKAJbHBIMU CETSIMH C MCIIOJIb30BAHUEM
MHOTOYpPOBHEBBIX ~KOMMYTaropoB. lIpoGmembl ¢ MOKIIOUEHHSIMH MEXAY BHPTYaJbHBIMU
JIOKAJIbHBIMHU CETSMHU.

5. STP

Haznauenne npotokona STP. [Ipunuunst padotsr STP. Domouns STP.

6. EtherChannel

[Mpunuunsr padorer EtherChannel. Hactpoiika EtherChanne.l [louck u yctpanenue mpobiem B
pabotre EtherChannel.

7. DHCPv4
Mpunanmnet padorst DHCPv4. Hacrpoiika cepsepa DHCPv4. Hacrpoiika kimuenta DHCPv4.
8. [Ipunnumnet padotsl SLAAC u DHCPv6

SLAAC u DHCPv6. Hacrpoiika DHCPv6.

9. llpuntunet padotsl FHRP

Pe3epBupoBaHue epBOro CErMeHTa.




10. TTpunnuIer 0OecneueHust 6€30MaCHOCTH JIOKAIBHOW CETH

BezonacHocTh OKOHEYHBIX ycTpoicTB. KoHTponb moctyma. Yrpo3sl 0e30MacHOCTH Ha YpOBHE 2.
Araka Ha TaOnmuiry MAC-aznpecoB. ATaku Ha JIOKAJIIbHYIO CETh.

11. Hactpoiika napaMeTpoB 6€301aCHOCTH KOMMYTaTopa

Obecrieuenue Oe3zomacHocTH MOPTOB. OTpaXeHHWE arak Ha BHPTyallbHBIE JIOKaJIbHBIE CETH.
OTtpaxenue arak uepe3 DHCP. Orpaxenue atak uepe3 ARP. Otpaxxenue arak uepe3 STP.

12. Tpuanumnet padborst WLAN

BBenenne B TexHojoruum OecripoBOAHOM CBs3M. KOMIOHEHTHI GeCIIpOBOAHBIX JOKAJIBHBIX CETEH.
[Ipunuuner padotel GecripoBoaHOM JokanpHOU ceTH. [Ipunnunsr pabotst CAPWAP. Vnpasnenue
KaHalaMd. YTpo3bl Ui OCCHpOBOAHBIX JIOKANBHBIX CETEH. bezonacHocTh OecnpoOBOIHBIX
JIOKAJIBHBIX CETEH.

13. Koudurypamus WLAN

HacTtpoiika 6ecripoBOHBIX JIOKAIBHBIX CETed JJIsl YIAIeHHBIX 00beKTOB. HacTpolika KOHTpOIJIIEpOB
0ecrpOBOIHBIX JIOKAIBHBIX ceTeld. [lonck u ycTpaneHue npobiemM ¢ 6ecrpOBOJHBIMU JIOKATbHBIMH
CETAMHU.

14. TIlpyuHOUTIBI MApUIPYTH3AIUU

@DyHKUMOHAJIBHBIE BO3MOXKHOCTH MapuipyTu3aropoB. [lepecbuika MakeToB OT MCTOYHHMKA OOBEKTY
HazHaueHMs. OCHOBHBIE MapaMeTphl MapipyTu3aropa. Tabnuna [P-mapmpytuzanuu. JJunamuueckas
U CTaTHYECKasi MapIIpyTH3ALMSL.

15. Crarnueckas [P-mapmpyTusanus

Hacrtpolika cratuueckux wapumpyTtoB mis nepecsuiku IP-nakeroB. Hactpolika craTudeckux
MapupyToB [uisl nepecwhlnkd IP-makeroB mo ymomdanuroo. HacTpoiika maBaroIuX CTaTHYECKHX
MapupyToB. HacTpoiika cTaTH4eCKUX MapuIpyTOB XOCTOB.

16. Ilouck u ycTpaHeHue HENOJIAJ0K, CBA3aHHBIX CO CTATUYECKUMU MapIIpyTaMy U MaplIpyTaMH 110
YMOTYaHHIO

O06paboTKa MaKeToB ¢ MCIOJI30BAaHUEM CTaTHUYECKUX MapuipyToB. [lonck u ycTpaneHue mpobdiem c
koH(uUrypanuel crarnaeckux MapipyToB [Pv4 u mapmipyrtos [Pv4 mo ymondanuto.

17. Texymmii koHTpoIsb Nel
PyGesxHbIit koHTpOIH Nel

Cemecrtp: 6 (Becennuit)
18. Ipunanuner OSPFv2 anst ogHo#t 06nactu

Ocob6ennoctu u xapakrepuctuku OSPF. I[Taketst OSPF. Ipuntumne: padoter OSPF.



19. Hactpoiika OSPFv2 st onHOM obnacTu

Unentudpukarop mapmpyrtuzaropa OSPF. Cern OSPF tuna «rouka-rouka». Ceru OSPF c
MHOXECTBeHHBIM JocTyrnoM. W3menenne OSPFv2 mnst omHoit obnactu. Pacmipoctpanenue
MapipyTa o ymondanuio. [lposepka padorst OSPFv2 nns ognoit obnactu.

20. [TpuHumme obecrieueHus: 0€30MaCHOCTH CETH

Texkymuii ypoBeHb KHOepOE30MacHOCTH. 3JIOYMBIIUIEHHUKH. WHCTPYMEHTBI 3710YMBILUICHHUKOB.
Bpenonocnoe I10. Pacnipoctpanennsie ceteBble araku Ysa3Bumoctu [P u yrpossl. Yazsumoctu TCP
u UDP. IP-cepBucel. IlpakTnueckrne pekoMEHAALWU IO OOECIIEYCHUIO CETeBOM O€30MacHOCTH.
Hludposanwue.

21. IIpuHIMIIBI CO3/IaHUSI CIUCKOB KOHTPOJIA JOCTyIa

HasHauenue cnuckoB KOHTpoJisi jgoctyna. IllaOigoHHBIE Mackd B CHHMCKAax KOHTPOJS JOCTYIIL.
PexoMeniaiuu Mo CO3MaHHIO CIIMCKOB KOHTPOJIS JOCTYMa. THITbI CIIMCKOB KOHTPOJS IOCTYIA LISt
1Pv4.

22. CoucKy KOHTPOJIs JocTyna B KoHpurypauusx [Pv4

Hacrtpoiika cTanmapTHBIX CIHCKOB KOHTpoisia goctyna ans [Pv4. M3MeHeHue CIHCKOB KOHTPOJIA
noctyna s [Pv4. 3amura moproB VI'Y ¢ moMOIIbIO CTaHIAPTHOTO CIIUCKA KOHTPOJIS AOCTyMa IS
IPv4. Crpykrypa pacmmpeHHOTO chicka KoHTpous moctymna mis [Pv4. Hactpolika pacmmpeHHBIX
CIIUCKOB KOHTpOJIA Joctyna ajs [Pv4.

23. NAT g [Pv4

Xapaxrepuctuku TexHonoruu NAT. Tunsl npeobpazoBanus NAT. IIpenmyiiectsa npeodpazoBaHus
NAT. Hacrpoiika cratinueckoro npeobpazosanust NAT. Hactpoiika guHaMudeckoro mpeodpa3zoBaHust
NAT. Hacrpoiika npeo6pazoBanust PAT. NAT u [Pvo6.

24. Ilpunnumnsl padorsr WAN

Haznauenue rmoGanbHbix ceTeld. [IpuHIUIBI paboThl M00aNBHBIX ceTeld. THPpacTpyKTyphbl 4acTHBIX
m100aneHBIX cetell. MHdpacTpykTypa o01enoctynHoi mobanbHoi cetu. Beibop citysx0 mobanbHoi
ceru. Ilepenaya qaHHBIX 110 KaHAIY IIOCJIENOBATENbHON CBA3U. [IIMPOKOIIOIOCHBIE ITOIKIFOUEHHUS.

25. Tpunnummnst padotsl VPN u [Psec

TexHonorus co3aHus BUPTyalbHbIX YACTHBIX ceTeil. TUIIbI BUPTYalbHBIX YaCTHBIX ceTel. 1IpoTokon
IPsec.

26. [Ipunuumnst padotsr QoS

KadecTtBo mepenaun JaHHBIX 1O CETH. XapaKTEPUCTHKH Tpaduka. AJTOPUTMBI OpraHU3alluu
ouepemu. Momenu oOecrnieueHus: kadectBa oOcmyxkuBaHus. CrocoObl oOecIrieueHHus KadecTBa
00CITy>)KUBAHMSL.

27. YnpaBieHue ceTsIMu

OOHapykeHHEe YCTpOKMCTB ¢ momomisio mpoTokona CDP. OOHapykeHue YCTpOHCTB € MOMOIIBIO
npotokona LLDP. IIportokon NTP. IIpunuumner padorsr SNMP. [Ipunuunst paboTel ¢ CUCTEMHBIM
xypHanoM. Ilomaepxkka (haioBoli cHCTEMBl MapHIpyTH3aTopa M KOMMYTaTopa. YIpaBlieHHE
obpaszamu [OS.



28. [IpoextupoBanue cerent

KonBepreHTHbIE CETH. KommyTtupyembie cetu. Maciurabupyembie cetu. KommyTtarmoHHOe
o0opynoBanue. O0OpyIOBaHUE AJIS1 MAPILIPYTH3ALMH.

29. Ilouck u YCTPpAHCHHUC HCIIOJIAAO0K B CCTHU; OTIIaZIKa CCTHU

Hokymenranus no cetu. [Iponenypa moucka ¥ yCTpaHEHHUsS HEMONAAo0K. BhIsiBIeHHE MpoOiieM c
[IOMOIIBI0 MHOTOYpPOBHEBBIX Mozened. MHCTpyMEHTHl I NOHWCKa W YCTpPaHEHHs] HEMOJaOK.
CumnTomsl ¥ IPUYKHBI TIPoOJeM ¢ ceThio. [lonck u ycrpanenne Henonanok ¢ [P-noaxitoueHusIME.

30. Bupryanuzanus cetu

PacnipenencHHble  BBIYMCICHUS; OONadHble BbIUMCIeHUsA. Bupryammsauums. HMuppacTpykrypa
BHUpTyanbHOU ceTu. [Iporpammuo-onpenensemas cetb. KoHTposuiepsl.

31. ABTOmMaTH3anms CeTH

00630p aBromaruzauuu. @opmarel nanueix.  APl-untepdeticer. Apxurekrypa REST. Ynpasnenue
koH(urypamusmu. Cetn Ha ocHoe HamepeHus u Cisco DNA Center.

32. Texymmii koHTposIb Ne2
Texymuit KOHTpOIH No2

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJIl OCYlIeCTBJIECHHS 00pa30BaATEILHOIO
npouecca 1no JUCUUILInHe (MOIYJII0)

Ha naGopatopHbIX 3aHATUSIX UCTIONB3YIOTCS KOMITBIOTEPHAsS Cpeia JUIsl POSKTUPOBAHUS,
MOJIETTUPOBaHUs pabOTHI U aHalIN3a KOMITBIOTepHBIX ceTell - Packet Tracer.

J71st KOHTPOJIA ¥ KOPPEKIIUU 3HAHUH HCTIONb3yeTC KOMIIbIOTEPHBIE TECTHI, B TOM YHUCIIE C
ucronb3oBanueM Packet Tracer.

B mporecce camMmocTosTensHON pabOThl 00YYarOIIUMUCS NCIOIB3YIOTCS BBINIETIEpEUNCIICHHAS
JIUTEpaTypa U UHTEPHET PECYPCHI.

6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. Kommprotepusie cetu [Tekcr] = Comput / D. Tanenbaym, JI. Yazepomr ; mep. ¢ anm. A.
I'pebenbkoBae|yuebuuk aiist By3oB| - CI16ITurep,2015

JomnonHurensHas aureparypa

1. KoMIproTepHbIE CETH: MPUHLUIIBI, TEXHOJIOTHH, IPOTOKOIBI, ydeOHOe ITocoOue st By30B : PEK.
M-Bom obOpazoBanus u Hayku PO /B. I. Onudep, H. A. Onudep. Cankr-IlerepOypr, [Tutep, 2019

7. llepedyeHn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

1. YueOHble MaTepHaibl pa3MeLIeHbl HAa CEPBEpPE U IOCTYIHBI CTY/ICHTaM IO CETH.
https://www.netacad.com/ - caliT ceTeBoOii akaJeMnH, COIEPIKUT CChUTKA HA MHOXECTBO JIPYTHX
pecypcos.

8. IlepeyeHb MH(OPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NIPH OCYLIECTBJICHNH 00Pa30BaTeILHOIO
npouecca 1o AMCuMILIMHe (MOAYJII0), BKJII0Yasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 olecredyeHust
H HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)



VYyeOHast TUCIMITIMHA 00ecTieYeHa IIEKTPOHHBIM Y4eOHO-METOMNIECKIM KOMILIEKCOM, KOTOPBIT
JIOCTYTIEH CTY/ICHTaM M BKJIFOYACT CJICTYFOIINE KOMITOHEHTHI;

- HHTEPaKTUBHBIN YYeOHUK 110 BCEM TeMaM Kypca, COIep KAl aHUMAITHOHHEIE W BHICOPOJIUKH,
KOMITbIOTEPHBIE T€CThI, MyJbTUMEIUNHBIEC IPAKTUUECKUE 3aJaHUS;

- KOMITBIOTEPHAS Cpejia AJisl IPOCKTHPOBAHUS, MOJISIIUPOBAHUS paOOTHI M aHAJIN3a KOMITBIOTEPHBIX
cereii Packet Tracer;

- METOIMYECKHUE PEKOMEHIAINH TT0 BBITIOJIHEHUIO Tab0paTopHbIX paboT B BUPTyanbHOM cpene - Packet
Tracer;

- UIHT€PaKTUBHBIE TECTHI;

- METOAMYECKUE PEKOMEHJIAINH IO BBITIOIHEHUIO JIA0OPATOPHBIX PaboT C peabHbIM 000py/IOBaHHEM.

9. MeToauveckue YKazaHnus NJist oﬁyqaloumxm 0o 0OCBOCHMIO JTUCIHUIIINHBI (MO)_IyJ'lﬂ)

Metonuieckre MaTepualbl, ONpeeIsIoNIre MPOoLeaypbl OLICHUBAHHUS 3HAHWN, YMEHUH, HABBHIKOB H
(unn) ombITa NEATETLHOCTH

[IpoBepka MpakTUYECKUX HABBIKOB, TEOPETUUYECKUX 3HAHWNW W YMEHHUU JOIKHA OCYIIECTBIATHCS IO
pe3ynbTaraM TEKYIIero U MPOMEKYTOYHOTO KOHTPOIIsl 0e3 CIEIUabHBIX OMPOCOB B KOHIE CeMecTpa.
Ecnu oTnensHBIM cTyneHTaM TpeOyeTcs TOMOMHUTENbHAS MMPOBEPKa, TO OHA TMPOBOIUTCS C TTOMOIIBIO
WHIMBH/yaJbHBIX TEOPETUYCCKUX U MPAKTHUECKHUX 33JIaHU U J1a0opaTropHBIX padoT, aHAIOTUYHBIX
TeM, KOTOPBIE UCIIOJIE3YIOTCS B TEKYIIEM U TPOMEKYTOUYHOM KOHTPOJIE.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HANPABJIEHUIO: HNudopmarrka 1 BEIYUCTUTEIEHAS TEXHUKA

npopuJib NOArOTOBKHU: KomnbroTepHble TEXHOIOTUH U BHIYUCIUTEIbHAS TEXHUKA
Oustex-mkona Paguorexuuku nu Komnerorepubix TexHonoruii
kadempa paarodIeKTPOHUKHY U PUKIIATHOW HH()OPMATHKN

Kypc: 3

KBaJupuKaAnus: OaxanaBp

Cemectpbl, HOpMbI IPOMEIKYTOUHON ATTECTAIMH:
5 (ocennwuii) - 3auer

6 (Becennwii) - luddepeHnnpoBaHHbIN 3aUeT

Pa3paborunk: AJL Jluneun, KaHA. TEXH. HAYK, JOLEHT, JOLICHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 CriocoGeH oCcymiecTBIsTh MOKCK,
KPUTUYECKUH aHAJIN3 ¥ CUHTE3 HH(opManuy,
NPUMEHSTh CUCTEMHBIN MOAXO ISl PELICHHS
MOCTABJICHHBIX 3a/1a4

VYK-1.2 HaxomuT, KpUTHUYECKH aHAIM3HPYET U BbIOMUpaeT
nHpOpMaLKI0, HEOOXOOUMYIO AJISl PELICHUS! IMOCTaBICHHON
3a7a4n

OIIK-2 CriocobeH ucrnonb30BaTh COBPEMEHHBIE
MH()OPMALMOHHBIE TEXHOJIOTUHU U
POrpaMMHBIEC CPEACTBA MIPU PEIICHUHN 331349
poheCCUOHATBHOM JIeITENILHOCTH, COOTIOnas
TpeboBaHUg MH)OPMAIIMOHHOW OE30TIaCHOCTH

OIIK-2.1 Criocoben MIPUMEHSATh COBPEMEHHEBIE
BBIYMCIIMTEIBHYIO TEXHUKY WM CEpBUCHI ceTH VHTepHeT B
obmactu (cdepe) mpodeccrnoHaTbHON AeATEIIEHOCTH

OIIK-3 CriocobeH cocTaBisTh U 0HOpMIIATH
Hay4HbIC U (UJTM) TEXHUYECKHE
(TeXHOIOTUYeCKHEe, NHHOBAIIMOHHBIE) OTYETHI
(myGnuKanum, MpoeKThI)

OIIK-3.3 Bnageer mMeToamMu BU3yaJbHOTO U TpadudecKoro
MpeCTaBICHUS pe3yapTaToB Hay4qHOU
(Hay9IHO-TEXHUYECKOH, MHHOBAIIMOHHONW TEXHOJOTHYECKOH )
JeSITETLHOCTU B BUJIE OTYETOB, HAYYHBIX IMyOIHKAIINi

[IK-1 Crocoben crtaBuTh, (hOpMaIN30BBIBATH U
pemars 3aJa4u, B TOM YUCIIe pa3padaThIBaTh U
MCCIIE/I0BAaTh MaTeMaTHYECKUE MOJICIIN
M3y4aeMBbIX SBJICHUH U MPOIECCOB, CACTEMHO
aHAJIN3UPOBATh HAyYHBIE MPOOJIEMBI, TTOJTy4aTh
HOBBIC HAYYHBIC PE3yJIbTaThI

[MK-1.1 CnocobeH HaxoauTh, aHAIM3WPOBATH U 0000IIATH
nH(pOpMaNKIO 00 aKTyal bHBIX Pe3yJIbTaTax HCCIICIOBAHUN B
pamMKax TemaTH4eckoi o0macTu cBoed mpodeccHoHaTbLHOU
JEATEIIEHOCTH

[IK-1.2 CnocoOeH  BbABHrarh  THUIIOTE3bl, CTPOUTH
MaTeMaTHUYeCcKue MOAENM Ul OIHUCaHMA H3ydaeMbIX
SIBIICHUH U MPOLIECCOB, OLEHUBATh KAUECTBO pa3padoTaHHON
MOJENN

[MK-1.3 CnocobeH NpUMEHATh TeopeTHueckne W (W)
JKCIIEPUMEHTAJIbHBIE METOJIbl MCCIEJOBaHUN K KOHKPETHON
HAayyHOM 3ajadye M  HHTEPIPETUPOBATH  IOJYUCHHBIC
pE3yIbTaThl

I1K-2 CiocobeH caMOCTOSTEILHO HIIA B
Ka4eCTBE dieHa (PYKOBOIUTEIIS) MAJIOTO
KOJUIEKTUBA OPTraHU30BLIBATH M MPOBOIUTH
Hay4YHbIC UCCIICJIOBAHUS U UX allPOOaIUio

[IK-2.1 3nHaeT HOpUHLUIBI MOCTPOEHUS HAYYHOW PadOTHI,
MeTogsl cOopa W aHanmM3a TIOJyYEHHOTO MaTepHala,
CHocoObI apryMeHTallH

[MK-2.2 Cnoco0eH TulaHUpOBaTh ¥ TPOBOJAWTH HaydHBIE
HCCIICAOBAHMUSI CaMOCTOSITEIbHO MJIM B KauecTBE WICHA
(pyxoBoznuTeNs ) MaJIOTO HAYYHOTO KOJUIEKTHBA

[IK-2.3 CnocobeH mNpoBOAWTH ampoOaIuio pe3yiIbTaToB
HAYYHO-HCCIIE0BATEILCKON paboThI MOCPEICTBOM
TyONMKAIMY HAYYHBIX CTAaTeH U y4acTusl B KOH(pEepeHIuIx

2. Iloka3aTe/in OLIEHUBAHUA KOMITETEHIU

B pesynbrare u3yuenus quciuIninHbl «Jlaboparopus HHGOKOMMYHUKAIIMOHHBIX TEXHOJIIOTHIY 00yUYarOIIHACs

JIOJKEH

3HAThb:




- anmapaTrHoe o0ecredeHue MePCOHAIBHOTO KOMIIBIOTEPa;
- OIlepaLlIOHHbIE CUCTEMBI;
- IBOMYHOE NPEACTaBICHNE JaHHBIX;
- IPUHIIMIIBI CBSI3K U OOMEH JJAHHBIMU B JIOKQJILHON MPOBOIAHOM CETH;
- CTPYKTypa ceTH MHTepHeT 1 MPpUHLIUIIBI 0OMEHa JaHHBIMU MEXKIY y3JIaMu B ceTu MHTepHeT;
- cxeMa MOJKJIIoueH!s K MIHTepHeTy yepe3 ocTaBLIMKa yCIIyT;
- cereBble ycrpoicTBa B NOC;
- BUJIbl, XapaKTEPUCTUKU U MAapKUPOBKA CETEBBIX KaOelel U KOHTaKTOB;
- cereBas anpecanus. [P-agpeca u macku monceru. Tumnst [P-agpecos u metons! ux nomydenus. DHCP;
- MHOTOYpoBHEeBast Mozenib OSI 1 ceTeBble TIPOTOKOIIBI;
- 0eCTpOBO/IHBIE TEXHOJIOTHH U JIOKAJIbHBIE CETH;
- Yrpo3bl 0e30MacHOCTH B JIOKaJTbHOH KOMITBIOTEPHOU ceTH. MeTo/Ibl aTak M MOJUTHKA 0E30IacHOCTH.
MesxceTeBble 3KpaHbl. Borpockl 6e30macHOCTH, akTyallbHbIE AJ1s1 IPOBAHICPOB;
- OCHOBHBIE CETEBbIE CIIyKObl. ApXHUTEKTypa KIHEHT-cepBep. IP-cepBUCH M NpUHIMIBI X PabOTHI
OnexrponHas noura. Ciryxx6a qomeHHbIX uMeH DNS;
- apXUTEKTypa U BO3MOoKHOCTH crcteMbl Cisco [0S;
- OCHOBHBI€ ITPOTOKOJIBI MAPIIPYTHU3ALHH;
- crpykrypa IP-agpecanus B JIBC;
- parcisinust agpecoB NAT u PAT;
- 0a30BbBIE HACTPOHKHK MapuipyTu3aropa. Hacrpoiika ¢ ucnons3oanuem [0S CLI;
- 0a30BbIC HACTPOHKU KOMMYTAaTOPa;
- MEXaHU3MBbI PE3EPBHOIO KOIIMPOBAHMs U aBapUIHHOIO BOCCTAHOBJIEHUS B CETH.
YMeThb:
- MPOEKTUPOBaTh M YCTAHABIMBATH JOMALIHIOID CETh WM CEThb MAJIOT0 MPEeOUpHUsTHS, a TaKkKe
MOAKIKOYATh €€ K THTEepHeTY;
- BBIIIOJIHATH POBEPKY U YCTPAHSITH HEMONAKU CETH U MOJAKIIOueHs K IHTepHeTYy;
- obecrieurBaTh OOIIMIA TOCTYI HECKOJIBKHX KOMITBIOTEPOB K CETEBLIM pecypcam ((aiinam, mpuHTEepam
H Ip.);
- BBIBIIAITH M YCTPAHATH YTPO3bl O€30MaCHOCTH JJOMAIIHEH JIOKaJIbHOM KOMITBIOTEPHOH CETH;
- HACTPauBaTh U MPOBEPSATH pacnpocTpaHeHHbIe HTepHET-IPUIIOKECHUS;
- HacTpauBarb 0a3oBbie IP-cepBrCcH ipu oMoy rpadudeckoro naTepdetica OC;
- yCTaHaBJIMBATh M HACTPaWBaTh yCTPOWCTBA LIS MOJKIIOUCHHs K VIHTEpHETY M K cepBepaM, a TakKe
BBITOJIHATB IIOUCK U YCTPAaHEHHUE HEMONA0K;
- IPOEKTUPOBATh 0A30BYIO MPOBOIHYIO HHPPACTPYKTYPY AJIs MONACPKKH CETEBOrO Tpaduka;
- obecrieunBarh noakiaoueHue K ceth WAN ¢ MCHONBb30BaHUEM CEPBHCOB TEIEKOMMYHHMKAIIMOHHBIX
KOMIIaHUI;
- BBIIOJIHATD aJIeKBaTHbIE IIPOLIEYPbl BOCCTAHOBIICHUS IIPU aBapUsIX U OCYLIECTBIIATh PE3EPBUPOBaHUE
cepBepa;
- KOHTPOJIMPOBATh IPOU3BOJUTEIBHOCTb CETH U BBISBIATH COOH;
- BBUSIBISITh M YCTPaHATh HENOJAIKW C HCIOJIBb30BAaHHMEM CTPYKTYpPUPOBAaHHOH MHOTOYpPOBHEBOM
IIPOLETYPHI.
BJIaJeTh:
- CO3aHME W HACTPOHKM OIHOPAHTOBOM CETH, KOMIBIOTEPHOW CETH C MOMOILIBIO MapIlyTH3aropa,
0ecIpOBOTHOM CETH;
- CO3/1aHUE MOJICeTe N HACTPOUKKM OOMEHa JaHHBIMU;
- YCTaHOBKHM U HAaCTPOMKU CETEBBIX YCTPOMCTB: CETEBBIX IUIAT, MapIIPyTU3aTOPOB, KOMMYTAaTOPOB U
ap.;
- UCIOJIBb30BAaHUS OCHOBHBIX KOMaHJ I IPOBEPKU MOIKIHOUeHUs K MHTepHeTry, oTciiexuBaHus
CETEBBbIX MTAKETOB, MapameTpoB IP-anpecanuy;
- MOHTa’ka Kabesel «BuTast mapa» 1 MOJKII0YEHHE KOMITBIOTEpa K CETH;
- HACTPOMKH 0€30IMacHOCTH KOMIIBIOTEPHOMN CETH;
- IONCKA U YCTPaHEHUs MPo0OIeM B KOMIBIOTEPHBIX CETSIX, UX 00CITYKHBaHUS,;
- OTCIIC)KMBAHUS IAKETOB B CETH U MPOEKTHUPOBAHUS CETEBBIX OpaHIMay3pOB.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0

Texkymuii KOHTPOJIb YCIIEBAEMOCTH OCYILECTBIISIETCS HA OCHOBE MPOBEPKH BBIITOJHEHHS MPAKTHUECKUX
3a7aHuil 1 1abopaTOpHBIX paboT, a TaKkKe Ha OCHOBE MHTEPAKTUBHBIX KOMIIBIOTEPHBIX TECTOB, KOTOPBIE
COZEp>KaT KOHTPOJIbHBIE BOMPOCHI MO KAXKIOW M3ydaeMoil TeMe U JOJDKHBI ObITh CHAHBl CTyACHTAMHU
(cnmymarensiMu) B Xozie y4eOHOTO MepHoIa.



[Tpumeps! KOHTPOJIBHBIX BOIIPOCOB:

1. B yem omnnume aapecanuii CETEBOro U KaHAJBLHOTO yPOBHEH?

2. KakoBbl (yHKITUH TPAHCTIOPTHOTO YPOBHS?

3. Kakue nosns B 3arosioBke cermenTa spistrorcest ooumu st TCP u UDP?

4. B xakux cimydaax ucnonb3zoBanue nporokona UDP npennouturensuee, uem TCP?

5. Haiitn broadcast address s momceTd komIbioTepa ¢ aapecoM 192.168.99.149 u wmackoii
255.255.255.224

6. B kaxoii moziceTrt HaXOAUTCA KOMIThEOTED ¢ aapecom 167.88.99.185 u mackoii 255.255.255.2247

7. Kak ¢ momomipio traceroute orpeaesisieTcsi MaplipyT cJeI0BaHUs IaKeTa B CeTH?

8. Kax mefictBytoT yctpoiictBa Ethernet nmpy BO3HUKHOBEHUN KOJTU3UIL?

9. s gero ucnonb3yercs Address resolution protocol (ARP)?

10. B uem paznuuue Mexay METPUKOM U aIMUHUCTPATUBHOMN TUCTaHLIUEH?

11. Kak mnocrymaeT MapuIpyTH3aTop C MaKeTOM, aJpec KOTOPOro OTCYTCTBYeT B TalOiuie
MapIupyTu3anun?

12. Bam 3aaHo cKOH(DUTYpHUPOBATh HA 5 WHTEpdeiicax Baliero MapipyTU3aTopa CleAyIoIHe aapeca:
10.8.114.25/22, 10.8.100.99/20, 10.8.104.99/24, 10.8.77.33/19, 10.8.117.21/30. Bo03MOxHO 11 3TO?
Ecnu Hert, TO mouemy?

13. Ilpocymmmupyiite creayromue ceTd (HaiiiuTe HauMEHBIIYI0 CETh, BKIIIOYAIOIIYIO BCE
Hwkenepeuncienuse): 10.100.200.0/23, 10.100.192.0/21, 10.100.204.0/24, 10.100.190.0/23.

14. Kak mocrymaer xommytarop Ethernet ¢ dpeiimom, aapec KOTOpOro OTCYTCTBYeT B TaOmuIle
KOMMYTaluu?

15. Kak kommyTtarop Ethernet crpout Tabnuiy kommyTanumn?

16. B uem otnnune meto0B KoMMyTanuu “‘cut-through” u “store-and-forvard™?

17. Kakue mosnst 70OaBISIOTCS W/Wih U3MEHSIOTCS B 3arosioBke Ethernet Ha Tpanke 802.1q?

18. Uro Takoe KOpHEBOM OPT KOMMYyTaTopa?

19. Moxer 11 KOMMYTaTOp UMETh HECKOJIBKO KOPHEBBIX MOPTOB?

20. Kakum 06pazoM KOMMYTaTOPbI ONPEACIISIOT, KOTOPBIA U3 HUX JAOJKECH OBbITh KOPHEBBIM?

21. B KaKkuX COCTOSIHUSX MOXXET HaXOAWTHCS WHTEP(eEiic KoOMMyTaTopa COTIACHO MPOTOKOIy Spanning
Tree?

22. B Kakux COCTOSHHSIX MOXET HaXOJUThbCs WHTepdeic KoMMyTaropa coriacHo mpoTtokony Rapid
Spanning Tree?

23. Kakue Tumbl apecoB cyuiecTByioT B [Pv6?

24. Kakue npeumyinectsa uMmeeT npotoxoi IPvo nax IPv4 momumo Oombineit pazpsiaHOCTH anpeca?

PyOexnblif koHTpOnb. [l OLEHKM KauecTBa YCBOCHHS 3HAHMM W YMEHMH NPELyCMOTPEHBI IBa
MPOMEXYTOYHBIX KOHTPOJS, KOTOpPBIE IPOBOAATCS B (OpME KOMIBIOTEPHOIO TECTUPOBAHUS U
BBITIOJIHEHUS] KOMIUIEKCHBIX JTAOOPaTOpHBIX padoT Ha cumyisaTopax. K mpoxoxkaeHuo mpoMeKy TOUHBIX
KOHTPOJIEH JIOMyCKAIOTCS TOJIBKO T€ CTYAEHTHI (CIyIIaTesH), KOTOPbIe YCHELIHO CAAlIH BCE TEKyIHe
TECTHI U BBIITOJIHUIMN BCE TEKYLIUE 3aJaHHUS.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIIPOCOB M TeM JJISI IPOBEAEeHHUA ITPOMEKYTOYHOM aTTecTaluu
o0y4yarommxcst

JlokanbHbIe U TII00ABHBIE CETH, ceTh MIHTEepHET
KonsepruposanHas ceTb

Hacrpolika ceTeBoil onepaliOHHON CUCTEMBI
CereBble IPOTOKOJIbI U CTAaHIAPTHI

ITpoToxoms! pu3nIecKoro ypoBHs

Cpena nepenadu JaHHBIX

[IpoToKOIIBI KaHAJIBHOIO YPOBHS

e AN O M

VrpaBneHue 10CTyIIoM K cpefie Mepeiaudl JaHHBIX
9. Tlporoxkon Ethernet

10. TTpotokon paspemenust agpecos (ARP)

11. KommyTaTopsl JUIst TOKAJIBHBIX ceTel

12. TIpOTOKOJBI CETEBOTO YPOBHS



13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.

35

53

Mapupytuzanus

MapuipyTuzaropsl

Hacrpoiika mapupyrusaropa

IIpoTOoKOIIBI TPAHCIOPTHOTO YPOBHS

TCP u UPD

[P-appecanus. CereBslie anpeca [Pv4

Certessle aapeca [Pvo

[IpoBepka coequneHus

Pasznenenue IP-cereit Ha moxcern

Opranuzanus noacerei cetu [Pv4

Oco0eHHOCTH MTPOeKTUpOoBanus 1iist [Pv6o

[IpoToKoIIBI YPOBHS NPUJIOKEHNUN

[ITnpoxo n3BeCTHBIE CITyKOBI M TPOTOKOJIBI YPOBHSI MTPUIIOKECHUN
Mepsl 110 obecrnieueHu0 0€30MacHOCTH CETH
OcHoBHbIE paboune XapaKTePUCTHKH CETH
VYnpasnenue daitnamu koadurypamuu [0S
BcerpoenHsie ciyk0b1 MapLIpyTH3aLUN
KommyTtupyemsie cetu

OcCHOBHBIE KOHIIETIIIMM KOMMYTAllMU U €€ HacTpoiKa
ba3oBbie napameTpbl KOMMyTaTOpa

be3onacHocTs KOMMyTaTOpa: YIIpaBiICHUE U BHEIPEHUE
CerMeHTanus BUPTyalbHbIX JTOKanbHBIX ceTel (VLAN)

. [IpoextupoBanne u 6€30MaCHOCTh BUPTYaIbHBIX JOKaIbHBIX ceTeit (VLAN)
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.

Konuenmust MapupyTusanuu

HauanbHas ycTaHOBKa MaplLipyTHU3aTopa

Pewrenns mapupyrusanuu

Ornepanuu MapipyTu3aropa

Pexomenyembie MeTonbl pabotel ¢ VLAN

Hacrpotika mapmpytuzanmu mexay VLAN

Ycrpanenue Henoaao0k Mapipytuzamuu Mexay VLAN
KommyTrarnus ypoBHs 3

Cratuueckasi MaplIpyTH3aLusl

Hacrpolika crarnueckux MapupyToB ¥ MapuIpyTOB 10 YMOJIYAHHUIO
Anamus CIDR u macku nojicetu nepemenno umuabl (VLSM)
HacTtpoiika 00II¥X ¥ MIaBaroIuX CTAaTHYECKUX MapIIPyTOB
YerpaHeHue HenosagoK CTaTHYeCcKoro MaplipyTa U MaplipyTa 110 YMOJIYaHUI0
JluHaMu4eckue MpoTOKOJIbl MAPIIPYTU3ALUU

IIpoTokobl MapIIpyTH3alM1 HA OCHOBE BEKTOPOB PACcCTOSHUS
Mapupyrusanus RIP u RIPng

JluHaMmudeckast MapLIpyTU3alys Ha OCHOBE COCTOSIHUA KaHaJla

. Tabnmuna MapmpyTH3anuu
54.
55.
56.
57.
58.
59.
60.
6l.
62.
63.
64.
65.
66.

[Iporoxon OSPF

Hactpoiika mpotokona OSPFv2 ¢ omHoit 06nacTeio

Hactpoiika mpotokona OSPFv3 ¢ omHoit 06nacTeio

[TpuHIIMT pabOTHI CIIUCKOB KOHTPOJISI JOCTYIIA MO TpoToKoy [P
CraHapTHbIe CIIUCKU KOHTPOIIS nocTymna ansa [Pv4
Pacmmpensble ciicku KOHTpOIIs foctymna g [Pv4
HcnpasieHue HENnonaso0K ¢ UCII0Ib30BAHUEM CIIMCKOB KOHTPOJISI JOCTYIIa
VYerpaHeHue HenosasoK CIMCKOB KOHTPOJIS 1OCTyIa

Crucku KoHTpods noctymna [Pvo

DHCP

[IpoTokon quHAMUYECKOH KOHQUTYpaIiu y3ia v4

[IpoTokon quHAMUYECKOH KOHQUTYpaIiu y3ia vo
[IpeobpazoBanue cereBbIx ajgpecos [Pv4



67. Ipunnun padotst NAT
68. Hactpoiika NAT
69. Ycrpanenue Henonaaok NAT

Kpurepun onennBanus
Onenka "OTIHYHO (1o)" BBICTABIISIETCSI  CTYIEHTY, IIOKa3aBIIEeMy BCECTOPOHHHE,
CHUCTEMaTU3UpPOBaHHbIC, [IYyOOKHE 3HAaHUS Y4YEOHOW NPOrpaMMbl TUCLMIUIMHBI, MPOSBISIOMIEMY
MHTEpeC K JaHHOW NPEeAMETHOH 001acTH, MPOJEeMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO M TBOPYECKU
MPUMEHSTh UX Ha MPAKTHKE NP PElICHUH KOHKPETHBIX 3aa4, CBOOOTHOE U PaBUIbHOE 0OOCHOBaHHE
HPUHATHIX PELICHAMN.
Onenka "omm4HO (9)" BBICTABISETCS CTYACHTY, IOKAa3aBIIEMy BCECTOPOHHUE, CUCTEMAaTU3UPOBaHHbIC,
nryOoKHe 3HaHHS y4eOHOM MPOrpaMMBbl JUCHUILIMHBI U YMEHHE YBEPEHHO NMPUMEHATh X HA MPAKTUKE
MIPH PELICHUH KOHKPETHBIX 3ajiad, CBOOOJHOE U MPaBUIIbHOE 000CHOBAaHUE IPUHATHIX PELICHUH.
Onenka  "ommuno  (8)" BBICTABIISIETCS.  CTYAEHTY,  IIOKa3aBUIEMY  BCECTOPOHHME,
CHCTEeMaTH3UPOBaHHbIE, ITyOOKHe 3HAHUS y4eOHON MPOrpaMMbl JUCLUIUIMHBI U yMEHHE YBEPEHHO
MPUMEHATh UX HAa MPAKTUKE NPU PELICHUH KOHKPETHBIX 3ajlad, NPaBUIIBHOE 00OCHOBAHHE MPUHATBHIX
pelIeHni, ¢ HEKOTOPbIMU HEZ0UeTaMu.
Onenka "xopomo (7)" BeICTaBIsSIETCS CTYACHTY, €CIIM OH TBEPAO 3HAET Marepuai, TPaMOTHO M IO
CYILECTBY M3JIaraeT €ro, ymeeT HPUMEHATh IOJy4YCHHbIC 3HAHUS Ha MNPAKTHKE, HO HEAOCTATOYHO
rpaMOTHO 00OCHOBBIBAET MOITYUYCHHBIEC PE3YIIBTATHI.
Onenka "xopomro (6)" BBICTaBISIETCS CTYAEHTY, €CIM OH TBEPJO 3HAET MarepHall, TpPaMOTHO U TIO
CYLIECTBY M3JIaraeT €ro, yMeeT MPUMEHSITh NOITY4YCHHbIC 3HAaHHUSI Ha MIPAKTUKE, HO JOIYCKAeT B OTBETE
WIN B PELLICHNH 3a]1a4 HEKOTOPbIe HETOYHOCTH.
Onenka "xopoio (5)" BeICTABISIETCS CTYIEHTY, €CJIM OH B OCHOBHOM 3HAeT Marepuai, rpaMOTHO H IO
CYILECTBY M3JIaraeT ero, yMeeT NPUMEHATh NOITy4eHHbIC 3HAHUS Ha MPAKTHKE, HO JIONyCKAaeT B OTBETE
WIH B PELICHUH 3a7a4 JOCTaTOYHO OOJIBIIOE KOJMUYECTBO HETOUHOCTEH.
Onenka "ynoBneTBOPUTEIbHO (4)" BBICTABISIETCA CTYIEHTY, IIOKa3aBIIEeMy (parMeHTapHBIM,
pa3pO3HEHHBII XapakTep 3HAHUM, HEJAOCTATOYHO IpaBHUJIbHBIE (OPMYIUPOBKH 0a30BBIX MOHITHH,
HapyIIEHUs JIOTHYECKOW MOCIIeIOBATEIILHOCTH B M3JIOKEHUH IPOTPAMMHOTO Marepuaia, HO MPHU 3TOM
OH OCBOWJI OCHOBHBIE Pa3Jieibl yueOHOW MpOorpaMMbl, HEOOXOAMMBIE Ul JaJbHEWIIero oOy4eHus, U
MOJKET MIPUMEHSTH MOJTyuYeHHbIE 3HAHUA 110 00pa3iy B CTAHJAPTHON CUTYyalLlnH.
Onenka "ynoBneTBOpHUTENIbHO (3)" BBICTABISICTCA CTYIEHTY, IIOKa3aBIIEeMYy (parMeHTapHBIM,
pa3po3HEHHBIH XapakTep 3HaHWM, JOomycKaronlemy OmHOKH B (GOpMyIrpoBKax 0a30BBIX MOHATHH,
HapyIIEHUs] JIOTUYECKOH TI0CIEe0BAaTeIbHOCTH B H3JIOKEHHHM IPOrPaMMHOrO Marepuaia, ciaalo
BJIaJIeET OCHOBHBIMHU pa3jeslaMH y4eOHO! MporpaMmbl, HEOOXOANMBIMHE JUTS JaJIbHEHIero o0y4eHus 1
C TPYZIOM IIPUMEHSET [TOJyYCHHbIE 3HAHUS AaKe B CTAHAAPTHOW CUTYalHH.
Onenka "HEyHOBIETBOPUTENHHO (2)" BBICTABISIETCS CTYIEHTY, KOTOpPBIA He 3HaeT OoJsbLIed YacTu
OCHOBHOTO COAEp)KaHUs y4eOHON IpOorpaMMbl JUCHMIUIMHBI, JONyCKaeT rpyOble OmMOKH B
(hopMyIIMpOBKaxX OCHOBHBIX NPUHIHUIIOB M HE YMEET HCIIOJIb30BaTh MOMyUYEeHHBIC 3HAHUS MIPH PELICHUU
THUIIOBBIX 33/a4.
Onenka "HeymoBnerBoputenabHO (1)" BbICTaBIA€TCS CTYHOCHTY, KOTOPBIH HE 3HAET OCHOBHOTO
cozep)kaHusl y4eOHOH MporpaMMbl IUCLUILTUHBI, JOIycKaeT rpyOeiimne omuOKd B (HOPMYTUPOBKAX
0a30BBIX MOHATUH JUCLUIUIMHBI U BOOOIIE HE HMMEET HABBIKOB DPEIICHHUS THIOBBIX MPAKTHYECKHX
3ajay.

5. MeTonuueckne MaTepuajbl, onpeaeasonie Npoueaypsbl OeHUBAHUA 3HAHUI, YMEeHH i, HABBIKOB H
(W1M) oNbITA AESITEILHOCTH

3auer B 5 cemectpe M aubdepeHINpOBaHHBINA 3aueT B 6 ceMecTpe NPOBOAATCS HAa OCHOBAHUH
MIPOXOKJEHUS TEKYIIUX TECTOB U BBIIJIHEHUS TEKYIUX 3a1aHUM.



