degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO

JupexTop pu3TEeX-IMIKOJIbI
NPHUKJIATHONH MATEMATHKH H
HH(OPMATHKH

A.M. Paiiropoackuii

Pabouast nporpamMma JMCIMIIMHBI (MOXYJIsT)

10 JMCHMILIMHE: CoBpeMeHHbIE KOMIIBIOTEPHBIE CETU
110 HANIPABJICHUIO: [Ipuxnagnas MmareMaruka U HH(oOpMaTrKa
Nnpo¢uJIb NOATOTOBKH: [IpuxiagHas MaTeMaTHKa, KOMIBIOTEPHBIC HAYKH U HHKCHEPHS

Oustex-mkona [Ipuknagnoit Maremaruku u Uapopmatiku
kageapa anropuTMOB U TEXHOJIOTUH MPOTrPaMMHUPOBAHUS

KYpC: 3
KBAJM(PUKAIMA: OaxanaBp

Cemectp, (hopMBI IPOMEKYTOUHOH aTTecTanuu: 6 (BeCeHHUN) - DK3aMeH

AynutopHbIX yacoB: 60 Bcero, B TOM YHCIIE:
nexuuu: 30 gac.
cemuHapsl: 30 gac.
naboparopHsie 3ansTus: 0 Jac.

CamocrositenpHas pabora: 45 gac.
[ToaroroBka x sk3ameny: 30 yac.
Bcero gacos: 135, Bcero 3au. en.: 3
[Iporpammy cocTaBuiu:

M.A. KouykoB, acCUCTEHT
O.H. UBuenko, 3aBenyromuil kadenpoi

[Iporpamma obcyxneHa Ha 3aceflaHuy Kadeapsl AITOPUTMOB U TEXHOIOTHIA TiporpaMMupoBanus 22.05.2023



AHHOTANMA

Hayuuth CTyneHTOB MpHUKIaIHBIM HaBbIKAaM B pPaboOTe C COBPEMEHHBIMH KOMIIBIOTEPHBIMH CETSAMH,
o0ecnieynTh TeopeTHyeckyro 0aszy. Kaxmas Tema mpoxoaut yepes mpu3My Oe30MacHOCTH, C MPAKTHUYECKUMHU
3aJaHUSIMM, HAallEJIEHHBIMU Ha PeaIM3alliio U B3JI0M Ka)KION KOHIIENLIUY.

1. lean u 3apa4n
Heab nucUMMINHBI
- OCBOCHHE TMPHUHIIUIIOB OPTraHM3aIMU ¥ (YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH, 0COOCHHOCTEH

pa6OTI>I B KOMIIBIOTEPHBIX CETAX, 3HAKOMCTBO C COBPEMCHHBIMU CETCBbIMH TCXHOJIOTUAMU, IIOJIYyYCHUEC
MPaKTUYCCKNUX HABBIKOB pa6OTLI B JIOKAJBHBIX CCTAX.

33)13‘11/[ JAUCHUIIINHBI
- HAYUYUTb CTYACHTOB IPOCKTUPOBATH U PACCYUTHIBATH TOMOJIOTUN U CTPYKTYPbI KOMIIBIOTCPHBIX CCTeH.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAIIPAaBJICHO Ha (bOpMI/IpOBaHI/Ie (W1 ($91474:0)11170,€ KOMHeTeHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN I/IHI[I/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

VYK-1.1 Ananusupyet 3aaady, BeIIEIASA 3TANbl €€ PEIICHHUS,
JIEHCTBUS IO PELIEHUIO 331a41

VYK-1.2 HaxomuT, KpUTHYECKH aHAIM3HPYET U BhIOUpaeT
nHpopMaLKI0, HEOOXOOUMYIO AJISl PELICHUS! MOCTaBICHHON

YK-1 CriocobOeH oCyIecTBISTh ITOUCK, -

KPUTHUYECKUH aHAJIN3 ¥ CUHTE3 HH(opManny,
MPUMEHATh CUCTEMHBIN MOAXO ISl pELICHUS
[IOCTABJICHHBIX 3a7a4

VYK-1.3 PaccmarpuBaeTr pa3nuuHblE BapHaHTHl PELICHUS
3a[1auy, OLICHUBAET UX IIPEUMYILECTBA U HEOCTaTKU

YK-1.4 I'pamotHoO, JIOTUYHO, apryMeHTHpPOBaHHO
(hopmupyeT cOOCTBEHHBIE CY>KICHHS U OLIEHKU

VK-1.5 OnmnpenensieT ©  OLEHUBACT  NPAKTUYECKHUE
MOCJIECTBUS BOZMOXKHBIX BApUAHTOB PELICHUS 3a1a4H

OIIK-1.1 CnocobeH aHaM3UPOBaTh MMOCTABICHHYIO 33734y,

OIIK-1 CniocobeH npuMeHSTh HAMEYATD MyTH €€ PEIICHHs

(byHIaMeHTalbHbIE 3HAHUS, IOTy4YEHHbIE B

OIIK-1.2 CnocobeH cTpouTh MareMaTH4ecKHe MOJEIH,
oOnacT (pU3NKO-MaTeMaTHUECKUX U (MITH)

MPOU3BOAUTDH KOJIMUCCTBECHHBIC PACYCThI U OLICHKU

CCTCCTBCHHBIX HAYK M HMCIIOJIB30BATb UX B

MPO(ECCHORATBHOM MESTETBHOCTH OIIK-1.3 CnocobeH ompenensTs TpaHUIbl TPUMEHHUMOCTH

MOJIYYCHHBIX PC3YJIbTATOB

OIIK-2.1 CrnocoGeH  TpPUMEHSTh  COBPEMEHHBIC
BBIYMCIIMTENIBHYIO TEXHUKY M CEpBUCHI ceTH VHTepHeT B
OTIK-2 CriocobeH HCTob30BaTh COBpeMeHHble |00IacTH (cdepe) IpopecCHOHAIBHO JETeIbHOCTH
WH(POPMALIMOHHBIE TEXHOJIOTHH U OIIK-2.2 3naer u yMeeT TPUMEHATH YHCIIEHHBIC
IPOrpaMMHBIE CPEACTBA IIPU PEIICHUH 33/1a4  |MareMaTHYeCKUEe METOAbl M NPUKIAIHOE IMPOTpaMMHOE
npo(eCcCUOHAIBHOI esSTeNbHOCTH, coONoast |o0ecrieueHre  [uis  pelIeHus  Hay4yHbIX  3a7a4 B
TpeboBaHMs NH(POPMALIMOHHON 0€30MaCHOCTH  |MpOogeCCHOHANIBHON 00acTh

OIIK-2.3 3naer ocHOBHbIE TpeOOBaHUS MHPOPMALMOHHOU
0e30MmacHOCTH

OIIK-3.2 Brnageet Ha MpakTHUKE METOAOIOTHEN COCTaBICHUS
HAy4YHO-TEXHUYECKHX OTYETOB (IIPOECKTOB)

OIIK-3.1 3Haer ocHOBHbIE MpaBuiIa O0GOPMIICHHUS HayYHBIX

OIIK-3 Crioco6eH cocTaBisITh U 0QOpMIISTh MyONIMKAM U HAYYHO-TEXHUYECKOH JIOKYMEHTAIUU, B TOM

Hay4HbIC U (UJIM) TEXHUYECKHE YHUcle C KCIONB30BAaHUEM MNPHUKIATHOIO MPOrPaMMHOIO

(TexHONIOTNYeCKNe, NHHOBALIMOHHBIE) OTYETHl  |00ecreueHUs

(ryGuMKaLmH, POEKTHI) OIIK-3.3 Bnageer MeTofaMy BU3YalbHOTO U Tpaduieckoro
MPEICTABICHUS PE3yNbTaToB Hay4HOM

(Hay4YHO-TEXHUYECKON, MHHOBAIIMOHHOW TEXHOJIOTHYECKON)
JIESITEIIPHOCTH B BUJIE OTYETOB, HAYYHBIX ITyOIHKAIIHIA




[IK-1 Criocoben craBuTh, (hOpMaIN30BBIBATH U
pemars 3aa4u, B TOM YUCIIe pa3padaThIBaTh U
UCCIIE/I0BaTh MaTeMaTHYECKUE MOJICITN
M3y4aeMBbIX SBJICHUH U MPOIECCOB, CACTEMHO
aHAJIN3UPOBATh HAyYHBIE MPOOJIEMBI, TIOJTy4aTh
HOBBIC HAYYHBIC PE3yJIbTaThI

[MK-1.1 CnocobeH HaxoauTh, aHAIM3WPOBATH U 0000IIATH
nHpOpMaNKIO 00 aKTyalbHBIX Pe3yJIbTaTax HCCIICIOBAHUN B
pamMKax TemaTH4eckoi o0nacTu cBoed mpodeccHoHaTbLHON
JEATEIIEHOCTH

[IK-1.2 CnmocoOeH  BbABHrarh  THUIIOTE3bl, CTPOUTH
MaTeMaTHYeCcKue MOAEIM Ul OIUCaHMUA H3ydaeMbIX
SIBIICHUH U MPOLIECCOB, OLEHUBATh KAYECTBO pa3paboTaHHON
MOJENN

[MK-1.3 CnocobeH NpUMEHATh TeopeThueckne W (W)
9KCIIEPUMEHTAJIbHBIE METOJbl MCCIEJOBaHUN K KOHKPETHON
HAayyHOM 3ajadye M  HHTEPIPETUPOBATH  IOJYUCHHBIC
pE3yIbTaThl

I1K-2 CiocobeH caMOCTOSTEILHO HIIA B
Ka4eCTBE uieHa (PYKOBOIUTEIIS) MAJIOTO
KOJUIEKTUBA OPTraHU30BLIBATH M MIPOBOIUTH
Hay4YHbIC UCCIICJIOBAHUS U UX allPOOaIUio

[IK-2.1 3HaeT HOpUHLMIBI MOCTPOEHUS HAyYHOW PadOTHI,
MeTogsl cOopa W aHanmM3a TIOJNyYEHHOTO MaTepHala,
CHocoObI apryMeHTallH

[MK-2.2 Cnoco0eH TulaHUpOBaTh ¥ TPOBOJAWTH HaydHBIE
HCCIICAOBAHMUSI CaMOCTOSITEIbHO MJIM B KauecTBE WICHA
(pyxoBozauTeNs ) MaJIOTO HAYYHOTO KOJUIEKTHBA

[IK-2.3 CnocobeH NpOBOAWTH ampoOaIuio pe3yiIbTaToB
HAYYHO-HCCIIE0BATEIHLCKON paboThI MOCPEICTBOM
MyONUKAIMY HAYYHBIX CTAaTe U y4acTusl B KOH(pEepeHIuIX

3. IlepeyeHb NIAHMPYEMBIX Pe3y/IbTATOB 00yUeHHUsI O JUCHMILINHE (MOLYJII0)
B pesynbrare 0cBOEHHS AUCHUIIMHBI 00Y4aIOIINeCs JOIKHbI

3HATb.

- OCHOBHBI€ MOHATHUS KOMITBIOTEPHBIX CETE: TUIIbI, TOTIOJIOTHUH, METOBI JOCTYIIA K Cpe/ie Tepeadu;
- anmnapaTrHbIe KOMIIOHEHTHl KOMIIBIOTEPHBIX CETEM;
- IPUHIUIIBI TAKETHOM Mepeaayn JaHHBIX;

- IIOHSITHE CETEBOM MOACIIH,

- cereBas mozens OSI u gpyrue cereBbie MOJEINH;

- HOPOTOKOJIbI: OCHOBHBIC IIOHATHUA,

MIPUHIUIIBI B3aHMOﬂeﬁCTBHH, pasinuua u 0COOEHHOCTHU

pacrpoCcTpaHEHHBIX IPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B ONEPAIIHOHHBIX CHCTEMAX;
- aJipecanus B CETIX, OPraHU3alUs MEKCETEBOTO BO3ICHCTBHSL.

YMETB:

- OpPraHU30BbIBATh U KOH(PUTYPHPOBATH KOMIIBIOTEPHBIE CETH;
- CTPOUTH U aHAJIU3UPOBATh MOJENIN KOMIIbIOTEPHBIX CETeH;
- 3¢ pEeKTUBHO HCIOIB30BAThH allapaTHBIE W MPOrPAMMHBIE KOMIIOHEHTHI KOMIBIOTEPHBIX CETEeH NpHU

pCUICHNHU PAa3JIMIHbIX 3a/4a4,

- BBIIIOJIHATH CXCMbI M YCPTCIXKU II0 CICHUAIBHOCTHU C HUCIOJB30BAHHUCM IMPUKIAAHBIX TPOTPAMMHBIX

CPEICTB;

- paboTarh C MPOTOKOJAMH Pa3HBIX YPOBHEH (Ha mpuMepe KOHKPETHOro creka mportokonos: TCP/IP,

IPX/SPX u T.1.);

- YCTaHaBIMBATh U HACTPAaWBATh apaMeTPhI IPOTOKOJIOB;
- IPOBEPSITH IPABUIILHOCTD IIEPElauy IaHHbIX;

- 00HapyKMBaTh U YCTPAHATH OLIMOKU IIPY Tiepeiade JaHHBIX.
- IPOTPaMMHPOBATh CETEeBBIX NpuiiokeHuit B creke TCP/IP.

BJIAJIETD:

- HHCTPYMEHTaIbHbIMU cpelcTBaMu npoekTuposanus JIBC,
- HCTIOJIb30BAHMEM BCTPOEHHBIX CPEACTB MOHUTOPUHIA KOMITBIOTEPHBIX CETEM,
- HCTIOJIb30BaHUEM CPEJICTBAMH yIIpaBiIeHUs Ha 0aze npoTokoiga SNMP.

4. Coaep:xanue TUCUMILIUHBI (MO1YJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJMYECTBA AKAAEMHYCCKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA




TpyaoeMKoCTb 10 BHIaM y4eOHBIX 3aHSATHH, BKITIOUAst
CaMOCTOSITENIbHYO padoTy, Jac.
No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTsr
pabora
1 Yacts 1: BHyTpH onHOI nozncetn 15 15 25
2 Yacts 2: Mexay nozncersiMu 15 15 20
Hroro yacos 30 30 45
[TonroToBka k 3K3aMeHy 30 gac.
Oobmas TpynoéMKOCTb 135 gac., 3 3au.en.

4.2. Cogpep:xaHue OUCUUILTUHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (paszeiam)
Cemectp: 6 (Becennuii)
1. Yacte 1: BHyTpHu ogHON noaceTu

BBonnas yacts, Monenu OSI u TCP/IP, Wireshark
3nakomuMcTBO ¢ Wireshark

Application/Presesntation: HTTP, HTTPS, DNS, Burp Suite
CRLF

[lepexBarrsiBaem 3ammdpoBanubiii Tpaduk ¢ i0S/Android
Transport: TCP, UDP,

Nzygaem pcap ¢ TCP/UDP

SYN flood / UDP Flood

TCP Reset araka

TCP Session Hijacking (M0 ciuikoM g0Iro)

Network: IPv4, IPv6, DHCP, iptables, momceru, NAT
DHCP Spoofing

Data Link: Ethernet, WiFi

WiFi Deauth

ARP araku

MAC Spoofing

Physical: RJ45, CAM, TCAM. Apxutektypa MapuipytuszatopoB: data plane, control plane,
management plane

O0xrMaeM BUTYIO Tapy
LAN Tap

2. Yactp 2: Mexay moaceTsiMu

Pa6ora ¢ GNS3, Tonosoruu cereit

Crarudeckas, IMHaMUYecKas MaplipyTu3anus Mapipytusanus, RIP
OSPF, BGP

Spanning Tree, PortChannel / EtherChannel / LAG

Buptyansabie cetn, QinQ, VXLAN

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJIl OCYLIeCTBJIECHHS 00pa30BaTEILHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)

Heo0xonnmoe ob6opynoBaHue 1Jisl JIEKIHUNA: KOMIBIOTEP U MYJIBTUMEIUITHOE 000pya0BaHuE (ITPOEKTOP,
3BYKOBasi CHCTEMA).




6.IlepeyeHnb pekoMeHyeMOii TUTEPATyPbI

OcHoBHas 1uTeparypa

1. TenexoMMyHHKalIMOHHbBIE X KOMIIbIOTEpHBIE ceTr. BBoaubIH Kypc [Tekct] : [yuel. mocobue nys
By30B] / JIxk. Yonpaun ; nep. ¢ aurin. M. E. Jlunkuna, M. M. IItuunukoBa ; noj pen. B. H.
Crapony6neBa .— M. : Iloctmapker, 2001 .— 480 c.

JomnonHutenbpHas auTeparypa

7. llepedyeHs pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

He ucnonesyrores

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIA, HCIIOJIb3yeMbIX NPH OCYLIeCTBICHUU 00Pa30BaTeJIbHOIO
npouecca 1o JHCHUIIMHEe (MOIYJII0), BKJIIOYAs NepeyeHb He00X0AUMMOro NpOrpaMMHOro odecnedyeHnst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

Ha nexnusax ucnosb3yeTcsi KOMIBIOTEP W MYJIBTHMEAMUHOE 000pya0BaHue (TIPOCKTOP, 3BYKOBAsI
cucTema),

9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm o 0OCBOCHMIO JTUCIHUIIINHBI (MO)_Iy.Tlﬂ)

Ilpu  BbmomHeHMHM W 3ammre  JaOOpaTopHbIX  pabOT  ciledyeT  PYKOBOJCTBOBATHCS
y4eOHO-METOIUYECKUMHU yKa3aHUSAMHU NPEroJaBaTes.

Pexomenryercsi cHauasia BBIIOJIHUTD MIPOCTHIC 3aJaHMUs JJIsl OCBOCHUSI 0a30BOi (TUIIOBOI) TEXHOJIOTHU.
ITo Mepe OCBOGHHMS IPOrPaMMHON CPEIbI CTaBATCS BCE OOJIee CIOKHBIE 3a1a4H, TIPH PEIICHUH KOTOPBIX
OyIyT aKTHBH3HPOBATHCS 3HAHUS JAOTIOJIHUTEIBHBIX BOSMOXKHOCTEH JaHHOM cpenbl. MTak, mepexoas ot
HPOCTHIX 33JIaHUH K 0o0Jiee CIOKHBIM, OyZleT OCBOCHa OOJbIIasi 4acTh TEXHOJIOTHYECKUX OINepaluii B
KOHKPETHOH MPOrpaMMHOM CpeJie U TOCTUTHYT JI0CTaTOYHO BBICOKHH MPO(GECCHOHATIBHBINA YPOBECHb.
Cnaya u 3amuTa 1ab0opaTopHO PabOTHI BKIIOUAET MPOBEPKY IEKTPOHHBIX (DaiilloB M OTBETHI Ha
KOHTPOJIbHBIE BOIIPOCHI, KOTOPBIC IOJDKHBI HPOAEMOHCTPUPOBATH TEOPETUYECKHE U TPAKTHYCCKHE
3HAHUS, YMECHUS U HAaBBIKH 110 COOTBETCTBYIOLICH TEMe.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

110 HANIPABJICHUIO: [Ipuxiagnas MmareMaruka U HHQOpMaTrKa

Nnpo¢uJIb NOATOTOBKH: IIpuknaagHas MaTemMaTHka, KOMIIBIOTEPHBIE HAYKH W HHKEHEPHS
Oustex-mkona [Ipuknagnoit Maremaruku u Uapopmatiku
kageapa anropuTMOB U TEXHOJIOTUH MPOTrPaMMHUPOBAHUS

Kypc: 3

KBAJM(PUKAIMA: OaxanaBp

Cemectp, (hopMBI IPOMEKYTOUHOH aTrTecTanuu: 6 (BeCeHHUN) - DK3aMeH
PaspaGorunkm:

M.A. KouykoB, acCUCTEHT
O.H. UBuenko, 3aBenyromuil kadgenpoi



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-1 CriocoGeH oCcymiecTBIsTh MOKCK,
KPUTUYECKUH aHAJIN3 ¥ CUHTE3 HH(opManuy,
HNPUMEHSTh CUCTEMHBIN MOAXO ISl PELICHHS
MOCTABJICHHBIX 3a/1a4

VYK-1.1 Ananusupyet 3aaady, BBIAEISSA 3Tallbl €€ PelIeHus,
JeMCTBUS IO PELICHUIO 3a1a91

VYK-1.2 HaxomuT, KpUTHYECKH aHAIM3UPYeT U BbIOMpaeT
nH(pOpMaIINI0, HEOOXOMUMYIO ISl PEIeHHUs TTOCTaBICHHON
3a1auu

VYK-1.3 PaccmarpuBaeT pa3iuuHble BapHaHTHl pPELICHUS
3a[a4M, OLICHUBACT WX MPEUMYILECTBA U HEAOCTATKH

YK-1.4 I'pamotHO, JIOTUYHO, apryMEHTUPOBAaHHO
(dhopmupyeT cOOCTBEHHBIE CY)KICHHS U OLIEHKH

VYK-1.5 Ormpenenser W  OLEHHBAaeT  MPAKTHUYECKUE
MOCJIEICTBUSI BO3MOXKHBIX BAPHAHTOB PEIICHUS 33/1a491

OIIK-1 CniocobeH npuMeHSITh
(dyHIaMEHTAIbHbBIC 3HAHUS, MTOJTyUYCHHBIC B
obnact GpU3NKO-MaTeMaTHUECKUX U (HITH)
€CTECTBCHHBIX HayK M UCIIOIb30BaTh UX B
podeCcCHOHAILHOMN I TeIBbHOCTH

OIIK-1.1 Cnocoben aHaJIM3UPOBATh MOCTABICHHYIO 3aa4y,
HaMeuarTb IIyTH €€ PEeLeHUs

OIIK-1.2 CnocobeH CTpOHWTh MareMaTH4ecKHe MOJIEIH,
MPOU3BOIUTH KOJTMUECTBEHHBIE PACUETHl M OLICHKH

OIIK-1.3 CnocoOeH omnpenensiTs I'paHULbl MPUMEHUMOCTH
HOJIyYECHHBIX PEe3YJIBTaTOB

OIIK-2 CriocobeH ucnonb30BaTh COBPEMEHHbBIE
MH()OPMAIMOHHBIE TEXHOJIOTUHU U
NpOrpaMMHBIE CPEACTBA MIPU PEIICHUHN 331349
poheCCUOHATBHOM JIeITENLHOCTH, COOTIOnas
TpeboBaHUg NHOOPMAITMOHHOW OE30TIaCHOCTH

OIIK-2.1 CrocoGeH  TPUMEHSITh  COBPEMEHHBIC
BBIYHMCIIMTEIEHYIO TEXHHKY M CEpBUCHI ceTH MHTepHET B
obnactu (cdepe) npodeccnoHaNbHON AEITETBHOCTH

OIIK-2.2 3HaeT W yMeeT MPUMEHITb YHCICHHBIC
MaTeMaTHYeCcKue METOAbl U IPUKIAJHOE IPOrpaMMHOE
o0ecrieyeHne Al pelIEHHs  HAyYHBIX  3aJad B

npodeccuoHaIbHON 00nacTu

OIIK-2.3 3Haer ocHOBHbIE TpeOOBaHUS WHPOPMAIMOHHON
0e30MacHOCTH

OIIK-3 CriocobeH cocTaBisTh U 0HOpMIIAT
Hay4YHbIC U (MJIM) TEXHUYECKHE
(TeXHOIOTUYeCKHEe, NHHOBAIIMOHHBIE) OTYETHI
(TmyOnuKanum, mMpoeKThI)

OIIK-3.2 Brnageet Ha MpakTHUKE METOMOJIOTHEH COCTABICHUS
HAYYHO-TEXHUYECKHUX OTYETOB (IIPOCKTORB)

OIIK-3.1 3Haer ocHOBHBIC TpaBwiIa OGOPMIICHHS HAYYHBIX
MyOIMKAMi U HAYYHO-TEXHUYECKOH TOKYMEHTalWH, B TOM
YHUCIE€ C MCHOJb30BAaHWEM MPUKIAJHOTO IPOrPAaMMHOTO
o0ecrnieyeHHs

OIIK-3.3 Bnageer meTogamMu BU3yaJbHOTO U TpadudecKoro
MIpeICTaBICHUS pe3yabTaToB Hay4qHOU
(Hay9IHO-TEXHUYECKOH, MHHOBAIIMOHHOW TEXHOJOTHYECKOH )
JeSITETLHOCTH B BUJIE OTYETOB, HAYYHBIX IMyOIHKAIINH

[TK-1 Criocoben crtaBuTh, (hOpMaIN30BBIBATH U
pemars 3aa4u, B TOM YUCIie pa3padaThIBaTh U
MCCIIE/I0BAaTh MaTeMAaTHYECKUE MOJICIIN
M3y4aeMBbIX SBJICHUH U MPOIECCOB, CACTEMHO
aHAJIN3UPOBATh HAyYHBIE MPOOJIEMBI, TIOJTy4aTh
HOBBIC HAYYHBIC PE3yJIbTaThI

[MK-1.1 CnocobeH HaxoauTh, aHAIM3WPOBATH U 0000IIATH
uHpOpMaNKIO 00 aKTyalIbHBIX Pe3y/IbTaTax HCCIICIOBAHUN B
pamMKax TemaTH4eckoi o0macTu cBoed mpodeccHoHaTbLHON
JEATEIIEHOCTH

[IK-1.2 CnocoGeH  BbABHrarh THUIIOTE3bl, CTPOUTH
MaTeMaTHYeCcKue MOAENM Ul OIUCaHMUA H3y4aeMbIX
SIBIICHUH U MPOLIECCOB, OLEHUBATH KAYECTBO pa3padoTaHHON
MOJENN

[MK-1.3 CnocobeH NpUMEHATh TeopeTHdueckne W (W)
9KCIIEPUMEHTAJIbHBIE METOJbl MCCIEJOBaHUN K KOHKPETHON
HayyHOM 3ajadye M  HHTEPIPETUPOBATH  IOJYUCHHBIC
PE3ybTaThl

[1K-2 Crioco0OeH caMoCTOIATENLHO N B
Ka4eCTBE dieHa (PYKOBOIUTEIIS) MAJIOTO
KOJUIEKTUBA OPTraHU30BBIBATH M MIPOBOIUTH

TTAVIITIT 1A AATTATTADATIING 11 IV armnnAaTioarn

[IK-2.1 3HaeT OpUHLMIBI MOCTPOEHUS HAYYHOW pPadOTHI,
MeToasl cOopa W aHanmM3a TIOJNyYEHHOTO MaTepHala,
CHoco0bl apryMeHTallH

[MK-2.2 Cnoco0eH TulaHUpOBaTh ¥ TPOBOJAWTH Hay4dHBIC
HCCIICAOBAHMUSI CaMOCTOSITEIbHO MJIM B KauecTBE WICHA
(pyxoBoauTENs ) MAJIOTO HAYYHOTO KOJUIEKTHBA
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[MIK-2.3 CnocobeH mNpoBOIUTH ampoOanuioo pe3yabTaToB
HayYHO-HCCIICI0BATEIBCKOM paboTsI MOCPEICTBOM
NMyOIMKaluK HAYYHBIX CTATEH U y4acTusi B KOH()EPEHIUSIX

2. Iloka3arem OLleHUBAHUS KOMIIeTeHITHHA
B pesynbrare uzydenus quciuiinHbl « COBpeMEHHBIC KOMITBIOTEPHBIEC CETHY 00YJAFOIIHUNACS JOIKEH:

3HATh:
- OCHOBHBIE NTOHATHUS KOMITBIOTEPHBIX CETEW: TUIIBI, TOMIOJIOIMH, METOJBI JOCTYIIA K CPEle Iepeayu;
- anmapaTHble KOMIIOHEHTB! KOMIIBIOTEPHBIX CETel;
- IPUHIUIIBI TAKETHOM Mepeaayn JaHHBIX;
- TIOHSATHE CETEBOM MOJICIIH;
- cereBasi mozenb OS] u npyrue cereBbie MOJENH;
- TPOTOKOJBI: OCHOBHBIC TIOHATHUS, NPUHIMIBI B3aUMOJCHCTBHS, pa3aMYMs U OCOOCHHOCTH
pacnpoCTpaHEHHBIX IPOTOKOJIOB, YCTaHOBKA MMPOTOKOJIOB B ONEPALIMOHHBIX CUCTEMAX;
- aJpecalus B CETsX, OpraHu3alusl MEKCETEBOIO BO3ACHCTBUS.
yYMeThb:
- OpraHU30BBIBaTh U KOHOUTYPUPOBATH KOMITBIOTEPHBIE CETH;
- CTPOUTH U aHAJIU3UPOBATh MOJENIN KOMITBIOTEPHBIX CETEM;
- 3(exTHBHO MCTIONB30BaTh anmaparHble U MPOrPaMMHBIC KOMIIOHEHTHI KOMIBIOTEPHBIX CETed IpH
PEIICHUH pa3INYHbIX 33]1a4;
- BBINOJIHATh CXEMbl M YEPTEXH IO CIELUAIbHOCTH C UCIOIb30BAHUEM IPUKIIAJHBIX NPOIPAMMHBIX
CPEICTB;
- paboTarh ¢ MPOTOKOJIAMH Pa3HBIX YPOBHEH (Ha mpuMepe KOHKPETHOTO creka mportokonoB: TCP/IP,
IPX/SPX uT.0.);
- yCTaHaBJIMBATh U HACTPauBaTh IapaMETPhl IIPOTOKOJIOB;
- IPOBEPATH MPaBUIIBHOCTD NIEPEIaun JAHHBIX;
- 00Hapy>KMBaTh M yCTPAHATH OIIHOKH MPH Nepesiade JaHHBIX.
- IPOrpaMMHPOBATh CeTeBbIX NpuiiokeHuil B crexke TCP/IP.
BJIaJeTh:
- HHCTPYMEHTAIbHBIMH cpeacTBaMu npoekTuposanus JIBC,
- HCIOJIb30BAHUEM BCTPOEHHBIX CPEICTB MOHUTOPHUHIA KOMIIBIOTEPHBIX CETEH,
- CNOJIL30BAHNUEM CPENICTBAMHU yIpaBiieHus Ha 0a3ze npoTokoiga SNMP.

3. IlepeyeHb THNOBLIX (IIPHMMeEPHBIX) BONPOCOB, 32/1aHUI, TeM /ISl HOATOTOBKH K TeKyIleMy KOHTPOJII0

1. Monenu OSI u TCP/IP

2. Wireshark

3. Transport: TCP, UDP

4. Apxutektypa MapuipytusaropoB: data plane, control plane, management plane
5. Bupryansnsie cetu, QinQ, VXLAN

4. [lepeyens THNOBBIX (MPUMEPHBIX) BONMPOCOB U TeM JIJIsl IPOBeAeHUs IPOMEKYTOUHOI aTTecTalluu
o0yuaruuxcst

. TeopeTrueckre OCHOBBI IEpeAavX JAHHBIX.
. YpaBisieMble HOCUTETH WH(OPMALIHH.

. becripoBosiHas CBS3b.

. KaHanpHEI ypOBEHB.

. MonenupoBanue.

1

2

3

4

5

6. CeTeBoOli ypOBEHb.
7. OObeIUHEHHBIE CETH.

8. TpaHCTIOPTHBIN YPOBEHB.

9. YnpaBnenue noTokom u 60pn0a ¢ neperpy3kamu.
1

0. KauectBo o0OcnyxuBanus B [P cersix.




11. AnpecHbie CITyKOBI.

12. TexHon0rny rM0OAIBHBIX CETEH

13. TpaHcOpTHBIE CETH.

14. IIpoTOKOJBI IPUKIAAHOTO YPOBHS.

15. be3onacHOCTh B KOMIIBIOTEPHBIX CETAX.
16. CranaapTsl ynpaBIeHHE CETAMH.

17. CereBoe obopynoBanue

18. CereBble orepalioHHbIE CHCTEMBI

19. Cpencra aHanu3a u yIpaBlIeHUs CETIMU

Kpurepun onennBanus
OTJINYHO

10 BcecTOpoHHHE, CHCTEMAaTU3MPOBAHHbBIC, IYOOKHE 3HAHMS y4eOHOH MPOrpaMMbl AUCLUIUIMHBL U
YMEHHE YBEpEHHO NPHUMEHSATh MX Ha MPaKTUKE MPH pEIIeHHMM KOHKPETHBIX 3a/1ad, CBOOOTHOE U
MpaBUILHOE 00OCHOBAaHHUE MPUHSTHIX PEILICHHI;

9 cucremaru3upoBaHHbIC, TNIyOOKHE 3HAHUS Y4eOHOH MpOrpaMMbl JUCHUIUIMHBI M YMEHHE YBEPEHHO
MPUMEHSATh UX Ha MPAKTHUKE [PH PEIICHUHM KOHKPETHBIX 3aJa4, NpaBHIIbHOE 000CHOBAHHE MPHUHSATHIX
peLIEHN;

8  mryOokue 3HaHMS Yy4eOHOM MpOrpaMMbl JUCHUIUIMHBI U YMEHUE MPUMEHATh UX Ha MPAKTHKE IPU
peIIeHUH KOHKPETHBIX 3a]1a4, IPaBUJIbHOE 000CHOBAaHHUE MPUHATHIX PELICHUH;

XOpOLIO

7 TBepAO 3HAET Marepuaj, IPaMOTHO M IO CYIIECTBY M3JIaracT €ro, yMEEeT MPUMEHAThH MOTyYEHHBIE
3HaHUS Ha [IPAKTUKE, HO JIOIYCKAeT B OTBETE WJIM B PELLIEHUM 33a]a4 HEKOTOpPbIE HETOUHOCTH;

6 3HaeT mMarepuall, FPaMOTHO U3JaraeT €ro, yMeeT NPUMEHATh [10JIyYE€HHbIE 3HaHUS Ha IPaKTUKE, HO
JOITYCKaeT B OTBETE WIIM B PEIICHHUH 33]1a4 HEKOTOPBIE HETOYHOCTH;

5 3HaeT OCHOBHOW Marepual, I'PaMOTHO M3JaraeT ero, yMeeT NPUMEHATh NOJyYEHHBbIE 3HAaHHS Ha
[IPAKTUKE, HO IOIYCKAeT B OTBETE WJIU B PEILIEHUU 33]1ad HETOYHOCTH;

YIOBJIETBOPUTEIILHO
4  (parmeHTapHbBIN, pa3pO3HEHHBIH XapakTep 3HAHWUH, HEJOCTATOYHO IMPaBWIbHBIE (HOPMYIUPOBKU
0a30BbIX MOHSATHHA, HApPYLUICHHUS JIOTWUYECKOH IOCIICAOBATEIbHOCTH B HM3JIOKEHUH TPOrPAMMHOIO
Marepuaa, HO IIpHd 3TOM OH BJaJeeT OCHOBHBIMM pa3/ieslaMH y4eOHOH mporpamMMbl, HEOOXOIUMBIMU
JUI ajJbHEHWIero oOy4eHUsI ¥ MOXKET NPUMEHSTH HOIy4YEeHHBIE 3HAHHs MO 0o0pas3ly B CTaHAAPTHOU
CUTYyalluy;

3 xapakTep 3HAHHUIl JOCTAaTOUYCH JUI JaJbHEWHIEro OOyueHHMsS W MOXKET IPUMEHSTH IMOJy4YeHHBIE
3HaHUS 110 00pa3ily B CTAHAAPTHOMN CUTYaLUH;

HEYIOBJIETBOPUTEILHO
2 He 3HaeT OOJbLICH YaCTH OCHOBHOTO COJEPKAHUS y4eOHOW MpOrpaMMbl JUCHUIUINHBI, JOITyCKaeT
rpyobie OmMOKM B (DOPMYIMPOBKaxX OCHOBHBIX MOHATUH AMCLUMIUIMHBI M HE YMEET IPaBHIBHO
UCII0JIb30BaTh [10JIyYEHHbIE 3HAHUS IIPU PELIEHUH TUIIOBBIX MPAKTUUECKUX 3a/au.

1 He 3HaeT GOPMYINPOBOK OCHOBHBIX NMOHATHH JTUCHUIUIMHBI M HE YMEET HCIIOIb30BaTh MOTy4YEHHbIE
3HAHUS IPU PELICHUH TUIIOBBIX IPAKTUYECKUX 3a1a4.

5. MeTonuueckune MaTepuajbl, Onpeneasonie Npoueaypsbl OeHUBAHUA 3HAHUI, YMeHH i, HABBIKOB H
(W1M) oNbITA AESITEILHOCTH

Bo Bpems mpoBenenust auddepeHINPOBAaHHOTO 3adeTa OOydYaroNIMMCsl HE pa3pemieHo MOJIb30BaThCs
IpOrpaMMOl TUCIUTUTAHEI.



